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Henowmosamwe u neumniemenmayuja 3aKoHa 0 MajHocmu nooamaxka npeocmas.ba
»

Kpuierwe HauuoHanne 0e30e0nocmu u Hanouierne wimeme unmepecuma Penyonuke
Cpouje“

[IpupyyHuk je HamMcaH Ha OCHOBY NOTpeOe MpuOiIMkaBama MpoOJeMaTUKe IITHheHuX
10JlaTaka, a Ipe CBera TajHUX MojjaTaka OpraHuMa jaBHE BJIACTU U CBUMa OHUMa KOJUMa j€ TO
HEOMXOJHO pPaay HMIUIEMEHTalje 3akoHa O TajHOCTH IOJaTaka M TpPEACTaB/ba paJHU
MaTtepHjal HaMEHhEH NoAN3amky 0€30€THOCHE KYJATYpE U CBECTH U TUME 3AILTUTH HAILIMOHAITHE
6e30ennoctu Penmybnuke Cpowuje.

[Topen Tora, oBaj MaTepHja MpeACTaB/ba U OCHOB 3a J1aJb€ YCaBpUIABAKE Y OBOJ 00JIACTH.

[IpupydHHK je HamMcaH Ha OCHOBY aHAJW3€ JaBHUX HM3BOpa, MpOIKCa, MpakKce, CTaHaapaa,
Hay4YHUX U CTPYYHUX TEKCTOBa, MeJWja, UHTEPHET H3BOpa, Ka0 M MCKYyCTaBa y paay ca
mwrruhernuM nomanmma.

Enyxamnuje u3 obnactu pana ca TajHUM nodarma ofpxkaBajy ce y Kannenapuju Capera 3a
HallMOHAJIHY 0€30€THOCTH U 3aIITUTY TajHUX NojaaTtaka Bnaae PenyOnuke CpOuje Ha OCHOBY
yiiana 87. 3aKkoHa O TaJHOCTH TOJlaTaKa.
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» VBOJHA PABMATPAIA
» NH®OPMAIIMOHA BE3BEJHOCT

= [IPUBATHOCT

= HOPMATHBHO VPEBELE MTOJATAKA

» KATETOPUJE U KJIACUOUKALIMIA TIOJATAKA
» TAJHU Y JIMYHU MIOJALIA

= KOMITPOMUTAIIMIA TIOTATAKA

= OBPAJIA TIOJIATAKA

= ACIIEKTH 3AIITUTE TTIOJIATAKA

= TIPOBJIEMH V TIPAKCH

» [UTASE TECTA

= HA KPAJY
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VBOJIHA PABMATPAIHA
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[TPU3MA IITOCMATPAKBA

= PE®OPMA JIP’KABHE YIIPABE

= PE®OPMA CEKTOPA BE3BEJHOCTH

= Y CYCPET HHOOPMALIMOHUM TEXHOJIOTHJAMA...

= JIPEI'OBAPAYKA MIIOI'JIABJbA CA EY - KIIACTEPH (10, 23, 24 u 31)

ACIIEKTHU PASMATPABA ITPOBJIEMA:

= TEXHOJIOWKHA
= JIPABHU
* BE3BEJHOCHE INIOJIMTUKE U CTPATEI'HJE

NHOOPMALIMOHO JAPYIITBO

Nudopmanuono apymrso (enri. Information society) je IpymTBo y KOMe CTBapame,
aucTpuOyIMja U MaHUITyJ1alnja “HGopMalrjama mocTaje 3HauajHa KyJITypHa U €eKOHOMCKa
aKTUBHOCT. 3aCHUBA C€ Ha ,,6KOHOMU]JU 3Hama’

jep mpodUT reHepuile eKCIIIoaTaIijoM 3Hamba, a y Mamb0] MEpU MIPUPOIHUX pecypca.

[{leHTpaTHO MECTO Y OBUM APYIITBUMA 3ay3UMa]y HHPOPMAIMOHE TEXHOJIOTH]E KOje
JTUPEKTHO YTUUY Ha MPOU3BOAKY U eKOHOMHU]Y. CMaTpajy ce HacIeJHUKOM UHIYCTPH)CKUX
JpyIITaBa.

ACIIEKTHU 3ALITUTE CAJBEP ITPOCTOPA

CAJBEP BE3BEJIHOCT (CYBER SECURITY) - KPOBHU KOHLEIIT

CAJBEP OJIBPAHA (CYBER DEFENCE) - OJHOCH CE HA KPUTUYHY
NHOPACTYKTYPY KOJA MOXE BUTH Y JABHOJ 1 ITPUBATHOJ CBOJMHUA

INFORMATION ASSURANCE — OIHOCHU CE HA 3ALUTUTY CAJBEP [TIPOCTOPA
KOJ1 KOPUCTE APXXABHHM OPTAHH Y CBOME PALY

INFOSEC — OJTHOCHU CE HA PAJI CA TAJTHUM MOJALIMMA V JIPYKABHUM
OPT'AHMMA Y MPEXXAMA U CJIMYHO
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[TPOBJIEMU: TIOIMOBMU, ITPEBO/I 1 HEYPEBEHOCT...

Pauynapcka 6e30enHocT, cajoep 6e30eqHOCT, IMruTaaHa 0e30eIHOCT MiIu 0e30eqHOCT
uHpopmanuonunx rexunosoruja (UT 6e30eqHOCT)

" TIPENCTaBJbhajy 3AIITHTY PAUyHAPCKUX CHCTEMa M MpEKa OJ1 Halaja 3I0HAMEPHHIX
aKTepa KOju MOT'Y JJOBECTH JI0 HEOBJaTheHOT OTKpUBamka HH(popmarliuja, kpahe niu
omrehema xapaBepa, copTBepa MM mojaTaka, Kao HIIp. Kao U 300T oMeTama Win
MOTPENTHOT yCMepaBama yCiayra Koje Mpyxkajy

KOHCTATALMJA

HE IIOCTOJHU CABPHIEHA 3AHITUTA HTHOOPMAILINJA
Y CAJBEP ITIPOCTOPY, HU Y BWJIO KOJEM ITPOCTOPY

SECURITY: Mopamo 3amTiuTH Halle KOMITjyTepe U MoJaTKe Ha UCTH HA4YWH KaKo
006e30ehyjemo 00jekTe, MpoCcTopHje, BpaTra Ha HAIIIUM JIOMOBHMa

SAFETY: Mopamo ce moHaIaTyi Ha Ha4iH J1a Ce 3alITUTUMO O] PU3UKa U MPETHHU KOje
710J1a3€ ca pPa3BOjeM TEXHOJIOTH]e

BE3BE/IHOCT — JbYICKA IIPABA
TPAHCITAPEHTHOCT — TAJHOCT
JABHOCT - ITPUBATHOCT

KOJE CY I'PAHHULE A0 KOJUX CE MOXE R YV YCIIOCTABJbABY CUCTEMA
SALITUTE?
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ACIIEKTHU 3AIUTUTE TAJHUX ITOAATAKA

= PETUCTAPCKU CUCTEM

= JIEPCOHAJIHY BE3BEJIHOCT

= AJMHWHUCTPATUBHY BE3BE/IHOCT

= OU3NYKY U TEXHUYKY BE3BEJIHOCT

» NH®OPMATHUYKY BE3BEJIHOCT (infosec — information assurance)

= WHAYCTPUIJCKY BE3BEJJHOCT (ITOBEPJbBUBE HABABKE BE3AHE 3A
JIPXKABY)

KMBOTHHU HUKITYC Y PALY CA BMJIO KOJMM ITOJATKOM
OBYXBATA

* HACTAHAK (ITPOBEPA U U3HOUIEWKE ITOAATKA Y OAI'OBAPAJYHROJ
®OPMU + YHOLIEWBE Y OAT'OBAPAJYRY 3B1PKY ITOJATAKA)

= KOPUIIREWKE U JUCTPUBYLUIY (ITPUCTVII, UTHOOPMALNIJA, AHAJIN3A,
KPUBNUYHA [TPUJABA, YIIPABHU AKT, CYJICKU AKT...)

= [IPEHOIIEWE (JUTUTAJIHA ATEHJA, KYPUPU...)
» YYBABE U CKIIAJUIITEBE
* APXUBUPAKE NI YHULLITABAKBE

HAIIMOHAJIHA BE3BE/IHOCT, O[AbPAHA,
CIIOJbHU 1 YHYTPALLIBU [TOCJIOBU

[MUTAHE ®OPME:
KAHLIEJAPUICKO TIOCJIOBAHE
+ IUTUTAJIHA ATEHIA
+3AKOH O UHOOPMAILIMOHOJ BE3BEIHOCTU

TAJHU [HOAALM O OCTAJIA
[HOAALIA JINYHOCTH [HOAALIN
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INEMATCKHA

L e W
- O6papa Perucrap TajHux
. noparaka
TajHu nogaTak |
MNpaBHU OcHOB '
33 — Yrosop g 06nukK — 36MpKa NTUYHUX
06pagy u NpodecnonanHa nogaraka
NPUKYN/bake TajHa
noparaka Perucrap
4.)Camacm“ amga — — MocnoBHaTajHa NOCNOBHE TajHe
JaBHM
Yysarwe u Octanu nogauwm... . pervcTpu

—>

YHUWTaBake ‘

OBABE3A UMIVIEMEHTALIMAJE

= HA OCHOBY 3AKOHA — 3TII u 33IJI (3akoH o ox0panu, 3aKOH O MOJIUIIH]H,
3aKoH O CIOJFHUM IOoc0BUMa, 3akoH 0 BUA, 3akon o0 BBA 1 BOA...)

= HA OCHOBY CTATYCA — OPI'AH JABHE BJIACTH (3TII u 33I1JI)
= YI'OBOPHU OJHOC CA OPTAHOM JABHE BJIACTH (3TII)
» Ha ocHoBy peructpoBane aenatHocTd y AIIP — 33JII1

* VYroBopHH OJHOC ca puznyukum auruma — 33JII1

[TPUMEPU U3 ITPAKCE

* Perucrap crpanux TajHux noaaraka — [lentpannu perucrap u nogpeructpu EY,
HATO, na ocHOBYy OuiaTepaiHux criopazyma — 3aKOH O TajHOCTH TojaTaKa

* Perucrap rtajuux nogaraka — [IJIAH OJIBPAHE — nponucu o ondpanu
* 30upKe JUYHUX NOJATAKA — eBUeHUIM]e Koje Boau MVYII — mpomnucu o nonunuju

* Perucrap nocjioBHe TajHe — MPUBATHU U JaBHU CEKTOP — 3aKOH O MOCJIOBHO] TajJHU U
3aKOH O IPUBPEIHUM JPYIITBUMA

= JaBuu peructpu — AlIP: npuBpeana npyuitsa, npeay3eTHUIN, PUHAHCH]CKU
W3BEILTAjU, MEJIUjH, YAPYKEHa... — 3aKOH 0 areHIju 3a npuspeane peructpe PC

» JaBHHM perucTpu — MUHHCTApCTBO MpaBe: PErUCTap CYACKUX BEIITaKa, perucTap
MpaBHUX JIMIIA KOja 00aBJbajy MOCIOBE BELITaUYCHa, MIMEHUK HU3BPIINUTEIhA, CIIMCAK
JaBHOOENEKHUUKHUX KaHIIeJIapuja — MPaBOCYAHHU MPOIMUCH
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[HOANU3AE bE3BE/IHOCHE
CBECTU U KYJITYPE
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[HOAMN3AIE BE3BE/ITHOCHE CBECTU U KYJITYPE

r — j
CTAHIAPIU OIIEPATUBHE
ITPOLIEJAYPE

TTPAKCA J

* BE3BEJIHOCHA KYJITYPA U CBECT

* UHOOPMAIIMOHA KYJITYPA U CBECT

* UHOPOPMAIIMOHO BE3BE/JHOCHA KYJITYPA U CBECT
* OPTAHM3AIINMOHA KYJITYPA U CBECT

= CAJBEP XUT'MJEHA
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be3benHocHa KyATypa U CBECT

* (0e30eHOCHA aKTHBHOCT KOja M3pakaBa CIPEMHOCT JICJIOBamba 1 TTOHAIIAKA Y CKIATY
ca CTCUCHHUM 3HamMMa U BeIITHHAMA, Kao M Y CKJIaay ca nmpuxBaheHUM BpeTHOCHUM
craBoBuMa. OrJiesia ce y mpeno3HaBamy OMAaCHOCTH, pearoBamy Ha lbUX H30eraBameM
OTMaCHOCTH, OTKJIalalbeM OIMACHOCTH WM yIyhuBameM Ha oHe cy0jeKTe Koju he
po(heCHOHATTHO pearoBaTH U CadyBaTH yTPOKEHE BPEIHOCTH.

" 3HAWkE M CTAB KOJU WIAHOBH OpraHU3allije UMajy y MOrJeAy 3alTUTe oapeheHnx
BPEIHOCTH — HaIlMOHATHE 0€30€THOCTH, 0JI0paHe, YHYTPaIIkhHIX U CIIOJbHUX MTOCIIOBA,
JbYACKHUX €J000/a 1 MpaBa, Kao U (U3NYKe U UHTEIEKTyallHEe IMOBHHE, a TIOCEOHO
nH(popMalja u mojgaTaka KojuMa pacrojiake opranusaiiydja (Oprad jaBHE BJIACTH,
MIPAaBHO JIMIIEC WM KOMAITHU]ja).

Nudopmaninona KyiaTypa v CBECT

" [pakca OCUrypama MHpopMalja 1 yIpaBibaba pU3MLIKUMa BE3aHUM 32 ynoTpeOy,
o0pany, CKIIaJUIITEeHE, IPEHOC U apXuBUpame nHpopmannja. Mupopmanrona
KYJTYypa U CBECT YKJby4y]€ 3alITUTYy UHTETPUTETA, TIOCTYITHOCTH, Ay TEHTUYHOCTH,
HETMOBPIIEHOCTH U MOBEPJHUBOCTU KOpUCHUKA. OO0yxBaTa U JUTUTAIHE 3aAIITUTE U
(pU3HUKE TEXHUKE.

" yCBajame aJeKBATHOT MOHAIIamka Ja ce npoHalyy undopmaryje, kopucrehu mputom
OMJIO KOjU HAYMH WJIK MEUJyM , KOJU Ha HajO0JbK MOTYhM HaUYMH 3a/10BOJbaBa
notpebe 3a nHpopmaljama, a Koje BOJI€ MyJpOM U €TUHIKOM KOPUIITNEHY
uH(popmanyja y IpymTBy (AUruTaiIHa MUCMEHOCT?).

Nudopmarmono 6e30e1HOCHA KYJITypa U CBECT

= Jleo y pa3Bojy uHpopmanmone 6e30e1HOCTH Koja ce (OoKycHpa Ha MPUKYTIbAbE
Ca3Hama M MCKYCTaBa y BE3U ca MOTEHIIU]AIHUM PU3UIIMMa U TIPeTHhaMa Koje ce 0p30
pa3Bujajy, y BE3H ca JbYJACKUM MOHAIIamkeM, kako kopucHuka MKT cuctema, Tako u
MOTEHITUjATHUX Harajaayva.

* Manudectuje ce y OKBUpY OpraHu3aliyje Kpo3 acnekre 6e30e1HOCTH KOjU ce OAHOCE
Ha: 1) BpeqHOCTH; 2) IOHAIIAKkE; 3) CTaBOBE; 4) aKIlyje; 5) aKTUBHOCTH PYKOBOJICTBA
(MeHyMeHTa); U 6) GUBHYUKO OKPYKEHE.
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OpraHu3amuoHa KyaTypa U CBECT

* CucTeM 3ajeIHNYKUX 3Hauemha U cuMoOoIa.

* Mozen OCHOBHUX MPETIOCTAaBKH, BPEIHOCTH U HOPMH, KOj€ j€ JaTa rpymna pa3Buiia
WK OTKpHJIa yueht Kako Ja perraBa npoOjaemMe eKCTepHe alanTallije 1 HHTapHe
UHTETpaIje U Koju (yHKIMOHHUIITY JIOBOJHHO TOOPO Ja 61 OWIIM MPEHETH HOBUM
YJIaHOBUMa OpraHu3allije Kao UCTpaBaH HAauMH MULIUbEHa U ocehama y Be3u ca TUM
npoOaeMuMa.

= (Opa3zal] BepoBama, BpETHOCTH ¥ HAYYECHUX HaUYWHA MTOCTYIamkha ca HCKYCTBOM KOjH
Cy Ce pa3BWJIM KpO3 OPTaHU3AIMOHY UCTOPH]Y B KOjU C€ MaHU(ECTY]y Kpo3
MaTepHjaliHe 00jeKTe, Kao U MoHAIlake YiaHOBA OpraHu3allvje.

Cajoep xurujeHa

* Pey je 0 6e30€HOCHO] TTPaKCH KOja YKJbYUyje CBE KOPUCHUKE MHTEPHETA, U ca
MHTEPHETOM IMOBE3aHUX CTBAPH, CEPBHCA, aAIUIMKAIM]ja, U ypehaja ca HUIbeM 3aIlTHTE
CUTYPHOCTH U MHTETPUTETA IITHNEHNX NO/IaTaKka U ClipeyaBama cajoep Hamaja.

* OpgHocH ce Ha ITpaKce Koje MMajy 3a WJb ClipevyaBame HHMEKIN)e MATUIIMO3HUM
codBepoM (malware), kao u cajoep ymnaje u ryoJbemhe Ui KOpyNMUpame rnojaTaka u
OJIpKaBambE 3/IPaBOT cajOep OKpYKema.
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TUITIOBU OBYKA 3A IITUKREHE IIOJATKE:

OCHOBHA OBYKA O BE3BEJJHOCHOJ KYJITYPH — noceehena cBum
3amocJICHMMa KOjM MMajy JA0JiMpa ca MTUhEeHUM Iojjaima

OBYKA O TEXHUYKHUM ACIIEKTUMA BE3BEJHOCTMH — xomMnatnOuaHa ca
ctanaapaom CPIIC NCO 27001

OBYKA O YIIPAB/JbABY BE3BEJIHOCTMH — nocseheHna je pykoBoAMOIIMMA U
MEHalieprma Koju 01 Tpedau 1a UMIIEMETHPa]y TIponuce o MTHheHnM moaanuma

OBYKA O YCKIIABEHOCTHU BE3BE/JHOCHUX CTAHAAPJA — onHOCcH ce
Ha MpUMEHY 3aKOHa O TaJHOCTH MOAaTaKa UiIu 3aKOHa O 3aIUTUTH [101aTaKa O
JMYHOCTH

O0Oyka 3a pykoBaie TAQjHUX/JIMYHUX MOAATAKA

EQYKALIUJE

MOTYy OUTH:

A W o

VY yuynoHHLIM AMPEKTHO MpeaaBay — MoJIa3HUIH
BeOunapu u BU€O TPEHUHT
[TocTaB/beHE CHUMJIbEHE €IyKallije U Mpe3eHTalln]e

Cumynanuje peaJlHuX CUTyalluja 3a moTpede enykaimja

[Tporpamu petoBHE eayKalije ¥ TPSHUHTa CY KIbYYHH €JICMCHTH 3a IOIH3akhe
0e30eJHOCHE CBECTH, KaKO KOJ 3alI0CJIEHNX, TAKO U KOJ MEHAIIMEHTA

(pyxoBoawIaia).

3anocneHu Mopajy CXBaTUTH M pa3yMETH 3aIlTo je 0€30eTHOCT BaXKHa 32
OpraHu3alinjy, Kao 1 J1a j€ CBaKo OJ] lbUX OATOBOpPaH 3a 6€30eHOCT y cBOjo] chepw,
6e3 003upa J1a I y CBOM pajly KopucTe mTuhene nogaTke u nHGopMaImone
TEXHOJIOTH]€ UJIH HE.

[Iporpamu eaykainuja cy o BUTAJTHOT 3Ha4aja 3a CIipoBoheme 6e30e1HOCHe
TIOJIUTHKE.
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MMPUMAPHU 3AJIATAK EJIVKALIMJA O IITUREHUM OJALIUMA

1. Tlogm3ame 6€30€THOCHE CBECTH U KYJITYpPE
2. VMImmieMmeHTalyja mponuca u CTaHaapAa y OpraHnu3aimjy

Kibyunu cermeHT 6€30€AHOCTH, Y KOHTEKCTY HallMOHAIHE U OpraHU3alloHe 0e30e1HoCTH
npeacrasiba UTHOOPMAILIMMOHA BE3BE/IHOCT.

[let KJby4yHUX eJleMeHaTa 0e30€JHOCHE KYJITYype

Kyntypa undopmucama
Kynrypa nosepemwa
Kynrypa npujaBspuBama

Kynrypa yuewa

AN

[TpunaroaybuBa KynaTypa

I[Togn3ame cBectr 0 6€30eqHOCTH IITHhEHNX mogaTaKa

IIOCTHKE CE KPO3:
= JIuuHy OArOBOPHOCT
= JlojanHOCT 3amocCiaeHUuX U

* AKTHBHOCTHU MEHAIIMEHTa (PYKOBOJICTBA) OpraHu3alyje.

Teme oO0yxBaheHe eaykarjama o 6€30€IHOCHO] KYJITYPH U CBECTU
YKIBYHyjy:
» [Ipupoay mruheHux moxaTaka, OCCT/LUBOI MaTepHjaia U PU3MUKUX CPEICTaBa ca
KOjuMa MOTy Johu y KOHTaKT, Kao IITO Cy TajHU MOAAIH, JUYHU TOJAIH, TOCIOBHE

TajHe, npodecuoHanHe TajHe, yka3yjyhu Ha HalmoHaIHy 0€30€THOCT U JbYJICKE
cinoboe u mpaBa (IPUBATHOCT)
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* OaroBOpHOCTH 3aMOCJAEHHX U JIMIIA y YTOBOPHOM OJTHOCY Ca OpraHU3aIjoM, y
pyKOBamy IITUNEHUM MOAANMMA, YKJbYuyjyhu npernen 6e30eAHOCHUX cepTudukaTa
3a ()M3MYKa U MIPaBHA JIMIA, K0 ¥ yTOBOPa O HEOTKPUBAbY I0/IaTaKa. ..

» 3axTeBe 32 NPABUJIHO PyKOBame mTHheHuM noganmuma (OCETbUBUM
MaTtepujaioM) y Gu3HMIKoM 00JIMKY, YKIbYydyjyhu onpehuBame, Kiacudukaimjy,
obemnexaBame, IPEHOC, YyBakhE - CKIAIUIITEHE U YHUIIITABAKHE, KA0 U apPXUBUPAHE

* Ogarosapajyhe mertoje 3a 3auTUTY IITHhEHNX MOIATAKA HA PAYYHAPCKUM
cHCTeMHMa, YKJbY4yjyhu noceOHe mporenype (MOJMTUKY JTO3WHKE W KOPUIITNEHE
nBOo(aKTOpPCKE ayTeHTU(UKAIHI]E)

= Jlpyre npoéJieme y Be3u ca pauyHapckom 6e3deanomhy, ykpyuyjyhu mansep,
(ummHr, kpalhe UaeHTUTETA, IPYIUTBEHU UHKEHEPUHT UTI.

* @Ou3nuky 0e30eJHOCT HA PaJJHOM MeCTY, YKJbyuyjyhu npucTyn 3rpagama u
0e30eJHOCHUM 30HaMa, aIMUHUCTPATUBHUM 30HAMA, HOIICHE UICHTU(PUKAINOHUX
OelieBa U €JIEKTOPHCKUX KJbYU€Ba, PUjaBJbUBAKE HHLIUICHATA, YHOIICHE
3a0pambEeHUX MpeaMETa UT/.

* Jlocjaenuue mpomycra ja ce MPaBUITHO 3alITUTE MOAAIM - UHPOopMallrje, yKIbydyjyhu
MOTEHIIUjaJTHU TYOUTAK 3aM0CieHha, MOCISAUIIE IO OPraH jaBHE BIACTH U HALIMOHAIIHY
6e30eAHOCT, EKOHOMCKE TMOCJIeIUIIE 110 OPraHU3allk]y, IITETY MOjeIUHIIUMA YUJU CY
JUYHY NoJauy (MIpUBaTHU JIOCUj€n) OTKPUBEHH, Ka0 U Moryhe KpuBHUYHE U
MPEKpIlajHe Ka3He, OATOBOPHOCT Y JTUCIUTUIMHCKOM MOCTYIIKY U TIOCTYIIKE HAKHAJIE
MaTepHjalHe U HEeMaTepHjaHe MITeTe y MApHUYHOM MOCTYIKY
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KJbYUHHU 11OIMOBUA
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[HOJMOBUA

"  CHUTYPHOCT,

"  OCHTYpPaHOCT,

= 00e30eheHocT,
= Oe30emqHOCT,

= (e30IIaCHOCT,

"  (e30pMKHOCT,
"  CIIOKOJHOCT,

"  3aKJIIOKCHOCT H

= 3amTuheHocT

CUT'YPHOCT (Peunuk cprckor je3uka Matuiie Cpricke)

Crame, 0cOOMHA OHOT KOjH J€ CUT'ypaH, OHOTa IITO j€ CUTYPHO;
be3bennoct, o0e30eheme: jaBHA U JpKaBHA;

YBEpPEHOCT, MOY31amkE;

Ony4dHOCT, YBPCTHHA

JacHocr, ogpehenoct, mocnenHoct

o g bk~ w Dh e

3a cBaku Ciy4aj, EBEHTYaJIHO, 32 CBAKY;

BE3BEJIHOCT (BE3OITACHOCT)

Y HAJIIMPEM CMUCIJTY ITOAPA3YMEBA OJCYCTBO OITACHOCTH
GBAIUTUREHOCT O ITPETHN) 3A ®YHKIMOHUCAKBE NJIN PA3BOJ
CYBJEKATA, ITPOLIECA, TIOJABA, OIHOCHO CBOJCTBA NJI1 CTABA
(CTABMJIHOCT, ITOCTOJAHOCT)

O3HAYABA CTAKBE HEKOI' CYBJEKTA (ITOJEAWUHIA, I'PYIIE JbY U,
SAJEJHULE, MTHCTUTYLUIJE) KOJE KAPAKTEPUILE OJJCYCTBO HEBOJBA,
BPUT'A, HECPERA, OITACHOCTH 1 APYTUX 3JIA.

CAIJBEP ITPOCTOP CE OAPEDBYJE KAO MEBY3ABUCHA MPEXA
NHOOPMAILIMOHNX TEXHOJIOILIKNX NHOPACTPYKTYPA, A ObYXBATA
MHTEPHET, TEJIEKOMYHUKALNICKE MPEXE, KOMIIJYTEPCKE CUCTEME,
YI'PABEHE ITPOLECOPE U PET'YJIATOPE YV PASHUM AEJIATHOCTHUMA....
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NHOOPMAILIMOHA BE3BE/IHOCT

* He cinyxu camo yKIIamamy PU3MKa U MPETHU
= He oapehyje HaunH nocioBamwa

* OwmoryhaBame KOpUCHUIIUMA HH(DOPMAIITMOHUX TEXHOJIOTH]a J]a KOPUCTE MOTOJHOCTH
1 100OpOOUTH HA UHTEPHETY, Y JJOKATHO] MPEXH WIIA KOJI TIOTITYHO U30JIOBAHUX
padyHapCKHUX CUCTEMA

» [lopen 3amTuTe NPUBATHOCTH U HEOMETAHOT KopuIthemha HHPOPMAITHOHUX
TEeXHOJIOrHja, 00e30el)yje U 3alTUTY UHTEJIEKTYallHEe U MaTepHjaTHE CBOJUHE
KOpHUCHHUKA

IITA JE TAJHA

= OHO ITO CE HUKOME HE CME PE'hU, CAOIIIITUTHU
= OHO LTO CE CKPUBA, TAJA
= OHO LITO CE HE ITPUYA 1 HE OBJABJBYIJE

Y mmpeM CMHUCJIY — Ha3MBa c€ CBE IITO j€ HEIO3HATO

Y yixkeM cMucIy — 10jaBJbyje ce y Mel)y by ICKUM OJTHOCMMA U YMHE j€ MOJaI U
nH(popMaIlije Koje yxKe Wiu Iupe Tpyne WiM Ap>KaBa 4yBajy 3a cede, CKpUBajy OJ1 APYrux, a
MOCEOHO 0J1 JABHOCTH

IlpuBaTHe TajHe — ca3Hame 0 ope)eHMM HHTUMHUM U TIPUBATHUM TI0/IallMa Koja ce
Ca3Hajy OJ1 IPYTHUX JIUIa HA OCHOBY POJOMHCKOT, MPHjaTEHCKOT MJIM €eMOTHUBHOT OJTHOCA, Kao
1 Mel)ycoOHOT TIoBepemAa.

JaBHe TajHe — TajHU MOJAIM U APYTH ITHNEHH MOJAIM KOjU CE KOPUCTE 3a MOTpede oprana
JaBHE BJIACTU U HUXOB pajl (JINYHU NOJIAllH, TajHU MOJALIN, TOCIOBHE TaJHE U
poQeCcUOHAIIHE TajHE)

IIpaBHU acneKkT MaTepHje TAjHOCTH MOAATAKA — MPEACTABIbA]y MOAIM, HHPOpPMAIIHje U
JOKYMEHTH KOjH Cy MPOIILIH Mpoleype Kiacupukaiuje u aekiacupukaimje y ckiamay 3a
nporucuMa (3aKOH O TaJHOCTH T0JlaTaka, 3aKOH O 3aIITUTH IMOCIOBHE TajHE, €TUYKE
KOJIEKCE...)
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LITA JE ITIPUBATHOCT

* 3amTHTa J0CTOjaHCTBA U MHTETPUTETA CBAKOT I0jEIMHIIA OCTBApY]je CE€ KPO3 UNTaB
KaTajor JbYACKUX IIpaBa, II€ ce Kao JeIHO 0J] (yHIaMEHTAIHUX [IpaBa HaJla3! MIPaBo
Ha MPUBATHOCT.

= JAKO HE ITOCTOJU OINIITE ITPUXBAREHA IE®UHUIINIA - [Ton npaBoM Ha
IPUBATHOCT MOJAPa3yMeBa ce MpaBo jJeAHOT JIMLIA /1, OJ] Ca3HaBamka YNHH-EHUIIA KOja ce
TUYY JIMYHO Hera, UCKJbY4H Tpeha nuiia, 0THOCHO MPaBo JIMLa Ja oapeheHe
YUECHUIIE 33JIp>KU caMo 3a ceoe.
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MHOOPMAILIMOHA
BE3BEJIHOCT
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MHTEPHE 1 EKCTEPHE UHOOPMAIINJE

3a IOHOIICHE MPABOBPEMEHUX M KBAIMTETHUX OJUTyKa, MOTPeOHE Cy MHTEPHE U EKCTEPHE
uHdopMmanuje:

HuTepHe nnpopMaiyje cy y OKBUpY OpraHu3saliije u one oMmoryhaBajy KpeTame
nojaraka nu3Mely CBHUX 3allOCIICHUX y OpraHU3alluju;

Excrepue nndopmarnmje ce 1o6mjajy crmosba, 01 OKpyKeHba, U Be3aHe Cy Hajuenthe 3a
JpKaBHE OpraHe, jaBHa npeay3eha Wik MpuBaTHE KOMITaHU]jE

HNutepHe u excrepHe nHpOpMaIyje Mory OUTH TajHHU TOJIAIlH, TIOCJIOBHE TajHE,
npoeCHOHATTHE TajHE U MOTY CaJp)KaBaTH JINIHE MOAATKE

[TIOCTOJERE CTAIBE

YIIOTPEBA THOOPMAIIMOHO-KOMYHUKAIITMOHNX TEXHOJIOTUJA Y
PEITYBJIMLN CPBUNIY;

JABHA VYIIPABA (E-GOVERNMENT);
HUKT CEKTOP 1
NHOOPMAIIMOHA BE3BEJIHOCT.

HITA YUHU NTHOOPMAILIMOHY CUT'YPHOCT

ETUYKU 1 ITPABHU ACIIEKTHU
METOJE 3AIITUTE
CUT'YPHOCHU MEXAHU3MU, YCIIYIE U AJIATHA

NHOOPMAILIMOHA BE3BE/IHOCT

[TPEJTASAK HA THO®OPMAILIMOHE TEXHOJIOI'NJE
UT U APACTUYHE ITPOMEHE V IPYIITBY

E-VIIPABA, E-bAHKUHI', IUT'UTAJIHE BA3E [IOJATAKA, IPYIUTBEHE
MPEXE, CAJBEP BE3BE/IHOCT...

BEJIMKU ITPUCTVII PASJIMUUTUM NUHOOPMAILIMJAMA HA UHTEPHETY ...
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BE3BEJJHOCT HA MPEXH, OAHOCHO OHJIAJH BE3BE/IHOCT JE AKTYEJIHA
TEMA KOJA U3A3UBA ITAKIBY MHOT'UIX CYBJEKATA, A HAPOUUTO JE
3HAYAJHA 3A KOPUCHUKE U ITPOBAJJIEPE NHO®OPMAILIMOHE TEXHOJIOI'MJE

(Im)

I[TOJAM NHOOPMAILIMOHA BE3BEJJHOCT ITPEACTABJbA CKVYII MEPA KOJE
OMOI'YhABAJY JIA ITOAALIN KOJUMA CE PYKVIJE IIYTEM UKT CUCTEMA
bYY 3AIUITUREHU Ol HEOBJIAITREHOI' [IPUCTVYIIA, KAO 1 JA CE 3ALITUTHA
NHTEI'PUTET, PACIIOJIOXKMBOCT, AYTEHTUYHOCT 1 HEITOPELHUBOCT TUX
ITIOJATAKA, JA b1 TAJ CUCTEM ®YHKIIMOHNCAO KAKO JE IIPEJIBUBEHO,
KAJA JE ITPEABUBEHO U 110 KOHTPOJIOM OBJIAIIIKhEHMX JIMLIA.

I[TPEJICTABJBA IIPAKCY 3AILUTUTE UTHOOPMALINJA YBJIAXKABABEM PU3MKA
N ITPEJICTABJBA AEO YIIPABJLABA PU3MKOM (INFOSEC)....

Communication
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HITA YMHU NTHOOPMAILIMOHY BE3BEJIHOCT:

1. IIWJBEBU

" OYyBame MOBEPJHUBOCTH, HHTETPUTETA U IOCTYITHOCTU UH(MOpMaIija

* 3amTuTa HHbOopManuja U HHQ.CUCTEMA OJ1 HEOBIAIMNEHOT MTPUCTYTIA,
Kopuihema, OTKpHBamka, OMETamka, MOJU(PUKAIIM]je WIH YHUILITEHA Y ITUIbY
o0e30ehuBama MOBEPJHLUBOCTH, HHTETPUTETA U JOCTYTHOCTH

" OCHUT'ypaBajy J1a camo oBiamiehHu KOpUCHUITU (TTOBEPJHUBOCT) UMA]y MPUCTYII
TaYHUM U TOTIYHUM HH(pOpMalrjama (MHTETPUTET) Kaja je TO MOTpeOHO
(moctymHOCT)

"  3aI0TUTA UHTEJIEKTYaJIHE CBOJUHE OpTaHU3alIN]e
" yIpaBJbamke¢ PU3HIMMA U TPOIIKOBHMA HH(GOPMAIIMOHOT PU3HKA 32 ITOCIOBAHE
= 00e30ehuBame 1a cy HH().pU3UIIU U KOHTPOJIE Y PABHOTEKH

* 3amTuTa nHbopMalrja, uHQ.cucTemMa win 6asa rnojaraka oJi HeoBjanheHor
npucTyma, omrehemwa, Kpahe Uiu yHUIIITESHA

2. MEPE

" CKyI aKTUBHOCTHU U PaJiibH KOj€ Mpeay3uMajy Ap>KaBHU OpraHu, jaBHA
npeay3eha, KOMIaHWje W MpaBHA JIMIIA pajy 3allITUTe ojpeheHux uHdopmaiuja

3. AKTUBHOCTH

" yAeHTH(UKALMja HHPOpMaLMja U CPOJHUX CPENICTABA, MOTEHIMjaTHUX MIPETHHH,
PamUBOCTHU U yTHIIAja

" [pOICHA PU3UKA

" JIOHOLICH-€ OJUIyKa O TpeTHpamy pU3uKa (M30erapmy, yonaxkaBamwy, pacnoeiu
WJIU TIPUXBATABY)

* u300p U au3ajH 6€30€JTHOCHUX KOHTPOJIA U CIIPOBOlEeHE

®  HaAridedame aKTUBHOCTHU U npunaroljaBa}Le IMpOMCHamMa....
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CAJBEP BE3BE/IHOCT

Cajoep 0e30eaHOCT ce MOXKE TIPECTABUTH Ka0 MIPUMEHA TEXHOJIOTH]E, TIPoIieca U KOHTPOJIe
paau og0paHe pauyHapa, cepBepa, MOOMIIHUX ypehaja, elneKTpOHCKUX
CUCTEeMa, MpeKa U TojjaTaka oJ] cajoep Hamasa.

b cajoep 6€30eTHOCTH jecTe /1a Ce CMambH PU3UK 0J1 cajOep Harmaaa v 3alITUTH O]
HeoBJanrheHor nckopuirhaBama CUCTEMa, MPEKE U TEXHOJIOTH]e
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EJIEKTPOHCKA VYIIPABA

EnexTpoHcka ynpasa wiu e-ynpana (eHri. e-administration) je TepMuH urje neUHATLIN]E
Bapupajy oj1 yrnorpedbe nHhopMaTHIKE TEXHOJOTH]e Kako OU e 0JIaKIIao MPoOMeT
nHpopMaIija u capnagaie GU3NIKe MpenpeKe TpATUIIMOHATHIX CUCTeMa JI0 KopHuIihema
TEXHOJIOTHje Kako Ou ce moBehasa JOCTYIMHOCT U OJIAKINAJIO U3BPIICHE JaBHUX CIYXKOU y
KOpHUCT TpaljaHa, MpUBPEIHNKA, KA0 U 3aMOCICHUX Y THUM CIIy)0aMma.

YcrammeHo Bul)eme cTBapH U3a OBUX JIe(UHUIM]A je J1a je e-yIpaBa 3alpaBo
ayToMaTHu3aIfja, OTHOCHO KoMIjyTepu3aiuja noctojeher ,,manmup cucrema’, koja he nosectu
710 HOBUX CTHJIOBA YIIpaBJbamka, HOBUX HAYMHA paclpaBibama U ojpehuBama cTpareruja,
o0aBJbama MOCIIOBa, Ka0 M OPTaHMU30Bamka U IOCTaBJbamba HHPOpMaIyja.

Pa3Boj e-ynpase y Penyosmnu Cpouju noapasymeBa ycrocTaBjbame ePukacHe u
KOPUCHUYKU OPUJEHTHCAHE YIPaBE y TUTUTATHOM OKPYXKEmY, KOja je HHTeporepaduiIHa
Kako u3Mel)y pa3nuuuTHX HUBOA jaBHE ynpase y CpOuju, Tako U ca JaBHOM YIIPaBOM JprKaBa
yinanuna EY.

MebhyTum, yT 01 cTaarjyMa Ha KOME ce TpeHyTHO Hana3u eYnpasa y Cpouju, 10
HAaBEJICHOT >KEJbEHOT CTama, MPEACTaB/ba PACIIOH KeJbeHEe MTPOMEHE, KOJU Mojpa3yMeBa
jacHo nedunucame nusbeBa [Iporpama, Kkao u Mepa 3a MOCTU3alkbE THX LIUJBEBA, CA JACHO
YOUJBHBHUM Y3POYHO MOCICIUIYHNM Be3aMa

Ha ocHOBY npeTxogHuX peyeHuIa yOouJbMBO j€ 1a caM pa3Boj MoApa3syMeBa KOHIENHU]Y U
IPUMEHY €JIEKTPOHCKOT TOCIOBaKka KOj€ KOPUCTE CBU (3aII0CIEHH Y JaBHO] YIIPABH,
rpahaHu, MOCTOBHU JbYIU, 3aMIOCIEHU JbY/IU Y IPUBATHUM O0JEKTHMA HUT]I.).

Pa3Bojem e-ynpaBe omoryhaBa ce eukacHHja yciayra IpeMa CTAHOBHMIIITBY, CMAbEHHE
TPOIIIKOBA, J€IHOCTaBHHU]€ 00aBJbamk-€ MOCIIOBA y3 J00pY OpraHu3alujy, cy30ujame
KOpYyMiHje U epUKacHUjH OJHOC Ca MPUBPEAHUM 00jEeKTHMA.

Takohe 6osba PyHKIMOHATHOCT IPUCTYIIA TOAALIMMA IOMaXke pa3Bojy eYmnpase y CpOuju
jep cy rpahaHu y NpWIKIIM J1a JJAaKO IMPOBEPEe TAYHOCT CBOJUX IOJaTaKa M Jia ¢e 1o MOTpeOu
oOpaTe Ha/IJIeKHO] HHCTUTYIIMJU KaKo OU ce TH TOIalld UCTIPABUIIH.
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NHOOPMALIMOHA BE3BE/ITHOCT

3akoH 0 nH(popMaNUOHOj Oe30eHOCTH

»  OBuM 3aKOHOM Cy ypeheHe mepe 3amrTure o 6e30eTHOCHUX pU3HKa Y
UH(GOPMAITMOHO-KOMYHHUKAIIMOHUM CHCTEMHMA, OJITOBOPHOCTH IPaBHUX JIUIIA
HPUIMKOM YIIpaBJbakba U KOpHUIIhekha HHPOPMAMOHO-KOMYHHKAIIMOHUX CHCTEMA U
onpelyjy ce HaIe)KHU OPTaH| 3a CIIPOBOHEeHmE Mepa 3aIlTUTe, KOOpIUHAIN]Y u3Mehy
YHHAJIAIA 3aIITHTE U Mpahekhe MpaBUIHE TPUMEHE MTPOITMCAaHNX MEpa 3aIlTUTE.

HUKT cucremu o1 moceGHOr 3Ha4Yaja Cy CUCTEMH KOjH ce KOPHUCTe:
" y 00aBJbamy MOCIIOBA y OPraHKMa jaBHE BJIACTH;

* 32 00pajy nojaTaka Koju ce, y CKJIaJly ca 3aKOHOM KOju ypelyje 3aiTury nojaraka o
JUYHOCTH, CMATPajy HAPOUUTO OCETJHUBUM IOJAIMMA O JTUIHOCTH;

NHOOPMALIMOHA BE3BE/IHOCT Y CPBMJU

Nudopmarmona 6e36e1HOCT je aciieKT 6e30€JHOCTH KOjJU C€ OHOCH Ha 0e30€JHOCHE PU3HKE
MOBE3aHe ca ynoTpedoM HH(POPMALIMOHO-KOMYHUKAMOHUX TEXHOJIOTH]a, YKIbY4uyjyhu
0e30eaHOCT To1aTaka, ypehaja, nHpopmManmoHux cucteMa, Mpexa, opranusaiyja u
0jeIMHAaIIA.

(Ctpareruja pa3soja un¢.oe3oeqnoctu 2017...)

NHOOPMALIMOHA BE3BE/THOCT

=  besbennoct nokaruje (“cajra’)

= be3benHocT pecypca

* be30eqHOCT KOMYHHUKAIIU]CKE MPEKe
= be3benHocT cepBuca

. BC36CI[HOCT IIPUBATHOCTH - JIMYHUX IIOAATaKaA.
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VY pauyHapCKuUM Mpexama ce y IHJbY CIpeyaBamba eBEHTYaTHUX Hamaaa u Moryhux
omrehema noiaTaka mpuMemYyjy oJipe)eHn CUTYPHOCHU CEPBUCH, O] KOJUX CY
Haj3HAYaJHUJU:

» Aytentudukanuja (authentication);

» TajHoct nogartaka (data confidiality);

» Henopuname nopyka (nonrepudation);
» Huterpurer nomaraka (data integrity);
» KonTpona npucrtyna (access control) u

= PacnonoxuBocT pecypca (resource availability)

Panu nosehama IT 0e30eqHOCTH OpraHu jaBHE BIACTH, Npeay3eha, 0THOCHO KOMIIaHu]a
0OUYHO ce MPUMERY]je IIEeCT KaTeropuja 6e30eTHOCHUX Mepa.

N360p Mepa 3aBucuhe o noTpeOHOT HUBOA O€30€THOCTH

omnire 6e30€JHOCHE MOJUTHKE U IPOLEYPE,
* co(TBep 3a 3aTUTY OJ] BUpYcCa,

" JIUTUTAJIHU HOTIHUCH,

" muQppoBaBkE,

" 3AIITUTHU U (IPOTUBIOXKAPHHU) 3UJIOBU U

" TIPOKCH CEpBEpHU

OIIIITE BE3BE/IHOCHE ITOJIMTHUKE U ITOCTVYIILN

* Yecra mpoMeHa MPUCTYMHUX JIO3UHKH

* OrpaHnuaBame yrnoTpede cucrtema

»  OrpaHnYaBame MPUCTYTIA MOJAIIMA

* VYcnocTaBibame KOHTPOJIE (PU3UYKOT TIPUCTYIIA
= [lomema oaroBOpHOCTH

» [MudpoBame (€eHKpUIIIIH]jA) TTOTATAKA

* VYcnocTaBibame MpoIeIypaiHe KOHTPOJIS

» [IpoBoheme eqykaTHBHUX MpOTrpamMa

* Hcneknuja akTHBHOCTH YHYTap CHCTEMa

* benexeme CBUX TPAHCAKIMja U aKTUBHOCTU KOPUCHUKA
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YPEJBA O BJIMKEM YPEBEBY UKT CUCTEMA O/ ITIOCEBHOI
3HAYAJA

» bmmxke ypeheme mepa 3amrure MKT cucrema

* Jloci0BH U OJTOBOPHOCT 3aMOCICHUX

» 3amrtuTta nHGOPMAITMOHHUX Ao0apa

= (CpezacTBa ¥ UMOBHHA 32 HAJ30P HAJl TOCIOBHUM IpoIlecuMa

* VhpaBspame pU3MIIMa

* [loctuzame 6e30eqHOCTH paja Ha TaJbUHY U MOOUITHUX ypehaja
= (OOpasoBame, 00yKe U eAyKallrdje + 0ITOBOPHOCT

* 3amTura nocie NpoMeHe paJHor Mecta (YroBop O MOBEpPJbUBOCTH, Kilay3yJjia 3a0paHe
KOHKYPETHOCTH. ...)

» KnacuduxoBame rnojaraka
" 3amTuTa Hocada MoJaTaKka
* OrpaHuyerne NPUCTYIa U OBJaIIheH IPUCTYII

= Mepe KpUNTO3ALITHUTE. . .
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YPEJIBA O BJIMXKEM CAJIPXXAJY AKTA O BE3BE/JTHOCTU UKT
CUCTEMA O/I ITOCEBHOI 3HAYAJA, HAUYMHY TTPOBEPE U

CAIPXAJY U3BELITAJA ITPOBEPE BE3BEJIHOCTHU UKT CUCTEMA

Canpyxuna akta o 6e30eHoctu KT cucrema:

Mepe 3aITHTe
TPUHIUTTH

HAYMHH U TPOIIeype MOCTU3amka HIBoa 6e30eAHOCTH
opnamhema U OArOBOPHOCTH

Pecypcu

KOMITATHUBUIJIHO CA ISO/SRPS 27001
YPEJBA O ITOCEBHUM MEPAMA 3AIITUTE TAJHUX ITOJATAKA Y

NHOOPMALIMOHO-TEJIEKOMYHUKAILIMOHUM CUCTEMUMA

JloHeTa Ha OCHOBY 3aKOHa O TajHOCTH IojaTaka (00yxBaTa OIIIITE MEPE)

VYpehyje mocebne mepe y paay ca tajuum nojanuma y UKT cucremuma ox mocebHOr
3Hauaja

[TocebHe Mepa 3amTuTe TajHUX MoJaTaka y HHGOPMAIIMOHO-EJIeKOMYHUKAITMOHUM
CUCTEMUMA

Kopumihemwe cucrema 3a morpebde paja ca TajHUM MoJaluMa
VYrpaibame pu3uKkoM 0€30¢THOCTH CHCTEMA

[Tocebne mepe 3amture Tajuux nojgaraka y UKT cucreMuma Mory OUTH TEXHUUYKE U
OpraHM3allloHe, a Mpely3uMajy ce y LIMJbY CIpeyaBamba ClIydyajHUX rpellaka,
HETIPaBWJIHOT U HEJI03BOJHEHOT NMPUKYTIJbalba, UyBama, o0paje, kopulthema,
omrehema, YHUIITEHA, Ka0 U (ajicU(PUKOBabHa U 310yNOTpede TajHUX MOAATKA.

[ToceOHe Mepe 3amTUTE TajHUX TOAATAKa Y CUCTEMY OJHOCE Ce Ha:

1.

o0jeKaT y KOME je CMEIIITEH CUCTEM (orpeMa, JOKYMEHTH, ITPorpaMcKa MoAPIIKa U
Mpexa);

MPOCTOP, MPOCTOPH]jE, OTHOCHO Oe30eTHOCHE 30HE Y KOjuMa ce oOpalyyjy TajHu
MOJIAIN Y CUCTEMY;

omjanrtheHa JiMiia 3a ynpasibambe 0e30eaHomnthy cucrema;
CBE YUYECHHKE Y pajJy CUCTEMA;

Kopumiheme cucTeMa 3a moTpede paja ca TajHAM MOJAIIMA;
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6. pexuM pana cucrema,
/. 3alITUTY TaJHUX NOJaTaKa MPUIMKOM 00pajie U YyBamba y CUCTEMY;

8. 3amTuTy 011 pU3UKa KOMIPOMUTY]jyher eleKTpOMarHeTHOT 3paueha, Kao u
UMHCTalIpame ypehaja 3a uyBame TajHUX M0J1aTaKa.

HEKU O1 ITPOBJIEMA CA BIG DATA

Big Data je mojaM koju 03HauaBa BEJIMKE M KOMILJICKCHE CETOBE I10jaTaKa, KOJI KOjuX
TpaJUIIMOHANIHE alIMKalrje 3a 00paay mojgaTaka HUCY IPUMEHIbUBE.

Te ckynoBe nojgaTaka KapakTEpHILy pa3HOBPCHOCT (hopmara, BeJluke Op3uHe 00paje u
MPUCTYTIA, U BETUKA 00MM HH(pOpMaLIHja.

Big Data ue npencraBsba jeTUHCTBEHY TEXHOJIOTH]Y, Beh je TO KoMOMHAIN]ja CTapUX U
HOBHMX TEXHOJIOTH]a KOJ€ IOMaXKy J1a CE CTEKHE JEJIOTBOPAH YBHJ y oOpaljeHe nojaTke.

Big nara xapakrepumry tpu V:
1. ExctpeMHu obum mojaTaka - volume
2. Ilupok crekrap THIIOBA IogaTaka - variety

3. bp3uHa kojoM ce mogany Mopajy oopaautu - velocity

= [IpoGiiemu CKIaauITeHa, CKAJTAOMITHOCTH M PACTIOI0KUBOCTH BEIMKUX KOJUIHUHA
rmojaTaka

* Uudpactpykrypa cuctema 3a o0pajy mnojaTaka BeIMKe KOJIMYMHE To/laTaka
» CkiaguuTa BeJIMKUX KOJMYHMHA M0/1aTaKa

= AHaju3a TOKOBa nmoaaTtaka, aHajin3a BE3a y rnmoJganmruma.

Bemirauka uaTenureniyja u oopaaa nogaraka y Big data
* JlHTenureHuuja — cnocoOHOCT ycBajama, naMhema u o0pajie 3Hamba
* He-0uonomku, BEMTauykl CUCTEM KOJH UMUTHUPA JbYACKO/MHTEIUTEHTHO MOHAIIIAE
» Payynapcku nporpam/ypehaj koju uma crmocoOHOCT JbyICKE MHTEIIUTEHITH]E
» JlametHa ayTomMaTH3aIja npoieca oopaje mojaraka

» BbynyhHocT - Bemrauka uHTeIMreHIyja u mojaamu y kiayay?
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MEBYHAPOJIHU CTAHJIAPJIU

» Texaukama 6e30eaH0CTH y 0BOj obsactu 6aBu ce ISO/IEC JTC 1/SC 27, Texnuke
6e30ennoctu (IT security techniques)

» (OBaj moTkoMHUTET je 00jaBro 185 mokyMmeHara, a y pa3Bojy je jorn 66 1okyMeHarta
* (CBU OBM CTaHJApU UMa]y 3ajeJHUYKH MPBU J€0 HACIOBa
- Information technology -- Security techniques

* Mebhy oBum nokymentuma je u cepuja ctanaapaa [ISO/IEC 27000 kojux ykynmHO uma
oko 40

» Texnukama 6e36eaH0cTH y 0BOj obsactu 6aBu ce u CEN/CLC JTC 13, Cajbep
6e360eanocT U 3amtuta nojaaraka (Cybersecurity and Data Protection) — 8 nokymenara

CPIICKU CTAHJIAP/I

= SRPS ISO/IEC 27001:2014, Uadopmarinone TexHonoruje — TexHuke 6e30eIHOCTH —
Cucremu meHaMeHTa 0e30enHomthy nHpopmanmja — 3aXTeBU

* VYpenba o moceOHUM Mepama 3alITUTe TaJHUX Mo/1aTaka y nH(popmManmoHo-
TeJeKoMyHUKaimoHum cucremuma (3T11)

= VYpenbda o 6amxeM ypehewy Mepa 3amTute HH(MOPMaIMOHO-KOMYHUKAITMOHUX
cuctema oJi moceoHor 3Havaja (31Ub + 33JII1)

SRPS ISO/IEC 27001

» |SO/IEC 27001 je mehyHapoauu cTaHmap. 3a yrnpaBbame 0e30eaHoIhy
uHpopmarmja .

» JleTasbHO OMHCYjE 3aXTEBE 3a YCIIOCTABJbAKE, UMIJIEMEHTALIN]Y, OAPKABAHE
KOHTHHYHUPAHO MOOO0JbIIIAkE CHCTEMa yIpaBibamba 0e30eaHomhy nadopmaiiyja
(ISMS) — umju je 1usb 1a MOMOTHE OpraHu3alidjama jaa yauHe 0e30e1H1joM
nH(}OpPMAIIMOHY UMOBUHY KOJy JIpKeE.

= Behuna opranuzanyja uma 6pojHe KoHTpoJie 6e30enHocTu nHdopmalyja.

» Mehytum, 0e3 cucrema ynpasibama 0e30eanonthy uapopmaimja (ISMS), kontpose
UMajy TeHJCHLH]Y Ja Oyy TOHEKJIE HEOPraHM30BaHE U HEMOBE3aHE, MOIITO CE YECTO
NpPUMEY]y Kao TauHa pelliera 3a Celu(pUIHe CUTyalllje WIN JeTHOCTaBHO Kao
CTBap KOHBEHIIH]E.
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=  KonTtpose 6e30e1H0CTH Koje paje 00M4HO ce 0aBe ojipeheHum
acniektuma ua@opmarrone texnonoruje (UT) niam nocedbno 6e36emqHocTr
nojaaTaka; ocraBjbajyhu He-UT undopmarmona cpeactpa (kao mITo Cy Manuposoryja
M BJIACHWYKA 3HAMa) MamkhEe 3alITUNCHA y IIeTUHH.

» [llTaBumre, TUIaHUPamEM KOHTHHYHTETA TIOCTIOBama U (U3NIKOM Oe30emHomhy Moke
ce ympassbaT cacBuM He3zaBuCcHO o1 UT nnn undopmanmone 6e36eqH0CTH, 10K CE Y
MPAKCH JbYJCKUX pecypca MOXe MaJlo IOMUEbATH MoTpeda /1a ce neUuHUITy U A0ere
yJiore U OJITOBOPHOCTH y 00jacTu 6e30e1HoCcTH nHopMalija y 11e10j OpraHu3aIuju.

ISO/IEC 27001 3axTeBa 1a MEHAIMEHT:

=  CuCTeMaTCKHU HUCIHTa pU3uKe 1o 0e30eaHoCcT nHpopMalidja opraHusaiyje, y3umajyhu
y 003Up MPETHE, PAlbUBOCTH U YTHUIIA]€;

» Jlu3ajHMpa ¥ MPUMEHHN KOXEPEHTaH M CBEOOYXBaTaH CKYIl KOHTpOa 0€30€1HOCTH
nH(popManyja u/uiam Apyrux o0JMKa TpeTMaHa pyusnka (Kao MITo je nu3deraBame
pU3MKA WM IPEHOC PU3UKA) KaKo OU ce ajipecupaiy OHU PU3HLIU KOJU CE CMaTpajy
HENPUXBATIFUBUM; U

* VYcBoju cBeOOYXBaTHHU MPOLEC YIIpaBbamka KaKo OUCTE OCUTYpaIU Jja KOHTPOJIE
0e30eaHOCTH MH(OpMaIMja HACTaBJba]y J1a UCIIyHhaBajy NoTpede opraHusanyje 3a
6e30eaH0CT H(OpMaIMja HA CTATHO] OCHOBH.

CTAHJIAP/IU ISO/IAC 17799

"  [IOJIUTUKY 0€30€IHOCTH,

" OopraHu3oBame MH(popMaTHUIKe 6€30€aHOCTH;

" yIpaBJbamke peCypcumMa;

" 0e30eqHOCT JbYACKUX pecypca;

"  (UBUYUKY 3aIITHUTY;

"  ympaBibarke PagOM M KOMYHHKAIH]jaMa;

"  KOHTPOJY MPHUCTYIIA;

* Ha0aBJbame, PA3BOj U OJIpKaBamke HHOOPMATUUKUX CUCTEMA, YIIPABIbAkhE
0e30eJ0CHUM HHIIUICHTHUMA,

"  ymnpaBibamkhe KOHTUHYHTETOM ITOCIIOBAakha U yCATJIalIEHOCT 3a 3aKOHCKOM
pETyJIaTHBOM.
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[IPUBATHOCT

,<JIPUBATHOCT JE MPTBA — IIPEBOJIUTE TO* (Ctu Pambpam)
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JbYJICKE CJIOBOJE U1 ITIPABA

KAPAKTEPUCTUKE
1. U3Boje ce U3 NpUpoHOT CTamka
2. MopamnHor cy nmopekia

3. YcmMmepeHa cy MpoTUB JpKaBe — OHA Cy MOJUTTHYKA y CMUCIY Jia C€ OCTBapyjy y
Jp>KaBU U OJHOCE Ha JPKaBy, KOJUMa CE€ OHA OTPAaHUYaBajy UJIU CE O] He TPAXKHU
KOHKPETHO JIEJIOBAE

4. V3BopHa u HeoTyhuBa

5. Ilpunanajy cBum Jbyackum Ouhrma 06€3 HKaKBOT Pa3IMKOBamba, M1a j€ Y lbUXO0BO)]
OCHOBH HAueJIo JeIHaKOCTU U 3a0paHa JUCKPUMUHAIH]E.

1. IlpaBa Tpu renepanuje (yjeaHO U Mojeaa IpeMa KpUTepujyMuMa Koju ce 0JTHOCE Ha
chepe aKTUBHOCTH TOjeANHAIA):

= ['pahancka u nonutuuka mpasa (kpaj XVIII 1 mouerak XIX B.)
* ExoHOMCKa, collMjaiHa U KyaTypHa npasa (XIX u noyerak XIX B.)
» [IpaBa comunapHoctu (apyra nonouHa XX B.)

2. YTyxwuBa 1 HeoTyhuBa nmpasa (HeMOTYhHOCT Jja ce HeKa MpaBa MOTY OCTBAPUTH ITyTEM
TyX0€).

3. MnnuBuayanHa v KOJIGKTUBHA (TIPaBO MOjeANHIIA 1a Y 3a]€THUIM C APYyTUMa YKUBA
HEKO MPaBo).

4. AnconyTHa v pejaTHUBHA

5. Ormrra u moceOHa

I[TPUBATHOCT

YHuBep3aJiHa ieK/Japanuja o JbYJACKUM NIPpaBUMa

Unan 12. nponucyje na ,,HUKO HE CM€ OUTH U3JI0’KEH MPOU3BOJFHOM MEIIAkhy Y HETOBY
IIPUBATHOCT, MOPOJUILY, IOM WIH MPENUCKY, HUTH HalaJAuMa Ha 4acT win yriaen. CBako nMa
IIPaBO Ha 3aITUTY 3aKOHA POTUB OBAKBOT MEIIaka WA Hamaaa’ .

Mehynapoanu nakr o rpal)aHCKUM U NOJUTHYKHMM NPaBUMa

Unan 17. npomnucyje na ,,HUKO HE MOXKE€ OMTH MPEAMET CAMOBOJbHUX MJIM HE3aKOHUTHX
MEIlIakha Y BETOB PUBATHU KUBOT, lETOBY NOPOJUILY, Y BbETOB CTAH WU HETOBY
NPENUCKY, HUTH HE3aKOHUTHUX MOBPE/la HAHECEHUX HET0BOj YAaCTH UM HETOBOM yTieay”,
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JOK WJIaH 23. MITUTH MOPOJUILY U MPaABO Ha CKIIaname Opaka u OCHUBAHkE MOPOIUIIE, a YIaH
24. ypehyje nmpaBa u 3alITUTY JIE€ U MaJOJIETHUKA.

EBponcka KoHBeHIHja 0 JbYICKUM NpPaBuMa

¥ EKJBII paBo Ha MpUBaTHOCT Mpe/IcTaBba 30MPHHU HA3UB 3a 3AIITUTY HEKOJIUKO Ha MPBU
NoTJIe/l pa3HOPOJIHUX MpaBa, U TO MpaBa HA MOIITOBAKE MPUBATHOT KMBOTA, TOPOIUIHOT

’KHBOTA, HEMIOBPEAUBOCTH JIOMa M MPEMHUCKE, KA0 U YaCTH U yIJieaa nojeaunia (wia 8.
EKJBII).

KonBenumja o npaBuma jerera YjequmbeHUX HALKja

y wiany 16. kaxe na ,,HAjeTHO aeTe Hehe OMTH U3JI0KEHO MPOU3BOJHHOM WIIH HE3aKOHUTOM
MEIIakhy Y BErOBY NMPUBATHOCT, MIOPOIMILY, IOM WM MPEIUCKY, HUTH HE3aKOHUTUM
HaraMMa Ha BEeroBY YacT U yriien .

I[TPUBATHOCT Y CPBUJU

[Tojam mpaBa Ha npuBaTHOCT HUJe AeduHucaH y YcTaBy PenyOnuke CpOuje, anu YcraB 'y
HEKOJIMKO WJIaHOBA rapaHTyje IpaBa Koja IpOMCTUYY U3 MpaBa Ha IPUBATHOCT, KOj€
oOyxBara, u3Mel)y octanor, 1 IpaBo Ha HEMMOBPEIMBOCT CTaHa U MPABO HA TQjHOCT IUcama U
MOIIMJBKY U 3aIITUTY TOJaTaKa O JUYHOCTH.

Unan 42. YcraBa koju ypehyje o6nact 3amrure nogaraka o JUYHOCTH, 3aTUM, YIaHOM 25.
VYceraBa mTuTH GU3NYKKU U IICUXUYKW UHTETPUTET, WiaHoM 40. ce ITUTH HEMOBPEIUBOCT
CTaHa, a yjiaHoM 41. ce MTUTH TajHOCT MMcCaMa U APYTUX CPeICcTaBa KOMYHHUIIUPABHA. ..

Wian 19. YcraBa HaBOAM Ja jeMCTBa JbYICKUX MIpaBa y Y CTaBy CIyXe ,,04yBamby JbYJICKOT
JI0OCTOJaHCTBA...”, IIITO 3HAYH JIa IITUTHU YacT U yTJIe]] Ka0 OCHOBHE BPEIHOCTH 3aliTuheHe
MehyHapoIHUM UHCTpYMEHTHMA.

Caa ta npaBa 3ajeiHo, mpema aeuHuIjama y Mmel)yHapoHOIpaBHUM HHCTPYMEHTUMA,
YUHE TPaBO HA MTPUBATHOCT

Peny6mmka Cp6uja HUje noHesna moce0aH 3aKOH Koju Ou ce 6aBUO MPUBATHOIINY — allu je
OBY 00JacT ypeauia Kpo3 BUIIIE CHCTEMCKUX MPOIKCca
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LITA JE ITIPUBATHOCT

[TojaM mpUBATHOCTH MOYXKEMO TOCMATPaTH

"y KJACHYHOM (TPaJUIIMOHAIHOM) U

" y caBpeMeHOM (MH(POPMATHUKOM CMHUCITY).
CaBpemeHo 100a JOHEIO je TEXHOJIOTH]Y KOja U/l UCTIPET €THUKE
OU3NYKA ITPUBATHOCT

" CKpHBamke¢ MHTHMHHX JCJIOBA Tejla WK oApel)cHUX HHTUMHHX PaJIbH O IPYTHUX
oco0a;

" CKpHBamC caﬂpmaja BJIACTUTHUX IIPCAMCTA, CTaHa UJIKM BO3UJIA OO APYTHUX ocoo0a.

Nudopmanujcka NnpuBaTHOCT, OJHOCHO IIPUBATHOCT MTOAATAKA BE3aHUX Y3 3/IpABCTBEHO
CTame, PUHAHCU]JCKO CTame, NOJUTUYKY aKTUBHOCT, OOPABUILTE WIH MIOPOJUYHO CTAKHE
HEKOT T0J€/IMHIIA; Y3 TO je OJM3aK 1mojaM NpuBaTHOCTH Ha IHTepHETY U MPUBATHOCTH HA
JIPYLITBEHUM Mpexama...

[Tapanene ca HeosnamrhenuMm doTtorpaducameM (manaparo), yxohemem, MPUCITYITKUBAHLEM
¥ TaOJIOAMHOM IITAMITIOM.

IIpuBaTHOCT HA MHTEPHETY YKJbYUYy]j€ MPABO Ha JIMUHE HH(GOPMAIII]e Y BE3U Ca UyBabEM,
ynotpebom, 06e30ehemem o1 Tpehux nuiia U npukasuBame JUYHUX HH(POpMaIrja IpeKo
WHTEpHEeTA. 3allTUTa MOXe Jla oipa3yMeBa U JIMUHe uaeHTUuuKamone nadopmaimje
(JIUN) unu we-JIMU undopmarimje koje ce oHOCE Ha ToceTHola oapeheHe Bed cTpaHulie.
JINMU ce ogHocu Ha cBe MH(GOpPMAIIH]je KOje C€ MOTY KOPUCTUTH 33 UAECHTU(DUKAIU]Y
MojeANHIIA.

IIpuBaTHOCT HA APYIITBEHUM MPeKaMa Ce OJJHOCH Ha CTEIEH KOHTPOJIE KOJy oco0a nma
HaJ IPUCTYIIOM U ynoTpeOoM JIMYHUX nojaTaka. Kaaa je peu o nutamuma NpuBaTHOCTU U
0e30eAHOCTH Ha APYLITBEHUM MpeXama, CaJTOBH 3a KOj€ Cy HajKapaKTEPUCTUUHU]U OBU
po0JieMH YjeTHO Cy U OHM KOjU Cy HajrnomnyiaapHuju. Mehytum, nurama 6€30e1HOCTH
Kopuihewa U NuTamba NPUBATHOCTHU CY MOTIIYHO JBE pa3inyuTe cTBapu. [lurame
MIPUBATHOCTH, KOj€ YKJbYUyj€ HEOBIAIINeH NPpUCTYyl NpUBAaTHUM HMH(pOpMaIjama, He Mopa
Ja yKJbydyje 6e30eITHOCHE MOBpE/IE.

* [IpuBaTHOCT je mpaBo

* CnocoOHOCT IOjeIMHIIA J1a cauyyBa NMpuBaTHE HH(PopMaluje
* 3amTuTa o1 Mpe3upa U UCMejaBama

= MexaHu3aM KOJUM KOHTPOJIMIIIEMO COIICTBEHY pemyTaiujy
» HauuH perynucama CTEIEHA HAIll€ COLMjaTHE MHTEPaKIIH]e

= [IItuT o nenoBama apxaBe (CyACKH U IPYTH NOCTYIIIIH...)
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[ToceGan 00MMK 3aIITUTE TPUBATHOCTH J€CTE MPABO Ha MUJETET, OJHOCHO MPABO HA 3aKOHCKY
3alITUTY MTPEMUHYJIOT JIUIIA.

dyHKIMja: 103B0JbaBa MOjeIMHIIMMA J1a KOHTPOJUITY TOKOBE HH(OpMaIja 0 bUma.

Kojum BpemHOCTHMA CITY KU CIIPEeUaBamhe W OTPaHUYABAHE TTPOTOKA NCTUHUTUX
uHdopmarmja?

» CnobGoau o1 MHTEPBEHITN]E APIKABE/3aKOHA
* (Cno6oau 0] COIMjaTHUX/MOPATHUX HOPMH
» (Cnoboau 07 MapKETUHTa/KOMEPIIHjaTHIX UCTPaKHBAha

Moh camonedunucama: o npopuircama 1 ,,pyJAapemna nogaTaka’ 10 KOHTpoJia Hal
YCTYILUbEHUM HH(pOpMaIIMjama: Koje Kpeupajy Ipyru...

[TPUBATHOCT — kiacuyaH KOHIIEOT

= [IPABHU U APYIUTBEHUW KOHLIEIIT
= [IPUBATHA COEPA WUJIN ITPUBATHU XXNBOT
= KOHIEIIT PAZBUJEH HA 3AITALY

= TEIIKO ITPEBOJNB HA JIPYTE JE3UKE (ycamsbe€HOCT, TaJHOBUTOCT, IPUBATHU
YKUBOT)

= [IpaBo na ce 6yne ocraBibeH Ha mupy (CAJL XIX B)

OBo npaBo ce pa3zpwiio y CjenumeHuM AMepudkuM Jlp>kaBama 1oj| yTuiiajem
TMOepanuCTUUKE JOKTPUHE O TOJI0XKA]y MOjeAMHIA Y ApYWTBY. Y apyroj mojaoBuHH 20. Bexa
OBO TPaBO je TPEPacyo y «IpaBa Ha JIUYHY ayTOHOMH]Y» U CACTOjaJIO C€ Y TapaHTOBABY
chepe muyHEe ayTOHOMH]E Y OKBUPY KOj€ OM CBaKH IMOjeIMHAL] UMAO0 MPABO J1a CAaMOCTAJIHO,
0e3 ymnrama JpkaBe NoMohy mpaBHUX nponuca ypehyje cBoje 0AHOCe ca APYTUM JbYIMMA.
Y CA]J] ce oBO mpaBo MITUTHIIO MyTEM TY>XOHU 3a IeTUKTe, KOje Mpu3Haje common law-a, kao
mTO Cy trespass (cMetame nmocesa) u defamation (JuiaBame yriaeaa).

JlenukTHE Ty)K0€ KojuMa ce ganac mtutu npuBatHocT y CA/] cy:

* Ty’k0a 3a intrusion (Ipoaupame y GU3NUKY MPUBATHOCT JIUIIA MPOBAJbUBAHEM y CTaH,
Tene(OHCKUM MPUCTYIIIKUBAKHEM, TAJHUM CHUMAHhEM);

» Ty)0a 3a public disclosure (06jaBJpbHBamk-€ MPUBATHUX MOJAaTaKa, HE3aBUCHO O TOTa
71a JI TO IITETH YaCTH | YTIICTY ),

= T1yx0a 3a false light (caonmraBamem jJaBHOCTH MOTPELIHE MPEACTABE O JUILY, OUIIO J1a
je neamaTopHa WM HE, MOIMYT MOBPEJIE MTpaBa HA UHTETPUTET Y HAIIEM IPaBy),
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= TyX0a 3a appropriation (kopuiitheme Tyhux IMuHuX 1006apa y KOMEpIjaaHe CBpXe,
HIp. Tyher umena, ciauke)

Kana cy y nutamy TUIHOCTH U3 jJaBHOT JKUBOTA, Y KOje ce yopajajy monuTudapu, eCTpaaHu U
(UIMCKHM YMETHHUIIN CIIOPTUCTH U CIIMYHO, cyJcka nmpakca y CAJl moma3u o1 mpeTnocTaBKe
Jla YBEK MOCTOJM BbUXOBa HaMepa Jia UM JIUK OyJie KOMEpIIHjaTHO UCKOpHIITheH, jep nMajy
CBOJUHCKO TIpaBo, Kako Ha o0jaBipuBame JuKa (right of publicity), Te yHoBYaBajy 3amuce
nuKa (aJau | ri1aca, mpaBo Ha KOpHUIINEHe lUXOBOT MMEHA, FJTH COTICTBEHUX MHTUMHUX
noJlaTaKa oJ CTpaHe JAPYTHUX).

[TpaBa muuHOoCcTH y Benukoj bputanuju, mrute ce myTeM TpaaullMOHAIHUX TY>KOH 32
3alITUTY T0jeIUHHX JIMYHUX N00pa, Ia X MPUMEbY]y U Ha CITy4dajeBe MOBPEe
npuBaTHOCTH. TuMe je yremesbeHa ofpeleHa cyicka rnpakca, anu Huje npuxsaheno right of
privacy kao y CAJl, momTo HeMa 3aKOHCKOT OCHOBA 3a 3allTUTY OMILTET [IpaBa JIUYHOCTH.

VY eHrieckoMm, ajau U y aMEpUUKOM MpaBy, KOPUCTE ce Tyk0e u3 common law-a, 3a cayuaj
MOBPE/IE YaCTH:

» libel (ko yBpeie MUCaHUM ITyTEM WJIH 32 YBPEIy MyTEM IITaMIIe WIH IPYTUX
MacMeuja, Koje ce cMaTpajy yBpeaaMma TpajHOT KapakTepa) u

= slander (3a yBpeay Koja HUje TpajHOT KapaKTepa, a U3BpIIEHA j€ KOHKIYISHTHO -
MHMHUKOM, TECTOM).

KoHTHHEHTaIHU paBHU KPYT CE pa3uKyje Of aHIJIOCAaKCOHCKOT, KOjH npeaBul)a 1eIuKTe,
Kao noceOHe 00IMKe MOoBpeie MpaBa npuBaTHOCTU. Y EBponu, mocToju Teopuja cdepa,
Hajpa3BujeHrja y Hemaukoj u llIBajiiapckoj, mo ko0joj je mpuBaTHOCT U3jesbeHa 1o chepama
KOj€ Cy CTeTICHOBaHE Kao TajHa - UHTUMHA, JJUYHA - TPUBATHA, BIACTUTa, cepa
MOBEPJPUBOCTH M MPUBATHO - JaBHA U 3ajeHUYKa cPepa. Y HeMaukoj JOKTpUHHU MPaBO Ha
MIPUBATHOCT je OWJIO BPJIO OPaHUUYEHO CBE JI0 JOHOIIeHa npecyae CaBe3Hor cyna
1954.ronuHe KOjoOM j€ MPU3HATO OIILITE JIMYHO PABO, & U3PUUYUTO U MTPABO CBAKOT YOBEKA HA

TajHy chepy.

Kacnuje je y npaBHOj Teopuju npuxBahena nojena Ha ciejaehe cepe npuBaTHOCTU: TajHY
(MHTUMHY ), TPUBATHY U NMPUBATHO-JaBHY.

VY nocneamoj chepu mojeruHall y JaBHOCTH YUeCTBYj€ Kao Hermo3HaTa oco0a 1 Mopa Ja
MIPUXBATH OKOJHOCT JIa CBAaKO MOXKE J1a UMa YBUJ Y JIE0 HETOBOT KMBOT KOJU C€ OJIUTpaBa Ha
jaBHOM MecTy. [Toceban mpoOiieM y Be3u ca TUM HacTaje IMUPEeHEM MoJaTaka MpUBaTHE
pHUpoJie MyTeM APYIITBEHUX Mpexa, 0e3 003upa Ha TO J1a JIH je Ped O TeKCTyaTHUM,
CJIMKOBHUM, ayJIMO WM BUAE0 HHPOpMaIjama.

[ToBpena TajHOCTH cMaTpasia ce MoBPeaOM JoOpUX 00n4aja, MpeMa HEMadKoj CyJICKOj
MIPAaKCH, aJii C€ CyJICKA 3alliTUTa MpaBy NPUBATHOCTHU MpykKajla caMo y Ccllyuyajy HacTaHKa
MMOBHHCKE IIIT€TE KOJy OM TUTYyJIap MpaBa MpeTpIieo OTKPUBABEM TajHE U MIOBPEIOM MpaBa
Ha JINYHO UME U Ha CBOjY CIIHKY.

V¥ naparpady 78. 3akoHa 0 ayTopckoMm npaBy Ayctpuje, u3 1936. rogune, nopen npasa
MPUBATHOCTH, IITUTH CE U TIPABO HA MH]JETET JUYHOCTH.
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Tako ce 3a0pamyje jaBHO HU3Jarame U UCKopulThaBamke HeUHje CIIMKe, ako OU ce Ha Taj
HA4YMH Bpehaau uHTepecHu MOPTPETUCAHOT JIMIIA, ATH U HEroBe OJInKe poi0MHE, HAKOH
HETOBE CMPTH, OCUM aKO IOCTOjH Hapeada Jia ce TO YUUHH.

[Ipema maparpady 77. UCTOT 3aKOHA, OBO BaXKH U 3a MHCMA, JTHEBHUKE U JIUYHE CITUCE.

[IBajiapcku rpahaHCKU 3aKOHHUK CaAPKU TeHEpaIHy KJIay3yiy O 3alITUTH JIMYHOCTH, 14 je
TaKo W MIPaBO HA MPUBATHH KUBOT 3aKOHOM 3amTuheHo. MelhyTuM 1 mipe ToHOIIeHha OBOT
3aKOHHKAa, CMaTpajo Ce€ Jia C€ MpaBo MPUBATHOCTH, IOMYT MPaBa Ha YacT U YIJIEd, MOKE
IITUTUTHA KA0 CAaMOCTATHO MPABO.

Y ®paHIycKoj ce onepuIle jeANHCTBEHUM T0jMOM MTPUBATHOT KUBOTA, CXBaheHUM yKe U ca
HaryackoMm Ha TajHocTu. [loueB ox 1970. rogune, mpaBo MpUBaTHOCTH Y DPaHITYCKO]j je
peryJmcaHo 3aKOHOM. BpeMeHOM ce pa3Buiia CyJIcKa Mpakca y Torjiely 3allTUTE JIMIHOCTH
01 00jaBJbUBamk-a TAJHUX OJAaTaKa, IMa TaAKO U OJ1 HEOBJIANEHOT 00jaB/bUBabha JUYHUX
CIIKCa U 3amuca, 300r moBpeje o0aBe3e uyBama TajHe, Kao U 3a0paHe 00jaBbruBamba
CIIyKOeHe TajHe.

VYxke oapeheHo mpaBo Ha MPUBATHOCT j€ aliCOJIYTHO CYOj€KTHBHO MPABO (PU3HUKOT JIMIIA J1a
MOY€ CaMOCTAJIHO Ja OJITy4H O yIo3HaBamwy Tpehux juiia ca 610 KojoM MaHU(eCTalljoM
cBoje ersucteHnuyje. M3 oBor npasa u3Bupy noceOHO JMYHA MpaBa Kao LITO CY:

" [IpaBO Ha MPUBATaH XKUBOT,
" [IpaBO HA JIHK,
" [IpaBo Ha IJIac,
" [IpaBO Ha CIKCE JUYHOT KapakTepa.
VY okBUpY NpaBa Ha MPUBATHU )KUBOT Tpeba pa3IuKOBaTH:

" HHTUMHY cdepy y KOjy UMasail ipaBa HUKOMe He JOIMyIITa MPUCTYT WX JOMyIITa
caMo HajOIVKUM JIMIMMA; TI0Ipa3yMeBa 00J1acT CKpUBEHUX MHTHUMHHUX T10/1aTaKa,
Koju he OUTH peTKo KOME OTKPUBEHH, Ia UX 0c00a AP>KU y CTPOr0j TaJHOCTH, jep
IbUXOBO OTKPUBaKkE€ MHTUMHO oceha HermoBoJLHUM 10 cede.

HepeTko cy y nuTamy JTU9HE TajHE, KOjMa CE IMITUTE U APYyTa JUIA, 3a KOja OHE Takohe
npeacTaBasbajy HHTUMY. UHTUMHM nofaiy Mory OuTu oapeleHe eBrjalyje y noHamamy
KOJHX j€ JIMIIE CBECHO, oJipel)eHe JIMYHE U MOPOJAUYHE TajHEe, HETIPUjaTHE YCIIOMEHE U CII.

* ppuBaTHY cdepy y Kojy UMajall mpasa JOMyIITa MPUCTYT ofpeheHoM KpyTy nuiia
(mopojuna, pohanu, pujaTesbu)

[IpuBatHa cdepa je HemTo no3Haruja chepa KUBOTA MOJEIMHIA, Y OKBUPY TOPOAUYHOT,
(hamunujapHor, OJHOCHO KpyTa IpHjaTesba HEKOT JIMIIA, IJIe Cy CBU YIIO3HATH ca HAUMHOM
’KMBOTa TUTYJIapa MpaBa, Kao U ca MOPOJAUYHUM U 3/[paBCTBEHUM MPoOIEeMUMa, TOCIOBHUM,
(UHAHCH]CKUM ycliecHMa U HEYCIIECHUMa, TTOJIUTUIKUM U BEPCKUM OTIPEIEIHEHEM,
’KUBOTHUM IUUTAHOBMMA, XOOUJUMa, aJIi ¥ COLUJATHUM U MHTUMHHUM pellalidjaMa ca ApyTrum
ocobama
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" MpPUBATHO-jaBHY c(epy y KOjy UMaaill mpasa JomyiiTa Behem 0pojy Jbyau aa ce
yIo3Hajy ca oapeheHnM acreKkTrMa HeroBOT JKUBOTA

[IpuBaTHO-jaBHA cepa je moJyIpuBaTHA M HajIIO3HATH]a c(hepa aKTUBHOCTH U CTamba,
OJTHOCHO >KMBOTa HEKOT JIMIIA, TJIe OHO Kao TUTYJIap MpaBa Ha CBOjy MPUBATHOCT, IOMYIITa
TpehuM JuIMa J1a ca3Hajy OHe BUJIOBE HETOBOT )KMBOTA KOJH CE€ OJIBHjajy Ha JABHOM MECTY,
Ha KOME ce U OHa Mory Hahu, Kao IITO je yJIHIIa, TapK, jaBHAa yCTaHOBA, aepOAPOM, OHMOCKOTI,
XOTeN U JAPYTO.

IIpuBatHOCT (privacy) — 1aTo Kpo3 JACIHUKTE KOjU YTpoKaBajy OBaj JOMEH — CBOIH CE HA
HEKOJIMKO BPCTa NOBpeAa:

" 3amupamke y NPUINKE Koje YMHe GU3NIKY MTOBYYECHOCT Jiniia (intrusion),
= 00jaBJpMBamE M0JIaTaKa MPUBATHOT KapakTepa (public disclosure),
" CTBapame NMOrpelIHe MpecTaBe o JuIly Y jaBHOCTH (putting in false light) u

* kopulhewe TyhUxX TUYHUX CBOjCTaBa(MMEHA, CJIMKE) Y KOMEPIIMjaTHe CBPXE
(appropriation)

IIpaBo 1a ce Oyae ocTaB/beH HA MUPY

* Meby ocranum TymMauewmUMa 03HauaBa mpaBo ocode Jja caMa nu3adbepe «u30J1aiujy ol
IPUCYCTBA JIPYTUX aKo TO JKEJIU U MpaBo Jia OyJie 3amrtuheHa o npahemwa y
MIPUBATHOM OKPYXEHY Kao IITO j& BIACTHTH JJOM.

INIPABO HA ITPUBATHOCT

" HHUje caMo «Jia Oy/1IeMO OCTaBJbEHH Ha MUPY», Beh moapa3zymMeBa U KOHTPOJIY HaJ
nH(popmanrjama o cedu, ajau u o0 Apyruma, 1ajeMo Ha YBU]| JaBHOCTH.

[Ton mpaBomM Ha NPUBATHM KMBOT TOJpa3yMeBa ce MPaBo JIUYHOCTH JAa ce Tpeha muia
HCKJbYYE OJ1 Ca3HaBamba YMH-CHHUIIA BE3aHUX 3a TUTYJapa oBor npasa. Pagu ce o
YUCHHUI[aMa KOj€ YOBEK KEJIU 3aJIpKaTh caMo 3a cebe, HHje caMo «J1a OyJeMO CTaBJbeHU Ha
MUpy», Beh nojpazymeBa U KOHTPOJy HaJ MH(popMaljamMa o ceOu, ajau v 0 Apyruma, Koje
71ajeMO Ha YBUJI JABHOCTH.

IIpuBatHa cepa npeacraBiba JOMEH MOPOIUYHOT U KYNHOT KUBOTA KOjH j€, TECOPETCKH,
c1000/aH o] yTHIlaja Biaje U JPyruX APYIITBEHUX UHCTUTYIIH]a. Y OBOM JIOMEHY,
OJICOBOPHOCT je IIpemMa ce0u U OCTaIuM WIaHOBUMA JOMahWHCTBa, a MOCA0 U pa3MeHa MOTY
ce OIBMjaTH yHyTap Kyhe Ha HAYMH KOjH je O/BOJEH 0]l eKOHOMHU]e Beher ApyIITBa.

OcHoBHa pa3znuka u3Mely npuBaTHe U jaBHe cepe ce oriesia y Tome Ja je jaBHa cdepa
MOJINTUYKA 00JIACT y KOjO] C€ BHIIIE JUIa (KOja c€ He MOpPajy MO3HABaTH —CTPAHIIN) cacTajy
Jla ce yKJbyue y cJI000HY pa3MeHy Hjeja u Ja Cy OTBOPEHH 3a CBe, a IIpuBaTHa cdepa je
Mama, 00MYHO 3aTBOpEHA rpymna (IOMyT MOPOUIIE) ¥ OHA j& OTBOPEHO CaMO OHUMA KOjU
MMajy I03BOJIY 32 YJIa3aK y Y.
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[IpaBo Ha MpUBATHU KUBOT U3 MTpakce EBporcKor cy/a 3a Jby/IcKa mpasa:
1. Wme u portorpaduja ogpehenor nuia
. OU3WYKY U ICUXUYKH UHTETPUTET oapeleHor numa
. CekcyallHa opHujeHTalHja

2

3

4. TlocnoBHa CIOCOOHOCT

5. Omnocu u3mMel)y Xxpanutesba U JeIle 0 Kojuma ce OpuHy
6

. OxHocH ca IpyruM JbyIuMa KOjH ce He 3aCHUBAjy Ha JOBOJbHO YBPCTHM Be3ama Jia ou
MOTIAIHA TOJ ,,TIOPOJIMYHU KUBOT'*

ITPABO HA ITPUBATHOCT HUJE AIICOJIYTHO ITPABO 1 MOPA BUTHU
YCKJIABEHO CA TIOTPEBAMA JIPYIITBA.

ITPABO JABHOCTMU JE IIPEYE O/ IIPABA ITOJEAMHIA HA ITPUBATHOCT!

[IpaBHHM, OTHOCHO JIPYIITBEHHM KOHIICTIT IPEMa KOME CBAKH I10j¢IMHAIl MOYXKE UMaTH
onpeheHe aKTMBHOCTH M Y3 BbHUX BE3aHE MpeaMeTe, MUIIIbCHC HIU ocehama, Koje MoXKe
,,3JIp)KaTH 3a cebe’. ..

3amtuheHo oj Apyrux MojenHana, OpraHnu3aiiyja, AeJI0Ba IpyIITBa WK JaBHOCTH. . .
JlebuHucame mmojMa ce OUTHO pa3iuKyje Mehy KyiaTypama...

N3paxkaBajyhu sxabeme 3a cBe Behom nponudepaliijom mojgataka, HayqHH PagHUII TBPJIE
na je mpuBatHocT de facto ykunyTa, Mana de iure joiil mocToju.

[Iponudepanrja TMIHUX MOAaTaKa MpodIeMaTHyIHa je 300T YH-EHUIIE Ja IIITO je Behu orcer
uH(popmanyja o rpahanuma n1ocTynan oapeheHMM MHCTaHIama, To je Behu cTeneH KOHTpoJIe
KOJy OHE UMa]y, IIITO MOKE UMAaTH TMPEKTHHU yTHIIa] Ha rpaljaHcke ciobo/e.

N y nponutocTH je OUio )Xy4HHX pacipasa OKO TOTa Ja Jid, Ha mpumep, hotorpadpucame
APYTUX JbYIU 0€3 BUXOBOI MPUCTaHKA MPECTaBJba aTaK Ha BUXOBY JINYHY IPUBATHOCT WJIU
He (JaBHE JIMYHOCTH, Manapario...).

NHOOPMATHUYKA TTPUBATHOCT

NudopmaTuuka npuBaTHOCT 00yxBaTa CKyn nojaraka (uHpopmaiiija) o IMIHOCTH,
HACTaJINX ynoTpeOOM JIMTUTAIHE TEXHOJIOTH]E, KOj€ /1]y TIeUaT ’eroBoj MHAUBUAYATHOCTH,
a Koje Cy MpaBHO 3amTUNeHe 0J] HEOBJIAMTNEHOT IPHUCTYIIAa U TIOBPEIEC O/ CTPAHE CBUX
JAPYTHX JUTIA.

IIpuBaTHOCT MHGOPMAaNHja je TIPABO MMOjeUHIIA Ja OAPEIU Kajla U y KOjO] MEepHU
nH(popmalje o lbeMy MOTY Jia ce MPey3My U JUCTPUOYHUpajy IpyTruma...
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VY BpeMmeHy Koje KapakTepuliie o0pajga OrpoMHE KOJIMYKMHE Hajpa3IMYUTHjUX 110/1aTaKa,
T3B. ,,ePH BEJMKHX NOJATAKA”, TUYHU NOJIall TPETUPA]y Ce Kao ,,HoBa Hara”.

Cgoje ,,0ecriaTHe” yciyre KoMnaHvje Hariahyjy KOpUCHUIIMMA TaKo IITO UM 3ay3BpaT
Tpaske CBE BUIIIE TUYHUX MOJaTaKa, jep, Kako Kaxke cTapa u3peka, ,,0ecriatan pydak He
oCTOju”.

NudopmaTuyka NnpuBaATHOCT HUje MPABO HA TAJHOCT, HUTU HA KOHTPO.1y, Beh nmpaBo Ha
oarosapajyhu nporok JU4YHHX MOJATAKA.

[IITa TO KOHKPETHO 3HAYN?

To 3Haum na ocob6a nmMa MOryhHOCT J1a, Y 3aBUCHOCTH OJ1 CUTYalllj€ U KOHTEKCTa, JTMYHO
npolieHy mTa he U ca KUM JIEJIUTH Y JUTUTATHOM OKPYKemY.

CBaka oco0a nma mpaBo /1a 3Ha:
" KakKo M y KOje CBpXE ce KOPHUCTE HEeHU MOJAIIH,
" KO UX YyBa U KOJIUKO JIyTO,
" KO CBE FbHMa PAaCIIOJIaxke,

" Kao ¥ Ja MOXKE Jia 3aTpaxxXu 6p1/1caH,e JIMYHUX ITOJaTaKa WJIN UCIIPABKy HCTAYHUX
ImoaarTtaka.

VY yxeM (TeXHUYKOM) CMUCITY, IO/ IOJMOM MPUBATHOCTH (privacy) oOMYHO MojapazyMeBaMo
Ha4YWH NPUKYTUbaka, YIIOTpeOe 1 3allITUTe JIMYHUX HHPOopMalrja Ha Mpexu. [Ipobiem
MPUBATHOCTH HUj€ HACTAO TEK ca mojaBoM KommjyTepa. Orpomue moryhnoctu IT-a ca
acneKkTa CKJIaJUIITeHha U MPey3uMama nojaTaka BUILIECTPYKO Cy Mojadaje noTpedy 3a
e(UKaCHOM 3aIITUTOM ITPUBATHOCTH.

3aoynorpeode:
1. JluruTaaHo HACHIbE
Hapymagame yrinena

Yxoheme

2

3

4. YiuewuBamwe
5. Kpahe ngenturera

6. HaBohemwe Ha npocTUTYLIH]y/TPrOBUHY JbyAUMA
7. CTBapame ApyTrux HEMPHjaTHOCTH. ..

Hma munubema, 9ak, 1a he, y rommHama Koje ¢y npeja HaMa, 3alTUTa TIPUBATHOCTH
MpeJICTaB/baTu TJIaBHU Mpo0ieM u 6anact y Mel)ycoOHUM OJTHOCHMA MOCIOBHUX KOMIIaHHUja
¥ TIOTpoIIaya.

VY Heke 071 HajaKTyeJIHU]X MOPAITHUX MPpobJieMa ca KOjuMa Ce€ CaBpEeMEHE KOMITaHH]e MOpajy
CYOUUTH CHaAajy:
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» [IpuBaTHOCT EJIEKTPOHCKE TOIITE;

»  CodTBepcke TUICHIIE;

* AyTopcka nmpaBa Haj copTBEpOM;

» [Ipuctym XapaBepy;

" BacHUIITBO HAJ] HHTEJICKTYyaTHOM CBOjJUHOM,;
* Jlpuctyn (dajnoBuma;

=  BaacHUIITBO Had rmoganuMa
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ETUYKU MOMEHAT U IT TEXHOJIOT'JA

Omnuaju mopau (ethics)

Ckyn HelmMcaHMX MpaBuiia TOHAIlIaka KOPUCHUKA KOje Tpeda MOIITOBATH MPUITMKOM
ynotpebe nHpOopMaIllmoHe TEXHOJIOTH]€, MOPaTHO JOOPO U BpJIUHA.

O®OKYC ETUYKE (HE)AOCJIEAHOCTU MOJEPHOI' CBETA
* [luTama Be3aHa 3a TPAHCXyMaHU3aM H YJIOTY BEIITAYKEe HHTEIUTCHITH]E
= Krnonupame
= MO

NUT TEXHOJIOT'UJE - TP MOIEJIA ITPEMA KOJUMA CE JOHOCE OJIYKE
(CTPATELLIKE OAJIYKE JOHETE UTHOPUCAKBEM PEAJIHOCTH):

* Omiyke (M3) HE3Haa — UTHOPUIITY CE€ CBE YMHLEHHUIIE KOJ€ CE€ OJIHOCE Ha MOJIUTHUKY,
npaBo, 6e30enHocT, U'T TexHoJIoTHj€ U EKOHOMHU]Y...

» [IpemocTporkaH IPUCTYII — 3aCHUBA]Y C€ HA HAJTOPEM CIICHAPH]Y

=  Amnanmsa PHU3HKA — IIOCTYIIAILC Yy CAlJIaCHOCTH Ca IIPCABUAUBUM JOKYMCHTOBAHUM Y
ImponcHamMma...

[Tpobnem Memama YMHEHUIA Ca YBEpEHUMA. ...

MopajHo noHamame ce OJJHOCH Ha U3BpIIaBakh-€ OUCKUBAHUX aKTUBHOCTH, KPO3
KaTeropuje CaBecTH, cI000/1e U CAMOCBECTH...

JlerasiHo noHamame 0OMYHO TOIpa3yMeBa U3BPIIIABAKE 3aXTEBAHUX aKTUBHOCTH y CKIIATy
ca IIpOIMCHUMa, HOPMAaTUBOM OPTaHU3AIM]€ U TEXHOJIOIIKUM YITyTCTBUMA...

YI'POXABAKE ITPUBATHOCTU HA UHTEPHETY

Moxe ce pazmaTpaT Kpo3 BpCTY:
1. Axmwmje — npecperame U OMeTamke MpujeMa Mo1aTaKka, WICTATHHA MPUCTYTL...
2. Tlounnwuoia — xakepu, cajoep KpUMUHAIIIH. ..

3. lwmpa — mojeauHITN, KOMIIaHU]€E, IPKaBa...

Komauuhu (cookies)

[nujyHcku nporpamu (Spyware)
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» Cnam - cname HexeJbeHuX (unsolicited) umejn mopyka

» Comumjanue mpexe (eHri. Social network) — mory 6uTH nckopuiheHe 3a IUupemne
MaJjiBepa uin kpahy moBepspuBHX HH(pOpMaIija

Hpymreene/Counjasine Mpexe (eHri. Social network) HaumHM MaHUTTyIalMje:
= Jlesundopmarmje, TaKHE BECTH
= (Campikaj KOjH je yCMepeH Ha €MOIIHje

*  QWITepCKU MEXYP

HeeTtuuke nojase:
* TposoBu — pacnuprBayr OECMUCICHUX paclpaBa paJu OJBIaUYCHa MaKbe
= JloMejHepH — TankapoIId HHTEPHET JOMEeHa ca TyhuMm OpeHa0BUMa

* BoroBu — yoehenu wim ninahenu nucuy onTy>kO01 WM XBaJIOCIIEBA Yy KOMEHTapUMaHa
MEIN]CKUM MOopTaiuMa

» XakepM — U3BPILIHOLM CajOEP/MHTEPHET KPUBUYHHUX J€JIa
* XejTepH — HEMOIITOBAKE AHTUANCKPUMUHALIMOHUX IPOIHCA

* CnamepH — HEOUITOBAaKE TPrOBAUYKUX U KOMYHHUKALIM]CKUX MPOIKCA CIAHhEM
MAaCOBHUX MOpPYyKa

* CnuH A0oKTOpH — 00jaBJbY]y ykacaBajyhe u HenpoBepeHe uHdopmalrje Koje
HapylllaBajy JOCTOJaHCTBO, JIMYHY 0€30€IHOCT, paay NOCTH3aka MOJUTUYKOT 1I1Jba,
npoduTa unu yruiaja

JAUT'NTAJTHO HACUJBE HA UHTEPHETY:
[IpencraBsba cBaku 00JIMK HACUJba KOj€ HAcTaje ynoTpeOOM AUTHUTATHUX TEXHOJOTH]a.

Moske ce ofBHjaTH Ha APYIITBEHUM MpekaMa, alTuKaijama 3a pa3MeHy nopyka, TejMUHT
maTdpopmama U MOOMITHUM TenedoHuMa. To je moHamame Koje ce MOHABIbA. ..

JUT'NTAJTHO HACUJBE HA UHTEPHETY OBYXBATA:
* V3HemupaBame, yxoheme 1 Bpehame
» HecaBectaH npucTyIl MITETHUM Cajip>Kajuma
» [Ilupeme HACHITHUX U YBPEIJBUBUX KOMEHTapa
» (CHHuMame HACWJIHHX CII€HA U ClIalkhe MpeTehunx mopyka
"  (MPOBAJbUBAKEY Y a/IPEce JICKTPOHCKE TOIITE
= (Ciame 3100HUX ¥ HEYTOAHUX cajpiKaja Ipyruma

» Kpeupame HHTEPHET CTPAHUIIE KOja CaAPKU pHUYe, CIUKE, CHUMKE...
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" JI&XHO NpeJICTaBJbamke, Kopulllheme Tyher uaeHTUTeTa, Kperpame npoduia Ha
JIPYIITBEHUM Mpekama Ha Tyhe ume;

" HEI03BOJHEHO CaomMITaBame Tyhux npuBaTHUX HHPOpMaIja, 00jaBJbUBAE JTAXKHUX
ONTY»XOM WY TJIACHHA O IPYT0j 0cO0M Ha mpoduiaIuMa APYIITBEHUX MPEXKa,
0J10roBHMa

" [poMeHa WM Kpaha JTO3MHKY;
" Clame BUPYCa;

" HCMEBamke y OHJIAjJH NPUYAOHHIIAMa M Ha MHTEPHET (OpyMUMa, HEITPUMEPEHO
KOMEHTapucame TyhHx civka, mopyka Ha npoduinma, 0J0ToBUMa;

" WrHOpHCAE, UCKJbYUMBaE (HIIP. U3 TPyIla HAa COLIMjaTHUM Mpekama), MOICTUIIAbe
MpXKH€ (110 Pa3IMYUTUM OCHOBaMa) U JIp.

" [0CTaBJbaKE€ y3HEMHUPYjyhux, yBpeA/bUBUX WIH NpeTehux Mopyka, CIMKa Wiu BUIEO-
CHUMaka Ha Tyhe npoduie uimu cname Tux Mmareprjana CMCoM, HHCTaHT NOpyKaMma,
MME]JJIOM, OCTaBJbAE HA YETY;

) )
" CHUMamwe U JUCTpUOYyIMja CIMKa, MOPYyKa U MaTepujalia CEKCyaHOT cajpiKkaja

YK/BYYYJE BUO KAKAB OBJIUK KOJU UMA 3A IINJb IOBPEBUBAIBE,
Y3HEMHWPABAIBE, HAHOIIEILE CPAMOTE WJIN LITETE...

CYBERBULLING — 310HaMepHH KOMEHTapH Ha cTaTyce U (oTorpaduje, IoCTaBbambe
TyhUX clMKa y rpyraMa HaMeHhEeHUM HCMEjaBamy, MPaBJbemhe JTAKHUX Tpoduiia paau
3aIUPKMBamka, BEpOATHU HaIay Ha YEeTy... BE3yje CE 3a MaJIOJICTHUKE

CYBERSTALKING — oprann3oBaHo HacUJb€ MPEKO TEXHOJIOTH]E, Ca IIUJbEM YHUIIITABakba
Kapujepe, yriena, OCJIOBHOT MOAYyXBaTa U o/iBUja ce Mel)y 3anociennma

CEKCYAJIHO 3JIOCTABJ/BAILE ITPEKO UHTEPHETA — ciiame HenpuMepeHux
nopyka, pororpaduja, CHUMaka 1 OCTaJIMX MEUJCKUX Capkaja ca LIUJbEM Y3HEMHUpPABabha
WJIM HACTaBJbamha Ca KOMYHUKAIIM]OM... )KPTBE Cy Hajuenne MaioJeTHUIU

TPIT'OBUHA JbYIUMA — yriiaBHOM C€ OJIBUja IPEKO APYIITBEHUX MpPexa

TunoBu HacwIHMKA HA MHTEepHeTY (1):
TROL — nanana nuua Ha MHTEPHETY KOja U3HOCE CBOja MUILIJBEHHA;
REGRUTER — mamu »xpTBe 1 prcUibaBa X Ha MPOCTUTYIIM]Y WU TPrOBUHY JbyIUMa

BPIIIBbAYKHN CAJBEP CHUJIEIINJA — masbe 3JI0HaMEpHE MOPYKE pagu MOHWKABaHa
WJIM HAHOUIEHA CPAMOTE

CAJBEP IIPOI'OHUTEJb — npukyruba nadopmanuje o ;xpTBama, paau yueHe u
3acTpalIuBama
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IMOPHO OCBETHMK — HacTtaBak Hacusba U3 MAPTHEPCKUX OJTHOCA, PEKO MOCTABIbAA
npuBaTHUX GoTorpaduja wiv CHUMaKa CeKCyalHe IpUpoie

TunoBu HACWJIHUKA HA MHTEPHeETY (2):

MHNPOTI'OHUTEJb U3A ®OTO AITAPATA — ¢otorpaduiie xpTBe 6€3 NpUCTaHKA U
oCTaBJba BUX0BE (hoTorpaduje Ha UHTEPHETY

3JIOHAMEPHMU ITPONNATAHAMUCTA — xopuCTH MpoNaraijly ¥ TEXHOJOTH]Y paau
MIPOMOBHCAakA APYIITBEHO CIIOPHUX BPEIHOCTH U ITUJbEBA

HNHTEPHET ITEJO®UNJI — KOHTaKTUpa MaJOJIETHE )KPTBE MPEKO UHTEPHETA PaIH
CEeKCYAJIHMX OJHOCA

JOKCEP — npukymnba, a MOTOM U 00jaBJbyje MPUBATHE MOJIATKE KAKO OM jaBHO OCPAMOTHO
KPTBY

XAKEP — HeopnanheHO/HE3aKOHUTO MPUKYTIJbakbe HHGOPMalKja U MolaTaka

MAHHUITYJIATOP CA CAJTOBA 3A YIIO3HABAIBE — ycrioctaBiba KOHTPOJIY HaJl
KPTBOM U JJOBOJIM j€ Y OMACHE CUTYaIHje

CouujagHu uHKemepuHr (eHri. Social engineering) — METO/1 MICUXOJIOIIKE MAHUITYJIAIIH]e
KOj€ Hama/iady KOpUCTH Kako Ou JA01Ia0 10 NOBEPJbUBUX UH(OpMaIIHja U HABEO XKPTBE Ja
u3Bple oapeheme pagmwe. Hajuemrhe cy Te paame oTBapame 3I0HaMEPHE BEO CTpaHULE WM
MOKPETakhe HEXKEJHEHOT NMPUIIOTa JaTOTEKE.

N3Boam ce 0OMYHO Y YETHUPH KOpaKa:
* HcrpaxuBame
* CTuuame noBepema
» HckopumrhaBame oHOCA 3a J00Hjamke HHPopMaruje

» Kopumhewe npukynpeHux nHpopmaiimja 3a 3710ynoTpedy

[TPUCBAJAILE TY'BEI' UMEHA WUJIM UJEHTUTETA

HEOBJIAIITREHO KOPUIITREHE UMEHA WJIN UJIEHTUTETA JIPYTOT JIUIIA ...
(BE3 OJIOBPEIbA TOTI JIMLIA!)

Kpaha unenturera Ha UHTepHETY - BpcTa IpeBape KOjoM ce 0J1 KOPUCHUKA padyyHapa
MyTeM JakKHE OPYKE e-MOIITe WK BeO-cajTa ca3Ha]y JIMYHU U (PUHAHCH)CKU TOJIAIH.

KpumuHan KojuM 3104MHIIM UMUTHPA]Y ApYyTe Jbyae, 0OMYHO 3a (PMHAHCH]CKY 100UT. Y
JaHAIIHEM JAPYIITBY, YECTO CE€ OJ] TIOjeMHAIA TPAKHU Ja OTKPH]Y J0CTa JIUIHUX
nH(opmaiimja o cedbu, Kao MTO Cy OPOJEBU COIMJATHOT OCUTYpamkba, MOTIUC, UME, aJpecy,
tenedoHCcke OpojeBe, rMa yak U nHpopmaImje o 0aHKaApCKUM U KPEIUTHUM KapTHIaMa.
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Moske na uae najbe o]l HoBUaHUX nocieauia. Jlonosu Mory na kopucte Tyhe uabopmarmje
7a 100Mjy BO3a4Ky JI03BOJTy WJIM HEKH JIPYTH JOKYMEHT Ha Kome he outh

muxoBa gororpaduja, anu tyhe ume u uapopmanuje. Ca TMUM TOKYMEHTHMA JIOTIOBU OU
MOTJIH Jia I0OHjy TI0cao, MOJHECY 3aXTEB 3a IyTHE UCIIPaBe, WM Yak Jja YIUHE Ja ce U Tyhe
MMe Y TIOIIITAHCKA afipeca Hal)y y MOJIUITHjU U APYTUM OpPTaHUMa aKo j€ JIOTIOB YKJbYUYEH Y
ApyTre KpUMUHATHE aKTUBHOCTH.

Kpaha ngenturera Ha UHTEpHETY Cce pa3nuKyje o1 oonuHe Kpahe uaeHTuTeTa Ha HEKOJIUKO
Ha4MHa.

OO6uuna kpaha uaeHTUTETA CE JeNIaBa HAKOH IITO j€ HEKOME HEITO (PU3NYKK YKPaJCHO Kao
Ha IpUMep HOBYAHUK Ca KPEJUTHUM KapTUIlaMa U BO3a4KOM JI03BOJIOM MJIM HEHCIIeNaH
M3BOJI KpEIUTHE KapTULE U3 KaHTe 3a cmehe. JIornoB Ou oBe yKpajieHe CTBapu KOPUCTHO Aa
HaIpaBy JIAKHE KYIIOBUHE Y HEUMj€ UME WM HEIITO T€ PUPOJIE.

Kpaha unenturera Ha MHTEpHETY MOXE OUTH MHOTO TOpa U MOK€ OMTH MHOTO pa3opHHja
HEro KOHBEHIIMOHAIHE Kpale ueHTuTeTa, jep je BehnHa xpraBa kpahe uaeHTuTeTa
j€ MOTITYHO HECBECHA JIa j€ HEIITO YKPAJIEHO OJ] BhUX JIOK HE OyJie TPeKacHO.

HNEPEHTUHI (enrnecke peyu AEIUTH U POTUTEIHCTBO)

[Tonpa3zymeBa pa3nu4yuTe HAYMHE 10 KOJUMa POJIUTEIHH JIeJIie Ha HMHTEPHETY JeTalbe
MIPUBATHOT KUBOTA HUXOBE Jielie (IpecBiIauehe, Kyname, Ha 6a3zeHy, Ha Mopy...). Ha Taj
HAaYUH POAUTEIHU OOJIUKY]Y IUTUTAIHHU HJIEHTUTET CBOj€ MAJIOJIETHE JICLIE MPE HEro IITO OHO
MOCTaHE CaMOCTAITHU KOPUCHUK MHTEepHETa. MOXKe 03HAYUTH Kao TeHJIEHIIM]a POIUTeIba J1a
JIpYIITBEHE MpEXe U IPpyre HHTEpHET maaTdopme ,,3aTpraBajy’”’ gororpadujama, CHUMITUMA
Wiy TMYHUM uHopMainjama o cornctBeHoj aeuu. Ckopo 1.500 pororpaduja cror
MaJuIIaHa MpocevYaH POAUTEsb 00jaBU Ha MPEXH JI0 JETETOBOT METOT pol)eH1aHa, oKasyje
HCTpaXXMBame Koj€ je crpoBena ,,Poaurespcka 30Ha”.

AJleKBaTHA elyKalija poAuTe/ba — OJITOBOP KAKO YCIIOCTABUTH OallaHC n3Melyy aeunjux
npaBa U poAOHHE KOja KUBH 1aJIEKO, OJTHOCHO KOJIMKO j€ MH(popMaIja IpeBulle
uHdopmarmja’?

[IpuBatHOCT ce nmpocTo AeduHHUILIE Kao c1000/1a 01 HeoBIaIheHor yajaa, y3HeMupaBama u
MoryhHOCT 5a ce moceOHO JIMYHE CTBapH 3aJipke 3a cede. Y Teopuju cy neduHucane 4
HIMPOKE KaTeropuje oOM4ajHoOT MpaBa Koje Cy Y OCHOBH JIEKMKaTa HapyIllaBama
MIPUBATHOCTH.

1. VYnagy Heunjy ocamy,
2. OTKpuBame NPUBATHUX MTO/IATAKA,
3. O6jaBspuBame nHpoOpMalMja KOje HEONPABIAHO MPEACTABIbA]Y Y JAXKHOM CBETIIY, U

4. TlpucBajame Tyher uneHTuTeTa ik UMeHa.
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VYIIAJL Y HEUNTY OCAMY:

[Togpa3zymeBa BpeHOCT MMOCE0BAa COTICTBEHOT IPUBATHOT MPOCTOPA M OTPAIY O OHUX
Koju OW >kenenu Aa ra Hapyue. [IpuciynkuBame 1 yxoleme cy aBa mpumepa Koju ce
cMaTpajy ynajaoM y MpUBaTHOCT.

OTKPUBAIGE [TIPUBATHUX ITOJATAKA

[Tonpa3ymeBa na 00ajBJbUBamE OApE)CHUX YNEHLEHUIIA MOKE HAHETH IITETY I10jeAUHITY
(3apaBCTBEHU CTaTyC, (UHAHCH]CKO CTamke, INYHE TIPETHCKE...)

OBJABJBMBAILE NTHOOPMAIIMJA KOJE CE HEOIIPABJIAHO ITIPEJICTABJBAJY ¥V
JIA’)KHOM CBETJIY

Cnu4HO KJIEBETH, alli MOKe OUTHU 3HATHO CYNTUIIHU]E (03HAYaBa OrOBapame, OMAJI0KABAE,
Bpehame yacTu UM JaBame u3jaBe y KojuMa ce TBpJe HEMCTUHE pajiy CTBapama HEraTUBHE
CJIMKE O TOjEeIUHITY, KOMIIaHUjH, MOCIOBakY, POU3BOLY, TPYIH, HAPOY WU APIKABHU).

YI'POXXABAIBGE ITPUBATHOCTU PAJIM KOMEPLMJAJIHOI' UCTPAXUBAIHA
TPXUILTA?

YI'POXABAE ITPUBATHOCTU PAIN JOBUJABA EKCIIY3MBHUX BECTU?
KPEUPAILE JABHOI' MILEBA?
NE3MHOOPMAIMIE 1 JIA’KHE BECTU?

JNEJIOBABE OPTAHU30BAHOI' KPUMMWHAJIA — nurutanHa nupaTepHja, yieHe,
HaBohewe Ha MPOCTUTYLIH]Y, TPTOBUHA JbyAUMA...

HOBUHAPCKE JUJIEME:
» Jla nu jaBHE TUYHOCTH MMajy TIPABO HA MPUBATHOCT?

» Jla 1 je HEeONXOAHO U3BEIITABATH O 3apa3HUM OOJECTUMA U CaMOYOUCTBUMA JABHUX
JUYHOCTH?

» Jla nu Aena jaBHUX JIMYHOCTH UMa]jy MPaBO Ha MPUBATHOCT?

» Jla nu ce mojam NPUBATHOCTU OJIHOCU U Ha MpHUBATHE (MHTUMHE) TPEHYTKE U Ha
JaBHUM MecTHMa?

OIILITA YPEABA O BAIUTUTHU ITOAATAKA O JINMYHOCTU — GDPR

Hogsu I'enepanuu npomnuc o 3amrutu nogataka Esporncke yanje (EU General Data
Protection Regulation - GDPR) na3pan Omiira ypeada o 3alITHTH oj1aTaka je Ypenoa
(EY)2016/679 EBponckor napiamenta u Casera ox 27. anpuia 2016. o 3amtuTu
MojeAMHaIa y Be3u ¢ 00paioM JIMYHUX T0/IaTaka | O CII000IHOM KpeTamy TaKBUX T0/1aTaKa,
Te cTaBJbamy U3BaH cHare Jupextuse 95/46/ELl, kojom ce peryiuiie 3aTiuTa nojaTaka u
MPUBATHOCT JIMIIa yHYTap EBporicke yHHje, a JOHOCH U TIPOIKCE BE3aHE 3a N3HOIICHE
nojaraka y Tpehe 3emibe.
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I'maBuu nusseBu I'I11P-a cy Bpatutu rpahanuma Haa30p HaJl BbUXOBUM JIMYHUM TOJIallMa U
M10jeTHOCTABUTH PETYJIATOPHO OKPY’KEH-E 3a Mel)yHapoaHe KOMIIaHH]€ YjeqHAYaBamheM
nporrca y 1enoj YHuju.

OBa Ypenba MmHoro Behu akiieHaT CTaBJba HA 3aITUTY MOCEOHUX KaTeropuja TMIHUX
nojaraka:

= PacHa npunagHocT

* HanuonanHa nmpumaaHocT
» Penurujcka mpunagHoCcT

* UYnaHCTBO y CMHAMKATHMa
» (CekcyasHa OpHjCHTAIIH]a

Nudopmanuje o 3apaBsby (JIMUHU MOJANM KOJU €€ OAHOCE HA (DU3UYKO U MEHTAITHO
3/1paBJbe MOjEMHIIA, YKIBbYUYJYhU U TIpyKambe 3paBCTBEHUX YCIyTa)

Buomerpujcku nogaum (JIMYHU Nojauy JOOW]EHH MOCEOHOM TEXHUYKOM 00paZioM, y BE3U
ca pu3nukuM, GU3MOJIONIKUM WM KapaKTepUCTHKaMa MoHaIlama ocode Koju omoryhyjy
WJIM TIOTBPl)Y]y JEIMHCTBEHY UACHTU(PUKALIN]Y T€ 0COOE, HIIP. CIIMKE JIUIIA UJIA OTHCIH

MPCTH]Y)

I'eneTcku mogaum (JTUYHY MOJAIM KOJU C€ OJTHOCE Ha HaclieheHe WK CTeYeHE TeHETCKe
KapaKkTEepUCTUKE 0cO0€ KOjH ajy jeAMHCTBeHE uH(popMalrje 0 GU3N0IOTUJH WU 3APaABIbY
oco0e a 100MjeHH Cy aHaJTU30M HEHOT OHOJIOIIKOT Y30PKa)

I[TPUBATHOCT Y CPBUJU

[IpaBo Ha MPUBATHOCT, Ka0 CAMOCTAJIHO H J€THO O]l OCHOBHHX JbYJICKUX TpaBa, HHje
M3pUYUTO 3ajeMueHo YcTaBoM Penybnuke CpoOuje.

MelyTuMm, UMITTIEMEHTAIIM]OM TIOMEHYTUX MelyHapOIHUX aKaTa, oJpea0de Koje ce THIY
MOIITOBAMA MpaBa Ha MPUBATHOCT IMOCTAJIE CY CACTAaBHHU JICO HAIIET TIO3UTUBHOT IMpaBa, a
CBOj u3pa3 Haiwle cy u'y YcraBy Penyonuke Cpouje Koju, Kpo3 HEKOJIHUKO YJIaHOBa,
rapanTtyje mpaBo Ha MPUBATHOCT TI0jeIMHAIIA TAKO IITO JeMYH:

" HENOBPEIMBOCT CTAHA,
" [IpaBO Ha TAJHOCT MKCama M IPYTUX Cpe/CTaBa KOMyHULIUPaka U
" 3AIITUTY MOJATaKa O JUYHOCTH.

Benenujancka komucuja (EBporicka koMmucuja 3a IeMOKpaTHjy TpaBa) moj; okpusbem CaBeta
EBporne, pazmarpajyhu Ycras PenyOnuke CpOuje je ncrakiia Kako HoOMeHyTe ojipeade
VYcTraBa Koje MOKpPUBajy pa3IUvHTe ACTIEKTE MpaBa Ha MPUBATHOCT, HAKO TTOCEOHO U Y CKIIATy
ca CaBpeMEHUM TeHJIEHIIMjaMa POKJIaMyjy U MpaBo Ha 3alUTUTY MoJlaTaka, UIaK HemMajy
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M3PUYUTO U OMIITE JEMCTBO 3a MOUITOBAaHKE MPUBATHOT M MOPOIUYHOT KUBOTA KAKO j€
rapaHToBaHO WiaHOM 8. EBporicke KOHBEHIIH]E O JbYACKUM MTpaBrUMa.

CTOT'A JE 3AK/bYYAK BEHEIIUJAHCKE KOMHUCHJE 1A YJIAH 8. EKJBII
HHMUJE Y IIOTITYHOCTU UMIIVIEMEHTHUPAH YCTABOM
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Jbyacka npaBa u c1060/e 3ajamueHa Y craBom Pemy6iauke Cpowuje:

Unan 23. — JlocTojancTBO 1 ¢11000gaH pa3BOj JIMYHOCTH

Unan 40. - IIpaBo Ha HEMOBPEAUBOCT CTaHA

Unanowm 41. - [IpaBo Ha TajHOCT MHUcaMa U IPYTUX CPEACTaBa OMILITEHA

Ynan 42 — 3amTuTa 1mojgaraka o JHYHOCTH

Unan 43. - Cnoboaa MHCIIH, CABECTH U BEPOUCIIOBECTH

Uinan 46. — Cno0ojia MUIIJbEHA U U3PAKABAHHA

Uinan 48. — [loactuiame yBaXkaBama pasinka

[IpaBHa 3amtura npuBatHocTH y CpOuju:

1.

4.

3AKOH O 3ALITUTHUKY I'PABAHA u Tyx6a YcTaBHOM Cy/ly — YCTaBHO IIpaBHA
3alITUTa

KPUBNYHU 3AKOHHUK — kpuBruYHO npaBHa 3a1lITUTA

3aKoH 0 OOJUTAIIMOHUM OJHOCHMA U 3aKOH O 3aIITUTH MOJaTaKa O JUYHOCTH —
rpah)aHCcko TpaBHA 3aIlITUTa

3aKO0H 0 3alITUTU ImogaTaka O JMYHOCTHU — YIIPAaBHO IIpaBHA 3allITUTA

3AKOH O 3AIITUTHUKY I'PABAHA

3amTuTHUK rpahaHa, Kao He3aBUCHM JIP’KaBHU OpraH, C€ CTapa O 3allTUTH U yHarpehemy
JbYJICKUX ¥ MaMHCKHX TIpaBa u cjio0o/a.

[Ton mojMomM rpahanuH - moapazymMeBa ce He caMo (U3UYKO JUIE Koje je joMahu
Jp>KaBJjbaHUH, Beh U CTpaHU ApKaBJbAHUH U JUIE 0€3 APKABJHAHCTBA, KA0 U CBAKO JioMahe
WJIM CTPAHO MPABHO JIMIIE O YMjUM IIpaBUMa U o0aBe3aMa OJTydyjy OpraHH yIpase.

3amTuTHUK rpahana:

" je oByamiheH 1a KOHTPOJIUIIE 3aKOHUTOCT M MPABWIIHOCT pajia opraHa yrpase, pajau

yTBphUBama /1a ¥ je ’UXOBUM aKTUMa, paJbamMa I HeUNHEHEM JIOIIIO JI0
Kpliema npasa rpalana 3ajemyeHux Y craBoM, noTBpheHumM MelyHapoaHum
yroBOpHMa, omnuTenpuxBaheHuM npaBuiumMa Mel)yHapoIHOT mpaBa, 3aKOHHMA,
IPYrUM IponucruMa 1 oniutuM aktuma Penyonuke CpoOuje.

HUje oBiamtheH ga koHTponwuiie paa Hapoane ckymmtune, nmpencennuka Pemyonuke,
Bnane, YcraBHor cyna, CyioBa M jaBHUX Ty KUJallITaBa.

MO>K€ MPEeAy3UMaTH U MPOLECHE U APYTe PaJhe Y MOCTYNIUMA NP IPKABHUM U
JIpYrUM OpraHuMa M OpraHu3alijaMa, Kajia je 3a To oBiaiheH NoceOHUM MPOoNHUCcHMa.
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HPUTYXKBY:

* 3amTUTHUKY IpaljaHa Moke Jja TOJIHECE CBAKO (PM3UYKO WIIM MPABHO JHIle, Jomahe
WM CTPAHO, KOje cMaTpa Jia My j€ aKTOM, PaJlbOM HIIM HEUUbECHEM OpraHa yIpase
noBpeheHo JbYICKO WM MambUHCKO IIPAaBo U c1000/a.

" y uMe (U3NYKOT JIUIA, Y3 BETOBY CAarJIaCHOCT, MOXKE IIOJTHETH YIPYKEHE Koje ce
0aBM 3aIITUTOM JbYACKUX IIpaBa.

= 300r IMOBPCAC IIpaBa ACTCTAa MOT'Y IIOJHCTH EbETOB POJAUTCIb UJIH CTApPATCIb, KA0 U
YIAPYKCIHLC KOje ce 0aBH 3aIITUTOM ImpaBa ACTCTA, Y3 CarJIaCHOCT pOAUTCIbAd NN
CTaparciba A€TCTa UJIN Y3 CarjlaCHOCT ACTCTa CTapI/IjCF oo ACCCT roaruHaA.

KPUBUYHO-ITPABHA 3AIITUTA IIPUBATHOCTHU ¥ CPBUIN

= [IPOI'ABBAIBE — ui. 138a K3

= HAPVYIIABAIGE HEITIOBPE/MBOCTU CTAHA —un. 139 K3

= HEOBJIAII'REHO ITPUCIYIIKVBAILE U CHUMAIGE — un. 143 K3
= HEOBJIAII'REHO ®OTOI'PA®UCAIBE — ui. 144 K3

* HeosnamheHo 00jaBibHBamkEe U IPUKa3UBamke Tyher cnuca, mopTpera 1 CHUIMKA — YJI.
145 K3

* HeosnamheHo npukymbame JIMYHUX nojgaTaka — wi. 146 K3
= VBpena—uin. 170 K3

* H3Homeme TMYHUX U MOPOANYHUX Npuiimka — ui. 172 K3

= [loBpena yrnena —ui. 173 K3

» [IpukasuBame, NprubaBbamke U MOCEI0BakE MOPHOrpadCKOr MaTepujaia u
ucKopuiithaBame MaJoJIETHOT Jinia 3a nmopHorpadujy — ui. 185 K3

» HckopumhaBame pauyHapcKe MpEXKe WIM KOMyHHUKAIHM]€ APYyTUM TEXHHYKAM
CpeACTBHMA 32 M3BPIICHE¢ KPUBUYHHUX JIeJIa IIPOTUB MOJHE CI000e mpeMa
MasoJeTHOM Jmiy — wi. 1856 K3

= [IpeBapa —ui. 208 K3
* W3nyna—un. 214 K3
" VYuoena—un. 215 K3
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['PABAHCKO-IIPABHA 3AIITUTA Y CPbUIA

HEMATEPUJAJIHA LITETA — 3akoH 0 00AraniiOHUM O JHOCUMA

OBJABJBMBAIE ITPECYJIE NJIN UCTIPABKE -V cnydajy noBpeie rpaBa JM4HOCTH
CyJl MOXK€ HapeIuTH, Ha TPOILIAK ITETHUKA, 00jaB/bUBALE MPECy/Ie, OAHOCHO UCIIPaBKe, MK
HapeIUuTH Ja ITETHUK TIOBYYE U3]aBy KOJOM j€ MOBpeAa YUUMEHA, HIIA ITO JPYTO YUME Ce
MO’K€ OCTBApUTH CBpXa Koja ce nmoctmwxke HakHaaoMm. — YJI. 199 300

HOBYAHA HAKHAJIA — ui1. 200 300

(1) 3a mpeTprubeHe (huzmuKe 00JIOBE, 3a MPETPIJbEHE TyIIeBHE 00JI0BE 300T YyMambCHha
’KUBOTHE aKTUBHOCTH, HAPYKEHOCTH, IOBPEJIC yTrie/ia, 9acTH, cio00/1e Win mpaBa
JUYHOCTH, CMPTH OJIMCKOT JIMIA Kao U 3a cTpax cyx he, ako Hal)e 1a OKOJHOCTH
Cily4aja, a HapO4MTO jaurHa 00JI0Ba U CTpaxa M BbUXOBO TPajarbe TO ONPaB/IaBa,
JTOCYIUTH TIPaBUYHY HOBYAHY HAaKHAIy, HE3aBHCHO OJ1 HAKHAJC MaTepHjaTHE IITETES
Kao M Y FbeHOM OJICYCTBY.

(2) [Tpmmkom omTydnBama 0 3aXTEBY 32 HAKHAy HEMaTepHjaTHe IITETe, KA0 U O BUCUHU
HBEHE HaKHaJe, CyJ1 he BOAUTH padyHa O 3Hauajy noBpeheHor 1oopa u uusby KoMe
CJIy’KM Ta HaKHaJa, ajli U 0 TOME Jla C€ ’bOME HE MOToJIyje TeXmbama KOje HUCY
CIIOJUBE Ca lb€HOM MPUPOJIOM U APYIITBEHOM CBPXOM.

3AKOH O 3AIITUTHU TTOAATAKA O JIMYHOCTHU

Ocum mipen [ToBepeHukoM, JHIa MOTY Jia OCTBape CBOj€ MPaBO Ha 3alITUTY MOJaTaKa o
JUYHOCTH TTOTHOIICHEM TYKO€ 3a 3aIITUTY TIpaBa MECHO HAJIJIS)KHOM BHIIIEM CYAy Ha
teputopuju Pemyomuke Cpouje carnacuo unany 84. 3311JI-a, kao 1 mogHOIIEHEM Ty)KO0€ 3a
HaKHaJy IITETE CarjlaCHO WiaHy 86. UCTOT 3aKOHa.

JIure Ha Koje ce oJHOCe MmoaIy Koju ce oopal)yjy uMma nmpaBo Ha 3alITUTY Npej] MTapHUYHUM
CYZIOM aKO cMaTpa Jia Cy My paiiboM 00paje moBpeheHa mpapa mpomnvcaHa 3aKOHOM.
[Toctynak 3amTute nmokpehe ce mogHOIIEHEM TyX0€ IPOTHB PyKOBAOIIA, OTHOCHO
oOpahuBayda 1 TO BUIIIEM CY/ly Ha YM]jOj TEPUTOPH]U TYKEHU UMa TpeOUBAIUIITE, OOpaBHUIIITE
unu cequinte. Tyx0a ce MOXKe MOJHETH U CYyAy Ha YMjO] TEPUTOPHU]U TyKUjal uMa
MpeOUBAHINTE UM OOPABUIITE, OCUM aKO CE Ty»0a IMOJHOCH MPOTUB OpraHa BIACTH.
PeBu3uja mpaBHOCHAXKHE OJITyKE JOHETE M0 MapHUYHO] TYKOHU j€ YBEK JOMYIITEeHA.

3aKoH MPOIUCY]je Caap>KUHY Ty>KOEHUX 3aXTeBa KOjU ce MOTy UcTahu y MOCTYIKY Mpea
cynoM. OB 3aXTEBU C€ TAaKO OJIHOCE Ha JaBam€ MPONUCAHUX MH(pOpMaIlUja, UCIIPABKY,
JOIyHY, OTHOCHO Opucame Mmojaraka, orpaHI4aBame 00paje, JaBambe U MPCHOIICHE
noJlaTaka y CTpYKTYpPHCAaHOM OOJIMKY U Ipekua oOpaae. AKo ce paau o O[IyLH Koja je
JIOHETa Ha OCHOBY ayTOMAaTH30BaHe 00pajie moaaTaka, OJHOCHO NMpoduincamy, Ty>KOOM ce
MO’KE 3aXTeBaTH M caMO yTBphHBame 11a je OO0 0 MOBPEe 3aKOHCKUX ofpeada.

Takobhe, Ty>kO0M ce MOXe 3aXTEeBaTH U HaKHaJa MaTepHjaliHe U HeMaTepHjaIHe MTeTe Koja
je IPOy3pOKOBaHa MOBPEIOM 3aKOHa.

ITpod.np I'opan Maruh 56 beorpan — 2024. ronune



[To mpaBuiTy, OATOBOPHOCT 3a IITETY JISKHU Ha pykoBaoily. OOpahuBau oxrosapa 3a mrery
camo y ciy4ajy KaJ ce YTBPAH Jia HHje MOCTYIA0 y CKJIaly ca 3aKOHCKHM oOaBe3ama Koje ce
OJTHOCE CaMO Ha Hhera WJIU J1a HHje TOCTYIao y CKIIay ca yIyTCTBHUMa pykoBaolia. Jluie Ha
KOj€ ce OJJHOCE MO/Ialy Koju ce 00pal)yjy uma nmpaBo J1a OBJIacTH NPEACTaBHUKA YIPYKEHa
KOje ce OaBM 3alITUTOM TIpaBa U ¢i1000/a y 00J1aCTH 3aIITUTE TI01aTaka O JMYHOCTH Ja ra
3aCTyIa y HapHUYHOM MOCTYTKY. [loje/iHa muTama 3acTynama 1 IpyKama JIPyrux 00JIuKa
mpaBHE TOMONH Ha KOj€ c€ OBO MPaBUJIO OHOCH ypehyjy ce 3akoHOM KojuM ce ypehyje
npyxame OecruiaTHe paBHe MOMONH.

YIIPABHO-IIPABHA 3AILITUTA Y CPbUIA

3AKOH O 3ALUTUTU ITOJATAKA O JINUHOCTH — Tyk6a yIpaBHOM cy/1y

TpaHCITapeHTHOCT M HAYMH OCTBApHBama Mpasa — 4wi. 21, Orpannyeme rmpasa Ha NPUCTYII —
1. 28, OcTBapuBame MpaBa JUIa Ha KOje Ce OJJHOCE MOoJalu Kajaa oOpady BpIIU HAJIEKHU
oprany noce6He cspxe u nposepa [loBepenuka — ui. 35,

IIpensuhajy npaBo Ha Ty:k0y cyay, OTHOCHO OKPeTamhe YIIPABHOT CIIOPA NMPOTHUB
oaayke IoBepenuka.
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HOPMATHBHO YPEBEIE
MTOJATAKA
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[TPABHU ACIIEKTU UJIN HOPMATHUBHA ITUPAMUJIA

IMoauTH4YKH cucTeM (MOJIEI)

AeUHHIIE Ce KAo [ENHA OHUX JP)KaBHUX U HEAP)KAaBHUX MHCTUTYIIHMjA U aKTepa, IPaBuiia
U TIpoLieTypa KOJH Cy YKJbYUCHH y TeKyhe mporece GpopMymcama i peraBama MOJIUTHIKAX
npoOJieMa U y TIPOU3BOJIBY U CIIPOBOhEHE oNIITeo0aBe3yjyhux NoJUTHUKUX OJITyKa Y
nehWHUCAaHUM OKBHUPHUMA TIOJUTUYKE CTPYKTYPE.

Cucrem Baactu (ypehemwe Bractu, government)

" HWHCTUTYIH]jE, ’bUXOBa OBJANINeka U TIpaBUiia paja
IMonuTuukm npouec (y4eCHUI-aKTEPH, politics)

* rtpalaHu, MOTUTHYKE CTPAHKE, HHTEPECHE IpyIie, KaHAJIU U TOKOBH YTHUIIa]ja
JJoHomIeme MOJIMTHYKHUX OMJIYKA U lbUX0BO CipoBoleme

» oOmacty jaBHe noauTHKeE (policy-making)
INPABHU CUCTEM

* ckyn MehycoOHO yckinal)eHux mpaBuiia Koja BaKe y jeIHO] Jp>KaBH.
IMPABHHU ITOPEJAK

" [IpeicTaBJba MOHAIIAKE KOje je Y CKJIaay ca CTH MpaBuinMa (Ipomucruma).

IIpaBHu cucrem y Penyosauuu Cpouju

[Ipeacrasspa cucteM KoAMGUKOBAHUX, OJIH. TUCAHUX HOPMU Koje ypelyjy cdepy jaBHOT U
npuBaTHOT *kuBoTa y Penmyonuim Cpouju. Bbera unne ¥Ycras Peny6nuke Cpouje nouer
2006. ronuHe, Kao HAJBUIIM U HAJBAKHU]JU MTPABHU aKT, KA0 U YUTAB CUCTEM 3aKOHA KOJH
pEryJuIry cBe 00J1acTh APYIITBEHOT )uBoTa y Pemyomuiu Cpouju.

1. MEBYHAPOJHU U YCTABHU OKBUPU
2. TIOJIMTUKE, CTPATEI'MJE, JOKTPUHE

3. CUCTEMCKU 3AKOHU, MEBYHAPO/IHU CITOPA3YMU (CTAHIAAPIU —
HOPMATHWBHU, TEXHUYKU, THOOPMATHUYKU, OPTAHU3ALITUOHMN...)

4. TIOA3AKOHCKUN AKTU — YPEJBE, IPABUJIHULIA, YIIYTCTBA,
NHCTPYKIUIE, OJIVKE, 3AKJBYULIUN ....

5. UHTEPHU AKTU UJIU HOPMATUBA — JIUPEKTUBE, TIJIAHOBU, OJUTYKE,
CMEPHMUIIE...

OBJIMT'ATOPHMU (O6aBe3yjyhu) — Ha OCHOBY: pECOPHHUX/CEKTOPCKUX MPOIKCA, MPOIHca
0 JIp>KaBHO] yIIpaBH, poIKca o0 jaBHUM HabaBkama, nponuca o [1I13, nponuca o noganuma
(TajHUM W IMYHUM), TJIaH UHTErpuTeTa (Kopymniuja), uadhopmaTop o pagy (ciobdoman
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npuctyn uHdopmanujama), akt o 6e30ennoctu UKT cucrema (mHbopmalimona
0e30emHoCT). ..

AJITEPHATHUBHMU (neobaBe3yjyhu) — Ha ocHOBY: ctangapaa ISO 27001, pexum ynacka
W U3JlacKa, eTUYKHX Kojekca (mpodecroHamHa TajHa), Mpomrca O OCIOBHO] TajHHU. ..

HemnocTojame MHTEpHUX akaTa MpeKpIlaj Wik KyMyJIaTUBHO KPUBUYHO JIENO. ..

IPOBJIEM: Tperman oj cTpaHe yIpaBHUX U MAPHUYHUX CyJ0Ba?

YCTAB PEITIYBJIMKE CPBUJE

[IpaBHu nopenak Penybnuke CpOuje je jJeTuHCTBEH.
VYcraB je HajBuIum npaBHu akT Peny6iuke CpoOuje.

CBHM 3aKOHU U APYTH OMIUTH aKkTh JoHETH y Penmyonmuuu Cpbuju Mmopajy 6utu
CarJlaCHU ca Y CTaBOM.

[ToTBphenu mehynaponnu yropopu u onmrenpuxsahena npasuia melyynapogHor
npasa Jieo cy npaBHor nopetka Pemyomuke Cpouje. [lorBphenu melyynapogau
YrOBOPU HE CME]y OUTH Y CYIIPOTHOCTH ca Y CTaBOM.

3aKOHM U JIPYTH OMIITH aKTH ToHeTH Y Penyomuiu CpOuju He cMejy OUTH y
CYIPOTHOCTHU ca MOTBpheHUM MelyyHapoaHUM yrOBOpHMMA U OmIITeNnpruxBaheHnm
npaBuwiIrMa MelyyHapoHoT mpaBa.

CBu noj3akoHCKU oniuTy akTh PenybOnuke CpOuje, oniTu akTh OpraHusanyja Kojuma
Cy MOBEpeHa jaBHa oBnanthemwa, NOJIUTUYKUX CTpaHAKa, CUHINKATA U YIApYKeHbha
rpahaHa ¥ KOJIEKTUBHU YyTOBOPH MOpPajy OUTHU CaryIaCHH 3aKOHY.

CraryTH, OJUTyKe ¥ CBH JIPYTU OMIITH aKTH ayTOHOMHHX MTOKPajuHA U jeUHUIIA
JIOKAJIHE CaMOYyIIpaBe MOpajy OUTHU carjacHu ca 3aKOHOM.

CBU ONIITH aKTH AyTOHOMHUX MOKPajUHa U jeJUHUIIA JIOKAJIHE CaMOYIIpaBe MOpajy
OUTH carylaCHU HBUXOBUM CTaTyTHUMA.

YCTAB U 3AKOH O HAPOJHOJ CKYIIIIUTHUHMU — noHOCH 3aKOHE U JPYTE OMIITE
akte, CTpaTerujy onopaHe;

YCTAB U 3AKOH O BJIA/IU — noHOCH OMIITE U MOjeIMHAYHE TIPABHE AKTE;

3akoH 0 mianckoM cucremy Pemyosmnke Cpouje

1) JaBHe MOJIMTHKE - IIPABIHM JciIoBamka PenyOsrke CpOuje 1 mpaBLy JeJIOBamba

ayTOHOMHE TIOKPajuHE U JeIMHUIIC JIOKAJTHE caMoyTipaBe (JIOKaJlHa BIIACT), Y
oapeheHnM obacTUMa, paau MoCTU3amkha KEeJbEHUX IIUJbeBa HA HUBOY JPYIITBA;

2) TlnaHCKHM CHCTEM - CKYII elleMeHaTa MIaHuPamba, KOju YHHE:
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" [UJJAHCKA JOKYMEHTAa;
YECHUIIU y MJIAHCKOM CHCTEM
. ec AHCKOM CHCTEMY;
" [IpOLEC yIpaB/bamba CUCTEMOM jaBHUX MOJIUTHUKA;

" [polecC ycarjamiaBama caJpikaja MIIaHCKUX JOKYMEHATa ca caJapikajeM JIpyTrux
MJIAHCKUX JIOKYMEHATa U MPOIMUCa;

" TIOBE3WBamE MPOIECa YCBajamkha U CIIPOBONEeHa jaBHUX MOJUTHKA Ca TTPOIIECOM
CPEABOPOYHOT TUIAHUPAHA;

IInaHcKHM JOKYMEHT jecTe aKT KOJUM YUYECHHUK Yy MJIAHCKOM CHCTEMY MOCTaBJbha IINJbEBE,
yTBphyje npuopuTeTe jaBHUX MOJUTHKA, OJTHOCHO IJIAHUPA MEPE U AKTUBHOCTH 32 HbUXOBO
JOCTU3akE, Y OKBUPHUMA CBOJUX HAJJICKHOCTH M Y BE3U Ca CBOJUM (DYHKIIMOHUCAHHEM.

BpcTe mmaHckux ToOKyMeHara Cy:
1) MOKyMEHTH pa3BOjHOT IUTAHUPAHA,
2) NOKYMCHTH jaBHUX ITOJINTUKA, U
3) ocranu IUIaHCKU JIOKYMEHTH.

JIOKyMEHT jaBHMX MOJUTHKA J€CTE IUIAHCKH IOKYMEHT KOJUM YUYECHUIIH Y TUTAHCKOM
CUCTEMY, Y CKJIaJy ca CBOJUM HaJIeKHOCTUMA, YTBpYY]jy miu paspal)yjy Beh yrBphene jaBHe
TTOJIUTHKE.

Bpcte qokymMeHarta jaBHHX OJIMTHKA jeCy:
1) crparerwuja;
2) mporpam;
3) KOHIIENT MOJIUTHKE, U

4) aKIMOHHU IIJIaH.
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CHUCTEM PAJIA U 3AIUITUTE IIOJATAKA V P. CPb1JU

Crparterujcku OKBUp MPEACTABIbA]Y:
» Crparteruja HaloHajaHe 0e30eIHOCTH
= Crtpareruja ogopaHe
* HanuonanHa cTpareryja 3aliTUTE U ClIacaBama
» (Crpareruja pa3Boja eJIeKTPOHCKUX KOMYHHKAIIH]a
= (Crtpareruja pa3zBoja UHGOPMAITMOHOT JPYIITBA
= (Ctpareruja pa3Boja eIeKTPOHCKE YIIpaBe
» Crpareruja uadpopmaiuone 6e30e1HoCTU
» CTPATET'MJA 3ALUTUTE ITIOJATAKA O JIMYHOCTU
3aKoHCKa peryjiaThBa Koja ce 0aBM OBOM MaTepHjOM 3a0KPYKEHA j€ YCBAJabEM:
= 3akoHa 0 cJ1000JHOM IpUCTyNy UHGOpMaIlMjamMa O] JaBHOT 3HaYaja
* 3aKoHa O 3aIITUTH MOaTaKa O JIUIHOCTH
* 3aKoHa O TajHOCTH MOJaTaKa
» 3akoH 0 uH(popMaIMOHO] 6€30eTHOCTH
* 3aKOH O 3aLUTUTHU NOCIOBHE TajHE/3aKOH O MPUBPEIHUM JAPYIITBUMA
= oxapehenor Opoja ypendu
= AYTOHOMHO WJIN YHYTPAIIE TTPABO?
3aKOH 0 TajHOCTH MOAATAKA

OBuMm 3ak0HOM ypehyje ce jeIuHCTBEH cucTeM oApehrBama 1 3allITUTE TajHUX ToAaTaKa
KOJU Cy OJT MHTEpEeca 3a HAIMOHAIIHY U jaBHY 0€30€IHOCT, 0J10paHy, YHYTPAIIE U CIIOJbHE
nocioBe Pemmy6nuke CpOuje, 3aTUTE CTPAHUX TajHUX MOAAaTaKa, IPUCTYIT TajHUM
noJlaliiMa M MpecTaHak HhUXOBE TajHOCTH, HAJIEKHOCT OpraHa U HaJ30p HaJ CIIPOBOhemeM
OBOT 3aKOHA, Ka0 U OJITOBOPHOCT 32 HEM3BPIIIaBamke 00aBe3a U3 OBOT 3aKOHA W JIpyTra MUTamka
0J1 3Ha4aja 3a 3allITUTy TajHOCTH MoJaTaKa.

3akoH 0 c10001HOM NPUCTYNY HH(OPMALMjaMa O/ jABHOI 3HAYaja

OBuM 3aK0HOM ypelyjy ce mpaBa Ha MPUCTYI WH(OpMaIjaMa O] jaBHOT 3HaYaja KojuMa
pacroJiayxxy OpTraHH jaBHE BIACTH, PaJH OCTBApPEH-a U 3aIITUTE MHTEPECA JaBHOCTH J1a 3HA U
OCTBapema cI000HOT JEMOKPATCKOT MOPETKa U OTBOPEHOT JIPYIITBA.

3akoHa 0 3aIUTUTH nmoaaTaxKka o0 JUIHOCTH

OBuM 3aK0HOM ypehyje ce IpaBo Ha 3amTUTY GU3HUKUX JIUIA Y BE3U ca 00paJoM IMoaaTaKa
0 JTMYHOCTH U CI000HU MPOTOK TAaKBHX TOJaTaka, Hauena oopaje, mpasa Juia Ha Koje ce
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HoJIalK OJTHOCE, 00aBe3e pyKoBaiaia u oopahuBava mojgaraka o JMUHOCTH, KOJCKC
MOCTYTIamka, MPEHOC Mo/IaTaka O JIMYHOCTH Y IpyTe ApKaBe U Mel)yHapoaHe opranuzammyje,
HaJ[30p HaJ CpOBO)CHEM OBOT 3aKOHA, ITPaBHA CPEJCTBA, OJITOBOPHOCT M Ka3HE y CIydajy
HoBpeJie TpaBa (GU3UUKKX JIMIA Y BE3U ca 00pajoM mojaTaka O JUYHOCTH, Kao U MOCEOHU
ciTy4ajeBu oopae.

OBuM 3akoHOM ypelyje ce u mpaBo Ha 3aTUTY HU3UYKUX JIMIA Y BE3H ca 00pagiomM
noJlaTaka 0 JUYHOCTH KOjy BpILIe HAAJIC)KHU OPTaHH y CBPXE CIpevyaBama, UCTpare u
OTKpHUBama KPUBUYHUX JIeJIa, TOEHha YUMHIIIAlAa KPUBHYHUX JIeJIa WM U3BpIICHA
KPUBUYHHX CaHKIIM]a, YKIbYUy]yhH CIIpedaBame 1 3alITUTY O] PETHH jaBHO] U
HaIllMOHAJIHO] 0€30€THOCTH, Kao U CJI00O0IHU MPOTOK TaKBUX IOAaTaKa.

3aKOH 0 3aIUTHUTH NOCJIOBHE TajHe

OBuM 3aKOHOM ypelyyje ce mpaBHa 3alITUTa MOCIOBHE TajHE OJ1 HE3AKOHUTOT pHOaBibamba,
Kopuiihewa 1 OTKpUBabA.

IHHOCJIOBHA TAJHA JE KATET'OPUJA UHTEJIEKTYAJIHE CBOJUHE
3aKO0H 0 3aIITUTH MOCJIOBHE TajHE
» [IpaBHa 3amITUTa MOCIOBHE TajHE OJ1 Pa/IbU HEJIOjaTHE KOHKYPEHIIN]e

= “LEX SPECIALIS” y onHOCY Ha 3aKOH O MTAPHUYHOM ITOCTYIIKY U 3aKOH O
OoOJUTaIllMOHUM OJHOCHMA

» ['pahaHcko-mpaBHa 3alITUTa OCJIOBHE TajHE (Tyk0a, MpuBpeMeHa Mepa, ooe3oeheme
J0Ka3a...)

= Kareropuja nocjioBHe TajHe Koja y ce0U caApPKM MOJATAK 0] MHTEpeca 3a
Penyounky Cpoujy (TajHu nogarak)

Ya. 72 3akona o npuBpeaHum Apymreuma u3 2011. (mpumemyje ce ox 01.02.2012.):
MATEPUJAJIHA JEOUHUIINJA - mocnoBHa TajHa je MojiaTak 4ije Ou CaomIlTaBambe
TpeheMm JrIry MOTJI0 HaHETH MTETY APYIITBY, KA0 U MOAAaTaK KOjU UMa WM MOYKE UMaTH
€KOHOMCKY BPEIHOCT 3aTO IITO HUJE OMIIITE MMO3HAT, HUTH j€ JIAKO IOCTYTaH TpehuM Iuimma
KOja OM F’erOBUM KOPHUIINEHEM HIIN CAOIIITaBakEeM MOTJIa OCTBAPUTH €KOHOMCKY KOPHUCT U
KOJU j€ OJ1 CTpaHe APYyIITBa 3aTHheH oAroBapajyhum Mepama y by 4yBamba HEroBe
TajJHOCTH.

OOPMAJIHA JEOMHUILNIA - TlocnoBHa TajHa je ¥ MOJATaK KOJU j€ 3aKOHOM, JIPYTUM
MIPOIMCOM WJIM aKTOM JIPYIITBA ofjpel)eH Kao mocioBHA TajHa.

MaTunuHe KIbUTe U PErHCTPH - Y 3aBUCHOCTHU O] HA/NISKHOCTH ofjpel)eHnX opraHa jaBHe
BJIACTH (JypUCAMKIMjE), TPUMEPH JaBHUX €BUJICHIM]a YKIbYUY]y HH(pOpMAIHje Koje ce
OJHOCE Ha:

* MaruvHe Kiure pohema, CMpTH, OpakoBe, Jp>KaB/LAHCTBA. ..
= KaracTtap HENOKpPETHOCTH
» Perucrap MoJIMTHYKUX CTPaHKA

ITpod.np I'opan Maruh 63 beorpan — 2024. ronune



* Perucrap ynpaBHUX OKpyTa 1 JIOKaJHE CaMOyIIpaBe
* JeaMHCTBEHU OMPAYKHU CIHCAK

* JleHTpanHU perucTap CTAaHOBHMILITBA

* CyICKH perucTpu — Boheme ucrpara...

» [lopecke eBuneHIMje

* Jlutame mpucTyna — aAMMHUCTPATUBHH MOCTYIIAK 3a KOjU ce miaha Takca

IMurame japaux perucrapa — JABHO JOCTYIIHU JIMYHU ITIOJALIN?

» Peructpu UMOBHUHE U NIPUX0Jia jaBHUX (DYHKIIMOHEPA — ATEHIH]a 3a 60pOy NMPOTUB
KOPYIIIIHje

» E-Kartactap HEMOKpeTHOCTH — PermyOnmnuku reoieTCKu 3aBo/T

* Peructpu AreHuuje 3a NpuBpeIHE peructpe (MpuBpeaHa IpyILIITBA, MPEAY3ETHUIIH,
3aJI0’KHO MPaBO, MEUJH, YAPYKEHE, CTeUajHe Mace, (PaKTOPHUHT, CIIOPTCKa
yIpYyXKema...)

* Peructpu MunucrapctBa puHaHcHja (KOpUCHUKA OYyIIETCKUX CPEICTaBa,
esuneHTupanu [1/IB o6Be3nun, nopecke npujase...)

. PGFI/ICTpI/I a/IBOKaTa, CYACKHUX BCIITaKa, JICKapa, CTe‘lajHHX YIIpaBHHUKA...

PET'ICTPU CA ITPUCTYIIOM U CA OT'PAHUYEHUM TTPUCTVYIIOM (mnahame
Takce?)
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PAJI CA TAJHUM MOJALIUMA

3AKOH O TAJHOCTHU ITIOJATAKA — noa3aKOHCKH aKTH

YPEJBA o 6ixuM kpuTepujymMuma 3a oapehuBame creneHa tajoctu ,,/JJP2KABHA
TAJHA” u ,,CTPOI'O ITOBEPJbMBO” - "Cnyx6enu rmacauk PC", 6poj 46 ox 24.
Mmaja 2013.

YPEJIBA o 6imkuM KpuTepujymMuMa 3a oapehBame CTereHa TajHOCTH
»IIOBEPJbMIBO” u ,,UHTEPHO” y opranuma jaBHe Biactu - "CnykO€HHU TITaCHUK
PC", 6poj 79 ox 29. jyna 2014.

YPEJIBA o 6imkuM KpuTepujymMumMa 3a ojipehiBame CTereHa TajHOCTH
,IIOBEPJbMIBO” u ,,UHTEPHO” y MunucrapctBy onopane - "CiyxO€HH ITaCHUK
PC", 6poj 66 ox 29. jyna 2014.

YPEJIBA o 6imkuM KpuTepujymuma 3a oapehiBame CTeneHa TajHOCTH
»~I[IOBEPJbMIBO” u , MIHTEPHO” y Mun#cTapcTBy YHYTpaIllbHUX [TOCIOBA
"Cnyx6enu riaacauk PC", 6poj 105 ox 29. noBem6pa 2013.

YPEJIBA o 6imkuM KpuTepujymMuma 3a ojipehBame CTereHa TajHOCTH
,IIOBEPJbMIBO” u ,,UHTEPHO” y be36eaHocHO-UH(OPMATUBHO] areHLHjH
"Cny>x0enu rinacauk PC", 6poj 70 on 7. aBrycta 2013.

YPEJIBA o 6imkuM KpuTepujymuma 3a oapehBame cTeneHa TajHOCTH
,I[IOBEPJbMIBO” u ,,UHTEPHO” y Kannenapuju CaBera 3a HaiuoHaIHy 0€30€1HOCT
U 3aTUTy TajHux nojaaraka "Ciyx6enu rinacHuk PC", 6poj 86 ox 30. cenrembpa
2013.

YPEJIBA o nmoceOHUM Mepama 3allTUTE TaJHUX MoJlaTaka Koje ce OJHOCE Ha
yTBphHUBamke UCTYHBEHOCTH OPTraHU3AIMOHNX ¥ TEXHUIKHUX YCIIOBA IO OCHOBY
yroBopHor ojiHoca "Ciyx06enu rimacauk PC", 6poj 63 ox 19. jyna 2013.

YPEJBA o noceOnuM mepama (pr3nIKO-TEXHUUYKE 3AIITUTE TaJHUX MOIaTaKa
"Cnyx6enu riaacauk PC", 6poj 97 ox 21. nenem6pa 2011.

YPEJBA o noceOHuM MepaMa HaJa30pa HaJl MOCTYMAmhEeM ca TajHUM MoJjaluMa
,,Cityx0enu rimacHuk PC*, 6poj 90 ox 30. HoBeMOpa 2011.

YPEJIBA o nmoceOHMM MepaMa 3alliTUTe TajHUX ToJ1aTaka y HH(OPMAIIMOHO-
TeJeKOMYHHKalMoHUM cucteMuma "Ciyx0enn rinacuuk PC", 6poj 53 ox 20. jyna
2011.

YPEJIGA 0 HauMHYy ¥ NOCTYIIKY O3HayaBamba TaJHOCTU M0/1aTaKka, OJJHOCHO
nokymeHnarta "Ciyx0enu rnmacauk PC", 6poj 8 ox 11. ¢pebpyapa 2011.

YPEJBA o caapxunu, 00JUKY U HAUMHY BOhera eBUICHIIM]ja 3a IPUCTYIT TajHUM
nomanuma "Ciyx6enu rinacauk PC", 6poj 89 ox 29. noBembpa 2010.

ITpod.np I'opan Maruh 65 beorpan — 2024. ronune



YPEJIBA o caapxuHu, 00JUKY U HAUYMHY JOCTaBJbamka CepTU(UKATA 32 TPUCTYII
TajHuM nopamnuma ,,Ciayx6enu rmacauk PC*, 6poj 54 ox 4. asrycra 2010.

YPEJBA o yBehamy 1iaTe ApKaBHUX CIIy>)KOCHHKA U HAMEIITEHHKA KOjU 00aBIbajy
MOCJIOBE Y BE3HU Ca 3allITUTOM TajHHX nojaTtaka y Kannenapuju CaBera 3a HalluOHATHY
6e30eIHOCT 1 3aITUTY TajHUX TojaTaka 1 MunucrtapctBy npasge "Ciryx0eHu
rimacauk PC", 6poj 79 ox 29. oxTobpa 2010.

YPEJBA o obpacuuma 6e36eqHocHux ynutHuKa "Ciysx06enu rmacauk PC", 6poj 30
ox 07. maja 2010.

ITPABUJIHUK o ciyx0eH0j IeTuTUMAaIMjU U HAUWHY pajia Jula oBjIarrheHux 3a
Bpuiewe Haazopa "Cnyx0enu rmacauk PC", Op. 85 ox 27. centemOpa 2013, 71 ox 11.
jyna 2014.

Crpareruja HaruoHaHe 6€30€THOCTH

Crpareruja ogopaHe

3akoH 0 ocHOBaMa ypehema ciryx0u 6e30e1HOCTH

3akoH o on0Opanu u 3akoH o Bojciu

3aKOH O MOJIULHJH

3aKOH O CIOJFHUM MOCIIOBUMA

3akoH o be36enHOCHO-MH(GOPMATUBHO] areHIU]jU

3akoH 0 BojHoOe30eaH0CHO] areHiuju 1 BojHoobaBeTajHOj areH1uju
3aKOHHK O KPUBUYHOM MOCTYNKY U KpUBHYHH 3aKOHHK

3aK0H O OpraHU3alMjHU U HAJIJISKHOCTHU JP>KaBHUX OpraHa y cy30ujamy
OpraHU30BaHOT KPUMHUHAIA, TEPOPHU3MA B KOPYTIITHje

3aKO0H O JAP)KaBHHUM CITy>KOCHHIIMa
3akoH 0 nH(OpMaIIMOHO] Oe30eTHOCTH

3akoH 0 jaBHMM HabaBkaMa U Ypeada o jaBHUM HabaBkama y o0jacTu oa0paHe u
6e36eanoctu "Cnyx6enu rimacauk PC", 6poj 93 ox 1. jyna 2020.

3aKOH O eJIeKTPOHCKMM KOMYHHUKallljaMma
3aKOH O MOPECKOM MOCTYIKY U MOPECKO] aIMUHUCTpAII]jU
3aKOH 0 3allTUTH y30yHmhHBava

3aKkoH 0 IpUBaTHOM 00e30ehemy
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HA OCHOBY UYJI. 102. 3AKOHA O O/IbPAHUA

YPE/IBA o0 noganuma 4 mocJI0BMMAa 3HAYAjHUM 32 CHCTeM O0paHe KOju ce
MOPpAjy YYyBATH ¥ HITUTUTH Y CKJIAY €A 3aKOHOM KOjUM ce ypehyje 3amrura
TAjHOCTH NMOJAATAKA M 0 KPUTEPHUjyMHUMA 32 MOIYHY PaJHUX MeCTa HA KOjUMa ce

TH 32/1a1l4 ¥ IOCJI0BHU 00aBJbajy "Cnyx0enu rinacuuk PC", 6poj 8 ox 31. janyapa
2020.

PAJI CA JIMUHUM ITOJALIMMA

Omra ypenba o 3amtute nojaraka o Juaaoctd EY 2016/679 ox 27. anpuna 2016. roguHe

Crpareruja 3amTuTe nojaTaka o JM4HOCTH 3a niepuoj o1 2023. no 2030. roaune
"Cny>x06enu rinacauk PC", 6poj 72 on 31. aBrycra 2023.

3aKO0H 0 3aIITHUTH JJHYHHUX nmoagaraxka — nmoJA3aKOHCKH aKTH

YPEJIBA o obOpacity 3a Bohjewe eBu/IeHIIM]€ 1 HAUMHY Bolema eBUICHIIN]e 0 00paaun
nojaraka o JuaHocty “Cmyxx0enu rimacauk PC” 6poj 50 oz 10. jyna 2009.

[TPABUJIHUK o HaumHy npeTxoiHe mIpoBepe paamy 00pajie mojaaraka o JMYHOCTU
"Cnyx6enu riaacHuk PC", 6poj 35 ox 12. maja 2009.

[TPABUNJIHUK o obpacity 1 HaunHy Bol)ewa UHTEPHE €BUJICHITM]E O MOBpeIamMa
3aKoHa O 3aIITUTHU N0JIaTaKa O JUYHOCTU U MEpama KOje Ce y BpIICHY WHCIIEKIU)CKOT
Haj3opa npenysumajy "Cuyxoenu rnmacauk PC", 6poj 40 ox 7. jyna 2019.

I[TPABUNJIHUK o obpaciy 1 HaunHy Bol)era €BUICHIIM]€E JIMLA 32 3alITUTY NI01aTaKka
o nmuyHoctu "Cnyx0enu rimacauk PC", 6poj 40 ox 7. jyna 2019.

ITPABUJIHUK o o6pacity nputyx6e "Cmyxo6enu rinacauk PC", 6poj 40 ox 7. jyHa
2019.

I[TPABUNJIHUK o obpaciy o0aBemiTema o MoBpeAr NoJaTaka O JMYHOCTH U HAUUHY
oOaBemTaBama [loBepennka 3a nndopmaiyje o1 jaBHOT 3Ha4yaja U 3allITUTY MojaTaka

0 JIMYHOCTHU O TOBpeAM nojaataka o uaHoctu "Ciyx6enu rinacauk PC", 6poj 40 on 7.
jyHa 2019.

[TPABUNJIHUK o obpacity 1 HaunHy Bol)erwa €BHICHIIM]€ JTUIIA 32 3alITUTY T0JlaTaKka
o muuHoctH "Caiyx6enu rimacauk PC", 6poj 40 ox 7. jyna 2019.

3akoH o ApkaBjbaHCTBY Penybnuke CpoOuje

3aKOH 0 MATUYHHUM KE-UTaMa

3aKOH 0 €JeKTPOHCKO] YIIpaBu

3aKOH 0 MOPECKOM MOCTYIKY U MOPECKO] aAMUHUCTPALIU]H

3aKOH 0 MOCTYIIKY YIKCa y KaTacTap HEMOKPETHOCTH U KaTacTap HHPpaCTpyKType
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* 3aKOH O BOJHO], paJiHO] U MaTepHjaaHO] 00aBe3H

* 3akoH 0 ObaHKama

= 3aKOH O OCUTypamy

* 3aKOH O MOJIUIH]U

» 3aKoH O eBUJCHIIMjaMa 1 00paau mojlaTaka y 00JIacTH YHYTPAIIBHUX TOCIOBA
* 3aKoH O CIpeyaBamy KOPYIIHje

" 3aKO0H O 3/IPaBCTBEHO] 3aITUTH

* 3aKoH O 3/[paBCTBEHOj JOKYMEHTAIUj! ¥ €BHJICHITjaMa Y 00JacTH 3/IpaBCTBa
* 3aKoH O MEH3UjCKOM U UHBAIHJICKOM OCUTYPaIby

* 3aKOH O JACTEKTUBCKO] JIETaTHOCTH

= 3aKoH 0 MpUBaTHOM 00e30ehemy

* 3aKO0H O 3allITUTU NOTpOIlaya

* 3aKOH O 3aIUTUTHU y30ymhHBaya

* 3aKO0H O ApP>KaBHHUM CITy>KOCHHUIIMMa

= 3aKoH 0 panxy

* 3aKoH O eBUJICHIIMjaMa y 00JIacTH paja

* 3aKOH O €JEKTPOHCKMM KOMYHHUKallhjama

OBPAJJIA JINMUHUX ITOJATAKA, IIOPEJ] HABEJAEHUX HAJIA3U CE JOII Y
UNUTABOM HU3Y ITPOIIMCA....

PAJI CA TTPOOECHOHAJIHOM TAJHOM

* 3aKoH O I[pKBaMa M BEPCKUM 3ajeHullamMa — ujaH 8. « CBEIITEeHUK HEe MOXe OUTH
M03BaH JIa CBEJI0YM O YMIbEHUIIAMA U OKOJTHOCTUMA KOj€ j€ Ca3HAO0 MPUITMKOM
UCIIOBECTH.»

» Kozaekce npodecruoHalHe STUKE aJBOKaTa
» Kogaekc MmequiinHcke etuke Jlekapcke komope CpoOuje

» Konexc noBunapa Cpouje
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KATETOPUJE U
KJIACUDUKAITAIA TTOJIATAKA
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KITACUOUKAILINIA TIOJATAKA

3amruheHu moaanm Cy ONImTH TEPMHUH 3a IMOJATKE KOJH C€ HE CMATpajy 3a jaBHE, OTHOCHO
Koju Tpeba ja Oyy 3amtuheHn u3 OMIIo KOr pasjiora, Ha OCHOBY 3aKOHA WJIM YTOBOPA, Kao U
pajau 3amTUTe JBYACKUX 00012 U rmpaBa (MpaBo Ha MPUBATHOCT).

» [IpencraBsba MOCTYIAK pa3BpCTaBama M KaTErOpU3aIlMje MoIaTaka y pa3IudauTe BPCTe,
o0JmKke niau OWIT0 KOjy 3aceOHy KIlacy.

. OMOI‘YhaBa oz[Baja}Le " Ppa3BPCTABAILC IIOAATAKA ITPEMA 3aXTCBUMA CKYIIOBA IIOAATAKa
3d Pa3JIMIUTC APKABHC, ITOCJIOBHEC UJIM JIMYHE IUJBCBC.

* To je yriaBHOM MOCTYIAK YIpaBJbamka MoJaluMa.
Knacuduxkanuja — OnBajame mojaraka y pa3iuduTe KaTeropuje:

» [lomanu ox unTepeca 3a P. Cpoujy (TajHu moaaiiu)

*  JInuan nomanm

= [locnoBHe TajHE

» [Ipodecuonanue Tajue

= JaBHHU moJanu

* Apxuscka rpaha

PA3JIMKOBAIGE TAJHOI TIOJATKA O APYI'NX BPCTA IIOAATAKA

(IMYHOT TIO/IaTKa, MOCIOBHE TajHE, MPO(ECUOHAIIHE TaJHE...)
OcHoBHa pa3iHKa je y:

" 33KOHCKHMM OCHOBHMMA 32 ojipehiBame pekrMa 3alTUTE OBUX T0JIaTaka U 00JIacTH y
KO0jOj HacTaje mreTa (MMOBHHCKA — CTBApHA IITETE U M3TyOJheHA TOOUTH U
HEMMOBHUHCKA — HEMaTepHjajiHa U MOPaJIHa)...

" KpUTEPUjyMHM 32 oipehUBambe 3alITUTE TAJHOCTH cy pazauuuTH.... (LLITETA? —no
unrepece P. CpOuje, yctaBHa nmpaBa rpalhaHiHa — IPUBATHOCT, UMOBHHY —
WHTEJIEKTyaTHy U MaTepHjaJHy. .. )

" OArOBOPHOCT 3a HEMOILITOBakE 00aBe3e UyBamba TaJHOCTHU j€ Pa3INUUTA... (KPUBUYHO
7eJ10, IPEKpILaj, TOBpeAa pajHe JUCLUILIUHE...)
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KPUTEPUIYMU U LITETA KO/l TAJHUX ITOAATAKA

= JIPZKABHA TAJHA — HeoTKIIOBMBA TEIIIKA IITETA
= CTPOI'O IIOBEPJBUBO - Temika 1rera
= JIOBEPJbUBO — mirera

» MHTEPHO - mreta 3a paa, o6aB/bame 3aaTaka v IOCIOBA OpraHa jaBHE BJIACTH

[TPOIIEHA ILITETE

= KO JE BPIIN?

= HA KAKAB HAYMH?

= [TOCTOJN JI1 METOJOJIOTUJA?
= [IMTAIE ITOCIIEAMLIA?

I[INTABE: IPABHA NMJIN BE3BE/JJHOCHA ITPOLIEHA?

KATEI'OPUJE ITOJATAKA

» [lomamu ox maTEpeca 3a P. Cpoujy

» [lomanu 3Ha4ajHu 32 0€30€AHOCT U OJI0paHy...

* 3ajamy ¥ MOCJIOBH O] MOCEOHOT 3Hauaja 3a o10paHy

» [lomanu 0 CyJICKMM | IPyTUM MOCTYTIIMMA

= Jlomamm 0 TMYHOCTHU

» [loganu o mpou3BouMa (MMATEHTH, TEXHOJIOTH]E, MaTEepHjalu...)
= [lomamu o rMpaBHUM JIMIMMA...

» [locnoBHe TajHe + OaHKApCKE TajHE

* [Ipodecnonanue Tajue...

* [lomauu 0 KpUTUUHO] HHPPACTPYKTYpPHU — €HEpreTuln, caodpahajy, npou3BoAbH
XpaHe. ..

= JaBHM MOJALM AOCTYITHU MPEKO UHTEPHETA. ..
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OTBOpeHN noaauM MpeACTaB/bajy KOHILENT Y KOMe oJpeheHu noaaru tpeda na oyay
CJI000HO JOCTYIHU CBUMA, Ha KOpHUIIhemne 1 MOHOBHY yNOTpeOy, 6€3 ayTOPCKUX Wi OUII0
KaKBUX JPYTHX OTPaHUYCHA.

HNudopmanuja ox jaBHor 3Hauaja je nHpopMaIja K0joM pacroyiake OpraH jaBHE BIAcTH,
HacTajay paay Wiy Be3H ca paJoM OpraHa jaBHE BJIACTH, capkaHa y oapeheHom
JOKYMEHTY, & OJJHOCH C€ Ha CBE OHO O Y€MY JaBHOCT MMa ONpaBAaH UHTEPEC Ja 3HA.

ITocsi0BHA TajHa je moJaTaK KOjU MOXKE UMAaTH €KOHOMCKY BPEAHOCT 3aTO LITO HUJE OIIITE
MO3HAT, HUTH j€ JIAKO JIOCTyIaH TpehuM JuiMa Koja 0u lberoBUM KOpUIThemeM Hin
CaoILITaBakEM MOIJIA OCTBAPUTH EKOHOMCKY BPEIHOCT.

HNudopmanuje koje ce mITHTE KA0 MOCJIOBHA TajHA - GUHAHCH]CKH, EKOHOMCKH,
IOCJIOBHM, HAyYHU, TEXHUYKH, TEXHOJIOUIKH, IPOU3BOIHU MOJIAlU, CTYAU]€, TECTOBH,
pe3yATaTH UCTPAXKUBaKA, YKIbYUyjyhu 1 popMyity, UpTEX, IJIaH, IpOjeKat, IPOTOTHUII, KOJ,
MO/I€eJ1, KOMITUJIAIK]y, Iporpam, MeToI, TEXHHUKY, MOCTyNaK, 00aBEIITEHE NN YITyTCTBO
MHTEPHOT KapakTepa U CIMYHO, 6e3 0031pa Ha KOJU HAUMH Cy CayyBaHU WM KOMITUIMPAHU

IHocnoBua tajua — KPUTEPUJYMMU:

* Bpcra u CTpyKTypa OCHOBHUX M OOPTHHUX CpelicTaBa

* [Ipou3BOAHM KananuTeTH U OpOj 3aMOCICHUX

* [Ipou3BoAHM U NEPCIEKTUBHU IJIAHOBU

» Crame 3aJIMXa CHpOBUHA U TOTOBUX MTPOU3BO/IA

* Crame Kpeaura

» Kankynamuja nieHa

* VTBphuBame yciaoBa y nmoHyiama rnpe KoHKypca

» KynonpoaajHu yroBopu ca jomahum v cTpaHUM NapTHEpUMA

= TexHOJIOLWIKHU MTPOLECH TPOU3BOIAHE

»  @DOUHAHCHU]CKH PE3YJITATH MOCIOBakha

* VYcBajamke HOBE MPOU3BOIHE T10 JIMIICHIN

» [InanoBu ocurypama u o6e36ehema mpaBHOT JHIa, KOMIIAHU]€, YCTaHOBE
= HoBa TexHHuYKa penema

» Hauprtu, Mojenu u octajia IOKyMeHTaI[]ja Koja HUje 3alTHheHa maTeHTOM

= CBU Japyru Nnojaiy Koju cy 03Ha4€HU Kao TaJHU Ha OCHOBY OJUTYKeE JAP>KaBHOT OpraHa
wiu npaBHor yiuna (Y I[TPAKCU TAJHU U JIMYHU T[TOJALIN — ITOCJIOBHA
TAJHA?)

ITpod.np I'opan Maruh 72 beorpan — 2024. ronune


https://sr.wikipedia.org/wiki/%D0%9F%D0%BE%D0%B4%D0%B0%D1%82%D0%B0%D0%BA
https://sr.wikipedia.org/wiki/Autorsko_pravo
https://sr.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%98%D0%B5%D0%BA%D0%B0%D1%82
https://sr.wikipedia.org/wiki/%D0%9F%D1%80%D0%BE%D1%82%D0%BE%D1%82%D0%B8%D0%BF
https://sr.wikipedia.org/wiki/%D0%9A%D0%BE%D0%B4
https://sr.wikipedia.org/wiki/%D0%9C%D0%B5%D1%82%D0%BE%D0%B4
https://sr.wikipedia.org/wiki/%D0%A2%D0%B5%D1%85%D0%BD%D0%B8%D0%BA%D0%B0

Bankapcka TajHa je BpcTa oCJIOBHE TajHe, Koja y ceOu caJipKu U poeCHoHaIHy TajHy U
JTUYHY TOJIATaK:

" ONMITH aKTH OaHKE, YTOBOPH KOj€ OHA 3aKJbyUyje ca CBOjUM TIOCIOBHHUM MapTHEPUMA,
YTOBOPH O pajy ca 3armocjieHnuMa y OaHIM Ma y HEKUM CIIy4ajeBUMa U YyTOBOPH KOje
0aHKa 3aKJbydyj€ ca CBOJUM KJIMjEHTHUMA.

" [peaMeT 3amTuTe 0aHKAPCKOM TajHOM Cy MOJIAIM 10 KOjuX OaHKa J0J1a3u y
MOCJIOBalky Ca KIIMJEHTUMA JIOK MIPeAMET 3allITUTE TOCJIOBHOM TajHOM (OaHKE) MOTY
OWTH W HEKHU APYTH MOJAIM BE3aHH 3a MOCIOBAKE KA0 IITO CY PELIUMO IMOCIOBHU
TUTAHOBH U CTpaTeryje, BACHHA 3apajia 3al0CICHUX U CIIMYHO.

IIpodecuonanna TajHa OJHOCHU Ce Ha CBE IITO MpOodecroHaal y KOHTaKTy

ca KJIMJEHTOM Ca3Ha, O JINYHOM WJIM TOPOJAUYHOM KUBOTY, a IITO HE CME OUTH JTIOCTYITHO
ApYruM ocobama, NoceOHO OHUM O] KOJUX KJIMJ€HTH MOTY UMATH LITETE WINA TPIETH
IIOCJIEIULIE.

[ToceOHoO je HeonxoaHa y nTpodecrjama Koje pajie ca ocodama U3paKEHUX MCUXOJOIIKUX,
TICUXOMATOJIOMIKUX WIH collMjamHux npooiema. [Ipodecnonanna tajua y ceOu caapxu
JUYHE MMOJJaTKE MOBE3aHe ca MpaBUWJIMMa CTPYKE, OJJHOCHO MPEICTaBha TYMAauCHe
oJpe)eHnX TMYHUX U APYTHX T0/1aTaka MpaBINMa CTpyke. Perynuie ce moceOHUM
KOJIEKCHMa y3 CTPUKTHY 00aBe3y uyBama MPOoPECUOHAIHE TaJHE Ca EBEHTYAITHUM H3y3eliMa
3a KOj€ MOpajy MOCTOjaTH BeOMa BaXKHU Pa3JI031 WUJIU CYACKU HAJIOT.

Jlekapcka TajHa, je o0aBe3a CBaKoOr JieKapa Jia 1o ca3Hamby HEKUX YHbCHHIIA KPO3
aHaMHe3y, 00JE€KTUBHU TIPETJie]] U OCTala UCTIMTHBAKA U JICUeHE 0 O0JIECHHUKY, YyBa
HEeMpeKuaHO Kao TajHy. CMmaTpa ce J1a je JiekapcKa TajHa Mpe cBera uMe U rmpe3ume
OoJiecHHKA 1 00JIECT O] KOje OH Oouryje.

AJZlBoKkaT uMa 00aBe3y M MPABO Jia CBE IITO Yyje 01 CBOT KJIMj€HTa TPETUPA Kao TajHY
(TAJHU TIOJATAK, ITOCJIOBHY TAJHY, ITPOOECUOHAIJIHY TAJHY UJIN
I[NOJATAK O JIMUHOCTMN) u Huje ob6aBe3aH aa je ukome caoniutu. M3 Tor pasnora ce
a/JIBOKaT HE MOKE YBEK MO3UBATH Kao CBEJOK, a aJIBOKATCKE KaHIelapHuje uMajy nocedax
CTaTycC.

APXHNBCKA I'PABA

[IpencraBiba U3BOPHH, PEPOTYKOBAHH, MMCAHU, IPTAHH, TUTUTATU30BAHH, IIITAMITAHH,
dotorpaducanu, hpuaMoBaHu, MUKpOPUIMOBaHH, PoHOTpadricaH WK HA APYTH HAYUH
3a0enexeHu JOKYMEHTapHu MaTepujai. ApXuBcka rpaha je kynarypHo Hacnehe o onmTer
uHTepeca 3a PenyOnuky CpOujy 1 Kao TakBa y>KMBa NOCEOHY 3alTUTY yTBplEHY 3aKOHOM
KOjuM ce ypehyje 3amTuTa KyaTypHUX go6apa.

JABHA APXNBCKA I'PA'DA u3 nepuojaa:
= cprcke apxkase y XIX Beky (kanexxeBuna Cpouja, KpasseBuna Cpouja...)

» KpameBune CXC, KpasmeBune Jyrocnasuje
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= Jlpyror cBeTCKOT para

= J[®J, DHPJ u COPJ — Conmjamuctruke Penmybnuke Cpowuje...
= CPJu A3 CUI'

» Peny6nuke Cpouje

» [loceOHa npobiiemaTuka K0jy mokpuBa Bojuu apxus

IIPUBATHA APXUBCKA I'PABA

Je rpanuBO HacTaIO pagoM U JAENOBameM (PU3UUYKHUX U IPABHUX JIUIIA, KOj€ HUje HACTAJIO y
o0aBJbamy jaBHUX OBJANINEHA U jaBHE CITy:KO€ M HUj€ y BIACHUIITBY peryOinke cpouje u
jeIMHMIIA JIOKATTHE U MOJIPYYHE CaMOyTIpaBe, OJJHOCHO MPABHUX JIMIA YHjH j€ OCHUBAY
ApKaBa.

O3HAKE IIOJATAKA KOJE HEJOCTAJY ¥ PEIYBJINLIU CPBUIN

Osnaka Unclassified He npencraBiba, y TEXHUUKOM CMHUCITY, CTEIICH TajHOCTH, Beh
KapaKTEPUCTHKY HEKHX peXHMMa 3a opelBame TajHOCTH; KOPHUCTH CE 3a O3HAYABAMhE
ApKaBHHUX JTOKyMeHaTa KOjU He UCIyIh-aBajy KPUTEPHjyMe 3a 0Ty oApeljeHor crencHa
TajHOCTH, OJTHOCHO JOKYMEHATa ca KOjUX je CKUHYT cTereH TajHocTu. OBH JOKYMECHTH Ce
IITUTE TIPOIeAypama ,,orpaHuYeHe JUCTPUOYIIHje™.

OFFICIAL — OBa 03Haka ce KOpHCTH 3a CBE PEJIOBHE IMOCI0BE, aKTUBHOCTU U YCIYTe KOje
CE BpIIIC y jaBHOM CEKTOpY. MHOT0 IpKaBHUX pecopa U opraHa (yHKIHOHUIIE KopucTtehn
HCKJbYYMBO OBAj CTEIICH.

PROTECT — Heonantheno 00jaB/bMBame THX T10/1aTaka Y3pOKOBAJIO OW HEMTPUITHKE
muiuMa, (MHAHCH]CKU TYOUTaK WM HEOIIpaBJaHy MaTeprjaiHy KOPUCT, JOBEIIO Y MUTAE
UCTpary Wid OJaKIIalo U3BPIICHE KPUBUYHOT JI€J1a, CTABUIIO BIaAy Y HEMOBOJbAH MOJI0KA]
MIPWIMKOM Bol)ema mperoBopa TproBUHCKe win noautuike npupojae. Oznaky PROTECT
Tpeba yBEeK KOPUCTUTH ca JeCKpUunTopuma, kao mro cy: “Commercial”/TproBuHcku,
“Management”/Ynpasspamwe, “Personal”/ JInuHu WM CIMYHU TEPMHUH.

Tepmun For Official Use Only (FOUOQO), y npeBoay ,,Camo 3a cityk0eHy yrnoTpedy™ je
0e30eTHOCHA Ha3HaKa (JIECUTHAIIM]a) KOJy TPUMEHY]y HEeKe JAp>KaBHE aJMUHUCTPAIIH]E.

Cnyx6ena ynorpeba moapa3zymMeBa ynorpeody 0/ cTpaHe 3al0CjIeHOr, 3aCTYIIHUKA WIN
oBjamheHOr NpeACcTaBHUKA BJIajJie WM jeJHOT 0] HeHUX YroBapaia TOKOM Tpajamba
PaIHOT 0JIHOCA, 3aCTYNAHKa UJIH NMPeICTAB/babha.

OcerspuBu oganu (Sensitive information) cy mojanu wim cazHamba KOju OM MOTIIH
pe3yiTupaTy ryOUuTKOM ojapeheHe mpeHOCTH Wi cTeneHa 6e30€IHOCTH, YKOJIUKO 01 OMiIn
OTKPUBEHU JAPYTHUM JIMIIMMA KOja MOTY OUTH HENpUjaTeJbCKU HACTPOJEHA WUJIU YHja je
MOY3/IaHOCT MaJjla UM Hemo3Hata. ['yourak, 3moynorpeda, u3MeHa Wil HeoBIalheHu
MPHUCTYT OCET/FUBUM TIOJJallIMa MOXE C€ HETaTMBHO OJIPa3UTH HA MPUBATHOCT HEKOT

JUI1A, TIOCITIOBHUX TajHU Opel)eHoTr MOCIOBHOT Cy0jeKTa WM Yak Ha 6€30€THOCT,

ITpod.np I'opan Maruh 74 beorpan — 2024. ronune



YHYTpAILKBE U CIIOJbHE MOCIOBE oJpeleHe prkaBe y 3aBUCHOCTH OJ1 CTENEHA OCETIbUBOCATH
U IIPUPOJIE THX ITOJATAKA.

JMepunnuuja Law Enforcement Sensitive (LES)/Ocer/buB0 — camMo 32 noJIMIujcKe
cay:k0e — OBa Ha3HAKa HUj€ HAMEHCHA 3a MOJAATKE KOJU Cy YUCTO aJJMUHUCTPATHUBHE
IpUpOJIe WIK NOTUYY U3 JaBHOT U3Bopa. Kopuctu ce y ciyuajy kana ,,0u ce MOTjio
OUYEKMBATHU Ja OM HeoBNAIINEeHO OTKPHUBAE, M3MEHA WM YHUIITABakhe TAKBUX MOJaTaKa
MOTJIO HAaHETH IITETY aKTUBHOCTHMA MOJIMIIN]CKUX CITyKOU Tako 1ITO OM yrpo3uio ucTpare,
KOMIIPOMHUTOBAJIO ONE€palije, WM U3a3BaJI0 CUTYyalllje KOje JOBOJE Y OIAaCHOCT KUBOTE
ITIOBEPJBUBUX JOYLIHMKA, CBEIOKA WJIA areHara’".

CMmartpajy ce oceT/bMBHM MOAalUMA 0€3 03HAKE TAJHOCTH YHje 0M OTKPUBaHk€¢ HAHEJI0
HITEeTY AKTUBHOCTHUMA MOJUIMJCKUX OPraHa UM YIPO3WJI0 BbUX0BE UCTPare Win
omepamnuje.
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TAJHU U JIMYHU [TOJAL
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IMouTHKA HAIMOHAJIHE 0€30€eITHOCTH jECTE JIe0 YKYIHE P KaBHE TOJIUTUKE U MPECTaBIba
CKYyIl CTaBOBA, HaveJla U ONpe/ie/behba KOjUMa ce yCMepaBa OJITyurBarbe U JIeJI0BAhE
Peny6mmke CpOuje pajiy 3allITUTE U OCTBapEHa HAlIMOHATHUX UHTEpeca.

[Tonutrka HarmoHalHEe 6€30€JHOCTH CTIPOBOJIU C€ MPEAY3UMakbeM CBEOOYXBATHUX U
yckiah)eHux Mepa y pa3auuuTUM 00JIacTMa APYLITBEHOT AKUBOTA.

(Crpareruja HanoHagHe 6€30€1HOCTH)

OCHOBHU KaTeTOpHjalTHU KOHIIENITH 0€30eTHOCTH
* JuauBuayamHa
= HamnunonanaHa
= PerunonanaHa
» [nob6amna
CexTopu 6€30€1HOCTH
= EkoHomcka 6e36eaHoCT
» CouujeranHa 6e30e1HOCT
» Eneprercka 0e30€1HOCT
» [lomuTnuka 6e30eaHOCT
= Ekonomka 6e30ea1HOCT
= Bojna 6e30eaH0CT

Cucrem HanroHagHe 6€30€THOCTH U 3alITUTa TajJHUX MOoJaTaKa MPeICTaBJbhajy 1Ba KOHIIETITA
KOjH ce y3ajamHO nperinhy. Cuctem HalmoHaiaHe 0€30eIHOCTH peACTaB/ba MaTEpHjaTHU
(CYIITUHCKH) J1€0.
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MMOJIATAK OJ1 UHTEPECA 3A PEITYEJIUKY CPBUJY WIU TAJHU
MMOJATAK

1) moparak ox uHTepeca 3a Peny6iauky Cpomjy je cBaku MmoJiaTaK WiId JOKYMEHT
KOJUM PacIoyiayke OpraH jaBHE BJIACTH, KOjU CE OJTHOCH Ha TEPUTOPUjATHA HHTETPUTET
U CYBEPEHOCT, 3alITUTY YCTAaBHOT MOPETKA, JbYJACKUX U MABLUHCKUX TpaBa U ci1000/a,
HaIlMOHAIHY W jaBHY 0€30€HOCT, 0JI0paHy, YHYTpalllikhe MMOCIOBE U CIIOJHHE MTOCIIOBE;

2) TajHH MOJATAK je MojaaTak oj uHTepeca 3a Penyonuky CpOHjy KOjH je 3aKOHOM,
APYTUM MPOIMMCOM WUJIH OJUTYyKOM HAaJIJISKHOT OpraHa JOHECEHOM Y CKJIaay ca
3aKOHOM, ofipel)eH 1 03HaueH oJipel)eHuM CTeTeHOM TajHOCTH,

Kao Tajau momarak Moxe ce oJpeiuTH NoaTak oJf uHTepeca 3a PenyOnuky Cpoujy uynjum
OM OTKpHBam-EM HEOBIAIINEHOM JIMIlYy HacTaja IITeTa, ako je moTpeda 3allTUTe HHTepeca
Penybonuke CpOuje nperekHuja oJf MHTepeca 3a cio0oAaH npucTyn uHdopMmaimjama o
JaBHOT 3Ha4aja, 0OJIHOCE CE€ HAPOUYUTO Ha:

1) narmmonanHy 0e30emHocT Penyonuke CpoOuje, jaBHy 0€30€HOCT, OJHOCHO Ha
o0pambene, CrioJbHOMOIMTHYKE, 030 JHOCHE U 00aBENITajHE MTOCIOBE OPraHa jaBHE
BJIACTH;

2) onHoce Penyonuke CpOuje ca apyrum aprkaBama, Mmel)yHapoaHUM opraHu3saidjama u
IpYruM Mel)yHapoJHUM CyOjeKTUMA;

3) cucreme, ypehaje, mpojekre, IIIAHOBE U CTPYKTYPE KOJH CY Y BE3H ca MoAaluMa u3
Tad. 1) 1 2) OBOr CcTaBa;

4) Hay4He, UCTPaKMBaYKe, TEXHOJIONIKE, CKOHOMCKE U (PMHAHCH]CKE TIOCIIOBE KOJH CY Y
BE3HM ca ImojanumMa 13 Tad. 1) u 2) oBOr cTaBa.

3akoH o ogOpanm 4. 102 — Mepe 3a1UTHTE TAjHUX MOJATAKA

Tajuu moany Koju ce 0THOCE HA CUCTEM OJI0paHe O3HAUEHHU Kao TMOJIAIM Off HHTepeca 3a
HalMoHalHy 6e30enHocT PenyOnuke CpOuje, kao U TajHU MOJAIM HACTAIU Y paay KOMaHIU,
jenununa u ycranora Bojcke CpoOuje, unjum OU OTKpUBaKkEM HEOBIAITNEHUM JTUITMA
HacTalia ITeTa, ITUTE Ce y CKIIaay ca 3aKOHOM KOJUM ce ypehyje 3amTuTa TajHOCTH
Mo/IaTKa M HE MOTY C€ YYMHHUTH JTOCTYITHHM JaBHOCTH.

TajHuM nmoganmuma 3HAYAJHUM 32 CUCTEM OJ0paHe cMaTpajy ce:

1) momary ¥ JOKyMEHTA OJ1 3HaYaja 3a CHCTEM HallMOHAJIHe 0€30€JHOCTH, YHjUM Ou
OTKpHWBAamkEM HEOBJIAIIheHUM JTUIIMMa MOTJIa HAaCTaTH IITeTa 10 HHTEPECe U IUJbEBE Y
obyractu og0paHe;

2) mojaiy o miaHoBuMa yrnotpebe Bojcke CpOuje, paTHOj opranusanuju u hopMaiyju
KOMaH/I1, jeAnHuIa 1 yctanoBa Bojcke Cpbuje, mogaru o 60pOCHUM U APYyTUM
MaTepHjaTHIM CPEJICTBUMA, OJTHOCHO BPCTaMa MOKPETHUX CTBAPH HAMECHCHUX
notpedbama ondpaHe, YMjuM O OTKpUBAKH-EM HEOBJIAITheHUM JIMITMMa MOTJjla HaCTaTh
IITeTa MO ONepaTuBHY U QyHKIMOHATHY criocoOHocT Bojcke CpOuje;
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3) mojany o MaTeHTHMa 3HaYajHUM 3a 0JI0paHy 3eMJbE M CPEICTBUMA U ypehajuma
HaMEHBEHUM OZI0paHH KOJU Cy Y MPOIIeCy yCBajamba U UCTUTHBAA,;

4) momany 0 BOJHUM 00jeKTHMa U APYTrUM HEIOKPETHOCTHMA 3HAYajHUM 3a 0J0paHy
3eMJb€, M3y3€eB MojaTaka KOju Cy IpeMa MPOIUCUMa O 3aIlITUTH KUBOTHE CPEINHE
HEOITXO/THY 3a TPOIICHY YTHUIIaja Ha )KUBOTHY CPEIUHY;

5) mopanwm o mpexy3eTHM Mepama, pailbaMa i MOCTYIIUMA CaIpKaHH y OJITyKaMa,
HapehemuMa, CaolTekhUMa U IPYTrUM aKTUMa y 00J1acT 0J0paHe 3eMJbe, Unje Ou
OTKpHBAamb€ HAHEJNO IITETy UHTEpPECHMa CHara oj0paHe.

MATEPUJAJIHU EJEMEHTMU — canpxuna, ocHOBH KpuTepujyma ui. 2, 8 u 14. 3TII

®OPMAJIHU EJIEMEHTMU — o0nuk ucrosbaBama, 03Haka TajHoctu wi. 13 3TII +
VYpenda o HaUKMHY ¥ MOCTYIIKY O3HAYaBamka TaJHOCTH MOJjaTaKa, OJHOCHO JIOKYMEHATa;
Ypenba o OamxuM Kputepujymuma 3a ojpehuBame crenena tajuoctu [[PJKABHA TAJHA
u CTPOI'O ITOBEPJBUBO...

KPUTEPUIYMU 3A OAPEBUBAIE TAJHUX ITOJATAKA
., IP’KABHA TAJHA*

Tajuu nmogatak u3 Ypenoe o OIUKUM KpUTEpHUjyMuUMa 3a ojipehuBame CTereHa TajHOCTU
Hp>xaBHa Tajaa u CTpOro MoBEpJbUBO, MOXKE C€ OJIPEAUTH U O3HAYUTH CTEIIEHOM TajHOCTU
AP KABHA TAJHA” ako Ou H-erOBUM OTKPUBAHKH-EM HEOBJIATNEHOM JIUILY, HbeTOBOM
37I0yTOTPEOOM MJIM YHUINITABAKHEM HACTalla HEOTKJIOWHBA TEIIKA IITeTa [0 HHTEpece
Peny6mke CpbOuje, kKoja 3a oCIeUIly MOXKE UMATH:

1) HemocpeaHO U U3y3eTHO 030MIBbHO YIPOXKaABaE TEPUTOPHU]JATTHOT HHTETPUTETA U
cyBepenoctu Penyonuke Cpouje;

2) HEMOCPEIHO M M3Yy3ETHO 030M/bHO YIPOXKaBake YCTABHOT MOPETKA M IECMOKPATCKHX
npuHnuna Penyonuke CpOuje;

3) macoBaH ryOuTaK JbYACKHX KHUBOTA WM U3y3€THO 030UJbHY NPETHY 10 )KUBOT HJIH
3/IpaBJbE JbYIU WIIM UIMOBHHY BEJTUKOT 00MMa;

4) u3y3eTHO 030MJbHY U JIyrOPOYHY HITETY 10 €eKOHOMCKe uHTepece Pemyonnke Cpowuje;

5) u3y3eTHO 030MJBHO YIPOKaBamk-¢ HAIIMOHAIHE U jaBHE 0€30€HOCTH, 0I0paHe WK
AKTUBHOCTU 0€30€JHOCHUX M 00aBEILITaJHUX CITYXKOHU;

6) M3y3eTHO 030MJBHO YIpOKaBamke HHTEpEca KPUBUYHOT TObEHba, Cy30Hjama
KPUBHYHUX JieJia U QyHKIIMOHHUCAka TIpaBocyha;

7) W3y3eTHO 030MJBHO yIpOXKaBarhe ONePaTUBHUX U (DYHKIIMOHATHUX CIIOCOOHOCTH
Bojcke Cpbuje u apyrux cHara ogopane Pemy6iauke Cpouje;

ITpod.np I'opan Maruh 79 beorpan — 2024. ronune



8) m3y3eTHO 030MJbHO yIpoKaBame MeljyHapoaHor monoxaja Penmyonuke Cpouje u
capalme ca IpyruM apkaBama, Mel)yHapOTHUM OpTraHHu3aIiijaMa u pyrum
MelhyHapoIHUM CyOjeKTHMA.

KPUTEPNIYMU 3A OAPEBUBABE TAJHUX ITOJATAKA HA OCHOBY
[TPOITMCA O OJIbPAHU

[Tomamu 3Ha4ajHU 3a CUCTEM OI0paHE KOJU Ce MOPajy YyBaTH U IITUTUTH Y CKJIaay ca
3aKOHOM KOJHUM ce ypelyje 3amrtura TajHOCTH Moj1aTaka cy:

1) momamu caap>kaHd y BOjJHUM, CKOHOMCKHM U JIPYTHUM TIPOIICHaMa, Ha KOjuMa ce
3acHuBa nojautuka Penybmuke CpoOuje;

2) nonaru canpkanu y [lnany onopane PenyOauke Cpouje;
3) mojanu cajapkaHH y miaHoBuMa ynorpede Bojcke Cpouije;

4) mojaIy 0 ONePaTUBHUM U (PYHKIIMOHATHUM CIIOCOOHOCTHMA MUHHUCTApCTBa 010paHe
u Bojcke CpOuje, Kkao u Apyrux oprasa, npeayseha u nmpaBHUX JHUIA Kaja Cy y
dbyHkuMju onOpaHe;

5) momanu caap)kaHH y aKTHMa O opranu3anuju u ¢popmaruju Bojcke Cpouje;

6) momary cajap)kaHH y IJJaHOBHMA W IIporpaMuMa pa3Boja 3a jaBHa mpemy3eha,
MpUBpEIHA IPYILITBA U Apyra MpaBHa UL KOja Cy 0] MOCEOHOT 3Hayaja 3a 0J0paHy
3eMJbE;

7) mopany o BPCTH, YKYITHO] KOJMYMHHU M pa3MeIlTajy poOHUX pe3epBu PenyOnke
Cp6wuje u KanmanureTiMa 1 MOryhHOCTHMA paTHE TIPOU3BOIHE;

8) mopnanum caap)kaHu y aHaJIM3ama M olleHama CTarba MpHUIpeMa 3a oaopany PenyOnuke
Cpoygje;

9) mopanu caap)kaHu y IJIaHOBHMA MpHUIpeMa U ypehema apikaBHe TepUTOpHje 3a
notpede oiopaHe 3eMIbe;

10) momary 0 BOjHUM 00jeKTUMA U 00jEKTUMA KOjU CY OJTYKOM HaJJISKHOT OpraHa
oapehenun kao 00jeKTH 0] MoceOHOT 3Havaja 3a o10paHy 3eMJbe (JIOKaluja, Ha3uB,
CTPYKTYpa, ONPEMIbEHOCT ¥ JIPYTH TOIAIM KOji OW y paTHOM M BaHPEIHOM CTamy
OWJIM O] TOCEOHOT 3Havaja 3a 0JI0paHy 3eMJbe);

11) momany 0 HAyYHUM, TEXHHYKHAM M TEXHOJIOIIKUM POHAIACIIMMa KOjH Cy OJ1 TOCEOHOT
3Ha4aja 3a 0J0paHy 3eMJbE;

12) momaru o cpeAcTBUMA U ypehajuMa HaMelEHUM OJI0paHu 3€MJbe, KOjH Cy Y MPOIIECY
yCBajama U UCIIUTHUBAA;

13) momanu caapkaHu y MpolieHaMa, aHaIu3ama | MojeIMHIM MepaMa JIp)KaBHUX OpraHa,
KOJH Cy OJ] MOCEOHOT 3Hayuaja 3a 0J0paHy 3eMJbe;
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14) mojaiy Koju ce 0JJHOCE Ha OpraHHU3allH]y TCIEKOMYHHKAIHOHO-UH(POPMAIHOHHUX
CUCTEMA y MHUPY U paTy, IJIAHOBE M CPEJICTBA 32 KPUMTO3AIITUTY, KAO ¥ MOJAIN KOjU
Ce OJHOCE Ha MPOIMHCaHe HOPME U MOCTYIIKE CIIPOBONEeHa KPUTITO3AIITHTE;

15) momamu koju ce 0JTHOCE Ha paTHY OpraHu3allnjy AP KaBHUX OpPTraHa;

16) mojamu caap:kaHd y MOOMJIN3aIljCKUM IJIAHOBUMA jaBHUX mpeay3eha, mpuBpeHux
JpyIITaBa u APyTuX MpaBHUX JIMIA KOja Cy OJ] TOCEOHOT 3Havaja 3a 0JI0paHy 3eMJbE;

17) mojamu cajapkaHy y TUTAaHOBUMA OpraHu3aIuje 0e30eJHOCHO-00aBEIITajHUX CITYKOH,
OTIepaTHBHH MOAAIM CITYX)Ou 6€30€THOCTH y BE3U ca KOHTPAOOABEIITajHOM U
0e30eTHOCHOM 3aIITHTOM U 00aBEIITajHH TOAAIU U TIOAAIN Y BE3H Ca BhUMa;

18) nogaru BojHe monuiije o 00aBibamy MOCIOBa Cy30Hjarba KPUMHHAIUTETA,
o6e30ehema oapeheHnx TMYHOCTH, Haj3HaUaJHUjUX BOJHUX 00Ojekara, TIOKyMeHaTa 1
HAOpYy’Kama U TOJaIN Y BE3U ca HhIMa,

19) nogamu caapkanu y 6€30¢THOCHUM IPOIICHAMa U TIOJIAIM CaJIp’KaHu y JOKYMEHTHMA
JIOHETUM Yy CKJIay ca 0€30eTHOCHHUM MpOolleHAMa;

20) mogany 0 MaTepUjaTHUM CPEICTBUMA HAMEHCHUM TIoTpedama o10paHe;

21) moaany Koju MPOUCTEKHY M3 HCTPAKUBakbha MeOJIOIKOT cacTaBa 3eMJBHIITA,
reoMarHeTu3Ma, XuJIpoJIOIKIUX KapaKTepUCTUKA TEPEHa, KOJU Cy OJ] TOCEOHOT 3Havaja
3a 0JI0paHy 3eMJbE;

22) mojany cajip>KaHH y aHajr3ama M olleHaMa CTama IpUIipeMa 3a oJ0paHy jeuHHIA
JIOKaJHE caMoyIpaBe, MOjeIMHUX AP)KABHUX OpraHa M IPYTUX MPaBHUX JIUIIA;

23) mojany caap)kaHu y MHCIICKIINjCKUM M3BEITajuMa ca 00rIa3aka O CTamby
010paMOeHHX MPUTIpPeMa;

24) pornucu 0 pajy Ap>KaBHUX OpraHa, IPUBPEIHUX APYIITaBa U APYTHX MPABHUX JIAIA
3a BpEME PaTHOT U BAaHPEAHOT CTamka;

25) moganu o AyKHOCTHMA U PaJIHUM M (POPMAIIHjCKUM MECTUMA 3HaYajHUM 33 0JI0paHy
3eMJbE;

26) moaanu o opraHu3aidju, GopMaIiji U CTPYKTYPH BOJHOTEPUTOPHjaTHUX OpraHa v
JEIUHUIIA;

27) mopanu caapkaHu y kaprorpadckum myOnukanyjama Koju Cy o1 HHTepeca 3a
010paHy 3emMJbe;

28) aecpoh0oTO CHUMIIM MOAPYYja 3HAYAjHUX 32 OJ0paHy;
29) monaiy o yKyImHOj CTpYKTYPH Kajipa U FbbHXOBOM PACIOpe/ly Ha paTHE Ay KHOCTH;

30) nojamm 0 BpcTaMa M KarnanuTeTHMa IPUPOJIHUX U BEIITAYKUX CKIOHHINTA 32 3aITHTY
CTAaHOBHHUIITBA U MaTepHjalIHUX J00apa y party;
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31) nogarum o Mpeay3eTUM MepamMa M CIIPOBEICHUM pajilbaMa M MOCTYTIMMa, Ha OCHOBY
oJlTyKa, Hapehema, caoniTema 1 IpyriuX akaTta KojuMa ce peryJuiie 00iact ogopaHe
3eMJb€, a YUjUM OTKPHUBAKHEM OM Ce MOTJIa HAHETH IITeTa 1o nHTepece PemyOmke
CpOuje u cHarama oj0paHe 3eMJbe;

32) ApyrH Moaaly KOjH Cy OJ1 CTpaHe HaJIC)KHOT OpraHa yTBph)CHH Kao IMoaIy O
3Hayaja 3a CUCTEM OJI0paHe.

[TocmoBu 071 mOceOHOT 3HaYaja 3a CUCTEM of0paHe Koje y Ip’KaBHUM OpraHUMa,
npeay3ehnMa u qpyrum npaBHUM JIMIIAMA Tpeda IMTUTUTHA TPUMEHOM TIOCEOHUX Mepa
6e30eaHocTH - Wi 3 Ypenode je nmpeasuheno 10 kareropuja...
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TAJHOCT ITIOAATAKA JE YBEK YCJIOBJbEHA

= Koja BpcTa nojiataka je y nuTamy?
» [loj KakBHM OKOJIHOCTHMA?
»  Komuko 1yro ce Mopajy 4yBaTd (MaKCHUMAJIHO)?

OIIO3UB TAJHOCTHA

* (OKOHYaKkEM IPABHOT [10CJIAa WIH pealin3alijoM HeKor aorahaja...
* YV nepuoJu4HOj NPOLEHH. ..

* Ha npenor...

" VY IOCTYNKY BpIIEHA KOHTPOIIE. ..

* Ha oCHOBY O/IJIyKE HAQJIEKHOT OpraHa...

* VY jaBHOM HHTepecy (MUTamke MOCeOHO MHTEPECAHTHO Y TIPAKCH...)

[TPOBJIEM VY ITPAKCHU - TAJHU TTOJJATAK (OPT'AH JABHE BJIACTH)

Opran jaBHe BJIACTH j€ Ap>KAaBHU OpraH, OpraH TEPUTOPHjaJIHE AyTOHOMU]E, OpraH
JEeMHULIE JIOKATHE CaMOyIIpaBe, OpraHu3aIija Kojoj je TOBEPEHO BPIICHE JaBHUX
opnanthema, Kao U MPaBHO JIMIIE KOje OCHUBA JP>KaBHU OpPTraH WM ce (PMHAHCUPA y IIETUHH,
OJIHOCHO Y TIPETEKHOM JiesTy U3 OylieTa, a Koju MoCTyIa ca TajHUM MoJalliMa, OJJHOCHO KOj!
WX CTBapa, MpudaBsba, 4yBa, KOPUCTH, pa3Membyje WK Ha APYTH HauYuH oOpahyje;

TYMAUYEIBE 4. 2. 1. 7 3TII — 1aje MuHuCTAPCTBO NpaB/e

Jbyncke cnobojie 1 mpaBa M 3alITUTA JIMYHUX MOJaTaKa MPeACTaBsbajy Ba KOHIIENTa KOJU Ce
y3ajaMHoO mperuiuhy.

Jbyncke ciiobone v npapa (MPUBATHOCT) MPEACTaBIba]y MaTepUjaIHU (CYIITUHCKHU) J€O0.

MMOJALIM O IMYHOCTU

" ,,MI0JATAK O JMYHOCTH” j€ CBAKM MOJIaTaK KOJU C€ OAHOCH Ha (PU3UYKO JIULIE YHUjH je
UICHTUTET oapeheH uimm oapeauB, HEMOCPEIHO WU TIOCPEIHO, TOCEOHO Ha OCHOBY
O3HaKe UJEHTUTETA, Kao IIITO je UME U UICHTU(UKAIIMOHU Opoj, IMojaTaka o JIOKAIHjH,
uaeHTU(UKaATOpa y €JIEKTPOHCKUM KOMYHUKAIIMOHUM MpEeKaMa MU JeAHOT, OJHOCHO
BHUIIIe 00€eJexkja lEeroBor GPU3NUIKOT, (PU3UOJIONIKOT, T€HETCKOT, MEHTAJTHOT,
€KOHOMCKOT, KYJITYPHOT U JPYILITBEHOT WJEHTUTETA;
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* TeopHujcku — NMpeCTaBIbajy KapaKTEPUCTUUHY 0COOMHY oapeleHor Jbyackor 6uha,
OJTHOCHO CBaKy MH(pOpMaIHjy Koja ce OHOCH Ha (PU3UUKO JIUIIE, KOj€ C€ Y HEKOM
TPEHYTKY MOX€E HICHTU(PUKOBATH.

= EU GDPR (3akoH 0 3a1UTHTH NOAATAKA 0 JUYHOCTH) — CBU IOJAIM KOJU CE€ OJTHOCE
Ha GU3NYKO JIUIIE YUY j€ UACHTUTET oApeleH WK ce MOKe OJIPEIUTH.

" JIMYHH KUBOT — CTAapOCT, BUCHHA, TC)KMHA, TCH, 00JIMK Tea...

" jaBHH KUBOT — [TOPOJMYHH )KHBOT, COIIMjaJTHO OKPYKeHe (TIpUjaTesbu, Bese,
YJIaHCTBO Y OpTraHM3allfjaMa)

* mnpodecuonanna cgepa — odpazoBame, pajgHa UCTOPH]a, TOCIOBHU U (DUHAHCH]CKHU
oTaru

" «O0MYHEe» M «IoceOHe» KaTeropuje nmogaraka — oOM4He Hoce yoOnyajHe
uH(popmanuje, 10K ce MoceOHe OJHOCE HAa TUYHU UICHTUTET JHIa (MIOTUTHYKO U
BEPCKO ONPEEIHEHE, paca, CEKCyalH! KHUBOT...)

" MAaJIOJIETHA U IIYHOJIETHA JIMIA — PA3JIMYATA MEXaHU3MH [IPABHE 3aIUTUTE MTOAATAKA
* 3amrTuheHy moxauy — KOju y>K1BA]y IpaBHY 3alITUTY

" jaBHU MOJALM O JUYHOCTH — JaBHO 00jaBJbeHU TOKYMEHTH, hoTorpaduje, ayiu
3amcu

IToceOHa kaTeropuja nmojaraka o JMYHOCTH, YMja 00pajia HHUje T03BOJbEHA (OCHUM IO/
oJipeh)eHnM ycI0BUMa — IMOCTOjamk€ JaBHOT WJIM NPETEKHUJET TPUBATHOT HHTEPECA):

1) PacHO ¥ €THUYKO MOPEKIIO; 2) MOJUTHYKO MUIIBCH:E; 3) BEPCKO OMPECIbCHE,
4) cUHIUKATHA TPUTIAJIHOCT; 5) TeHeTCKHU Moanu; 6) OMOMETPHjCKH MMOaIH; 7) 3APaBCTCHO
CTame; 8) CeKCyallHU )KUBOT U OPHjCHTAIH]a JIHIIA.

»€HeTCKH MOJATAK” j€ MojaTaK o0 JIMYHOCTH KOjJH c€ OJHOCH Ha HacjeheHa uim creueHa
reHeTcka odesnexja pU3nUKor Jula Koja npyxajy jeIMHCTBEeHY HHhOpMaInjy o
(Y3MONIOTH]H UK 3[IpaBJby TOT JIULA, & HAPOYUTO OHU KOjU Cy TOOH]EHU aHAJIU30M W3
y30pKa OMOJIONIKOT MOPEKIIa;

»OHMOMETPHjCKH NMOAATAK” je TI0/IaTaK O JIMYHOCTH J00HjeH TOCEOHOM TEXHHYKOM 00paioM
y Be3u ca pu3ndykuM obenexjuma, (GU3NOoIOMKUM 00eeKjuMa WIh 00eNIeKjuMa MoHaIamba
(du3uuKor nuia, koja oMoryhasa win noTephyje jJeIMHCTBEHY WACHTU(PUKALIN]Y TOT JIHIIA,
Kao IIITO j€ CIMKA HErOBOT JIMIA WM BEeTOBH JTAKTUIIOCKOIICKU MO/1allu;

»IOJIALM 0 3APaBJbY” Cy MoAalM 0 (U3UUYKOM WIIM MEHTAJIHOM 3/1paBiby (PU3NYKOT JUIIA,
YKJby4yjyhu U OHE 0 IpyXamy 3IpaBCTBEHUX yCIIyTa, KOjuMa ce OTKpHUBajy nH(popMalije o
HETOBOM 3/IPaBCTBCHOM CTamby;

KOH®JIMKTHE CUTYAIIUJE:
»  @uHAHCH]CKA MPUBATHOCT — MOPECKO 3aKOHOAaBCTBO
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Hammonanna 6e30e1HOCT M KpUBUYHE HCTpare — ocedHa KaTeropuja rnojaraka o
JTUYHOCTH

Cnobopa n3paxaBama (JaBHOT TOBOpPa) — MPUBATHOCT

3amTuhenu JMYHU NOAANM OOMYHO YKIbYUY]y, alld CE HE OTpaHHuYaBajy Ha:

MO/IaTKe Yrje 00jaBJbUBALE 3aXTeBa J0CTaBy obaBemTema (Notice Triggering Data);
nojaarke o miaatHuM kaptunama (PCI Data),

[TonaTke o cranoBamy u nopoaui jgunia (Home and Family Data);

MoJIally KOjU MOTY MOCTy>KuTH 3a uaeHtudukanujy nuua (PII Data);

MOJAIM KOjU C€ IITUTE Ha OCHOBY IPOIHCA O 3alITUTH CBHUICHIIMja O YICHUIIMA U
cryneatuma (FERPA-Protected Data) u

3amrrrheny momanu Ha 0cHOBY yroBopHor oaHoca (Contractual Protected Data)

Anpeca ca IMEHOM U NIPE3UMEHOM

E-mail anpeca, IMBI, 6poj Tenedona

Wnentudukaiyja 3a uCIiaTy npeko KpeauTHe

JIMYHY TTOJALIA KapTHIle: UMe U 3a/ka 4 Opoja KpeauTHe
KapTHIle

Jlatym pohema

Bepoucnosect

31paBCTBEHO CTambe

Anpeca 6e3 nMeHa
OIIITH Nwme Ges aapece . . .
I'enepuuka e-mail adresa npr. info@mip.sr
[MOJALI .
CBu mofany U3 KOjUX C€ HE MOXKE OTKPUTH
UJCHTUTET I0jeIMHIIa

YCIIOCTABJBAE 36MPKU TIOJATAKA O JIMYHOCTHU

JINYHU TIOJALIA HA UHTEPHETY MOI'Y CE I'PYIIMCATHU Y KATETOPUJE:
1) AKTUBHU JUTUTAJTHU TPAT'OBHU — nogaiu o cebu (Win o Apyruma) Koje

caM¥ KOPUCHHIIM OCTaBJhajy MPUIMKOMKOPHINNeHha HHTEPHETa, OOMYHO CBECHO, MaJIa
HE HY>KHO U HaMepHO (Ha pUMep — MPUIUKOM KyIIOBUHE HEKUX MPOU3BOJIA,
Mpey3uMamkeM HeUera ca MHTepHETA, MocTaBJbamba GoTorpaduja, oTBBapama npoduia
Ha HEKO]j APYUITBEHO] MPEXKH...)
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2) HACUBHU JUT'NTAJIHU TPAT'OBM — nogaiu Koje KOPUCHHUIIA OCTaBJbajy Ha
WHTEPHETY MPUINKOM KOpHIIINEHa, YIIIAaBHOM HECBECHO (ITyTeM Kostaunha, oThcaka
NPCTH]y, MOIaTaKka O JIOKAIUju, Kopulthema MaMEeTHUX CTBAPHU M TAMETHUX UTpadaKa)

3) INomanu noOHjeHN aHAJM30M NMPBe ABe KaTeropuje moaaraka, momohy anropurama
(kpo3 npodunrcame) 1 y KOMOMHAITM]U ca IPYTUM U3BOpHMA I10JIaTaKa.

JupextHo yBoheme - HoBu cuctem 3amemyje ctapu y oapeleHo BpeMme.

ITapaJjiesiHa MMINIEMEHTALMjA - ¥ CTAPU U HOBU CUCTEM C€ KOPUCTE UCTOBPEMEHO CBE JOK
nporpaMepu He Oyly CUTYPHH J1a HOBU CUCTEM (PYHKIIHOHUIIIE UCITPABHO.

IIuaor npojexat — YBoheme HOBOT CUCTEMAa Ha HEKH €0 aKTUBHOCTH WJIM OPTraHU3alMOHY
JEeIMHUILY, KaKo O ce BUJIENIO Kako he ce ucTu nmokazaTu. AKO Cy pe3ysTatu JoOpHu OHJia ce
HOBHU CHCTEM YBOJAM Y LIEJIOCTU Y CUCTEM.

MEPE 3AIITUTE

Onure Mepe 3a1ITHTE; IOCEOHE Mepe 3aLTHTE;
yyBame, IPEeHOLIeHke U JocTaB/bame TII;
AY’KHOCT 00aBeIITABAKbA

PYKOBAJIAL] TAJHUX [TOJATAKA

[Iponiena moryhe mrere no unrepece P. Cpouje

[Tpouenype oapehuBama TajHUX ToIaTaKa
- @opmanHu €0
- Marepwujanau 1e0

[Tpuctyn TajauM noxanuma — 6e3 ceprudukara, ca
ceptudukaroM u 6€30€THOCHOM IPOBEPOM. . ..

[TocTymak uznaBama ceprudukara — 6e30€THOCHU
YIIUTHUK, TIPOBEPa, PEIICHE, Kada U yIpaBHU
crop

KoHTposia u Haa30p — yHyTpallllkha KOHTPOJIA,
Kannenapuja CHbu3TII, MunucrapcTBo npas/e

Kpusuuno neno (4. 98)

[Ipekpimiajua oxroBopHoct (wi. 99 u 100)
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ITpod.np I'opan Maruh

MEPE 3AIITUTE

TexHu4Ke, OpraHn3anuoHe U KaJpoBcKe Mepe

OobasemiraBame IloBepenuka o mospeau JIII

PYKOBAJIAILL JIMUHUX ITOJATAKA u
OBPABMBAY

[Iporiena ytunaja Ha o6pany JII u munubeme
[ToBepennka

[TogaTak o muuHOCTH Me(DUHUCAH 3aKOHOM
- Hauena
- IlpaBa nuua

[Ipuctyn nuyHuM nojanrMa — Ha OCHOBY 3aKOHA
(OCJI), Ha mpucTaHak, HAJIOT TY>KUJIAIITBA U

cyna...

Konekc nocrynama u u3gaBame cepTudukara

(re mpumemyje ce Ha MVII...)

[ToBepennxk

[IpaBHa cpencTBa, OATOBOPHOCT U Ka3HE

[IpexpmiajHa oaroBOpHOCT (WiI. 95)

Heosnamheno npukynsbame TUUYHAX TO/IaTaKa
(un. 146 K3)

87

beorpan — 2024. ronune



APXNBCKA I'PADBA

* 3akoH 0 apxuBckoj rpahu u apxusckoj aenarnoctu ("Cuyx0enu rimacauk PC",
0poj 6 ox 24. janyapa 2020),

* 3akoH o KyarypHom Hacjely ("Cnyx6enu rmacauk PC", 6poj 129/2021) u

* 3aKoH 0 KyJaTypHuMm aoopuma (,,Cayxx6enu rmacauk PC”, 6p. 71 ox 22. nenem6Opa
1994, 52 on 15. jyna 2011 - ap. 3axonu, 99 ox 27. nenemodbpa 2011 - ap. 3axoH, 6 ox
24. janyapa 2020 - ap. 3akoH, 35 ox 8. anpuia 2021 - ap. 3akoH, 129 ox 28. nenemoOpa
2021 - np. 3aKkoH).

* 3akoHOM 0 apxuBckoj rpahu ypehyje ce: cuctem 3amTute apxuBcke rpahe kao
KyJATYpHOT Hacjieha u JOKyMEHTapHOT MaTepHjajia, lbUX0BO YyBame cpehuBame 1
oOpaza, yCIOBH U HaYWH Kopullhemwa, kao u 3amTtuta ApxuBckor (Gouga Penybnuke
CpOuje kao KyATypHOT Hacieha.

» Peny6nuka Cpbuja, ayTOHOMHE MTOKPAJUHE U jeAUHUIIE JIOKAJIHE CAMOYTIPaBe Cy
Iy’KHE J1a IITUTE U 4yBajy apXUBCKy Ipal)y o1 oniirer uHTepeca, 1a ooe3oene 3a uby
aJIeKBaTHE 00jeKTe, CTPYYHO pyKOBoheme 1 3a/10BOJbaBama 1notpeda rpahana.

[Tutame y npakcu — KaJia U Ha KOjU HAYWH IMTUhEHU TToAaly MocTajy apXuBcka rpaha?

Hp>xaBau apxuB CpOuje je MHCTUTYIIM]a KOja 4YyBa U IITUTH apXUBCKY rpaly HacTamy pagom
Ip>KaBHUX opraHa u uHCTUTYHHja Cpouje 1o kpaja 1918. rogune, apxuscky rpahy u3
BpeMeHa J[pyror CBETCKOr para 1 IOCJIepaTHOT NEPUO/IA, KA0 U JINYHE U OPOINYHE
(dhoH0BE U 30UpKE.

[TocToju u apxuBcka Mpexa Penybnuke CpoOuje...

JaBHa apxuBcka rpala koja cagpxu nmojaTke o JUYHOCTH (MaTUYHE KIbUTE, JINYHA U
MepcoHaIHa J0cHjea, CyACKU MPeIMETH, opecka U (PMHAHCH]CKA IOKYMEHTA, UCTOPH]je
0oJiecTH U MEAUIIMHCKA JOKYMEHTallH]ja, MOMKUCH CTAHOBHHUINITBA U JP.) JOCTYIIHA je 3a
Kopuiheme HaKOH ucTeka poka o 70 roanHa of] JaHa HacTaHka, oqHocHO 100 roguHa o
pohema Jinila Ha KOje ce OJHOCH. JaBHa apXHBcKa rpaha Koja je HacTajia y paay Ciyxou
0e30eIHOCTH KOPUCTH C€ Yy CKIIaay ca oapendama u3 wiana 54. u 56. 3akoHa 0 apXUBCKO]
rpahu 1 apxXUBCKOj CIy>k0u (OrpaHrYera MpaBa Ha MPUCTYM!) Kao U moceOHOr 3aKoHa O
OTBapamy J0CH]jea JIUIa HACTAIIUX Y paay CiIy»K0u 6e30e1HocTy (HUje ToHeT!).

[To mponucuMa 0 KaHIIeIapHjCKOM MOCIOBaKY, PETUCTPATYPCKU MaTEPHjaau IPENO3Hajy
1202 xareropuje Matepujajia Koje ce 4yBajy yrjiaBHOM TPajHO ...
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BOJHU APXHNB

['maBHM 3agaTak BojHOT apxuBa je ma nmpuKyIba, oopalyje, 4yBa, cTaBba Ha YBUI U
ny0JIMKYyje JOKyMEHTa HacTajla y CPIICKO] U JyTOCIIOBEHCKO] BOjCIM Y miepuoy o 1847.
TOJIMHE JI0 JTaHaC, a U Ha/laJbe.

Bojau apxuB je ycTaHOBa 3aIITUTE apXUBCKE rpahe v JOKyMEHTapHOT MaTepujajia Koju
HacTajy y paxy MunucrapcTta ogopane u Bojcke CpOuje, nuiu ce Ko lbHX Halnasu, 00aBjba
apXUBCKY JIETATHOCT 3a oTpebe opraHa ympase HaJICKHOT 3a 0JI0paHy, y CKJIaay ca
onpendama 3akoHa 0 apxUBCKOj rpahu u apxusckoj nenatHoctu ("CinykOeHHU TITaCHUK
Pemmy6mmike Cpouje" 6poj 6/2020) koje peryauiny ae1aTHOCT U HAJIKHOCTH jaBHUX apXUBa,
ponuchMa 0 OJ0paHu ¥ MPOMKUCHUMa KojuMa ce ypelyje BpIehe apxXuBCKe JEIaTHOCTH 32
noTpede ondpane u Bojcke Cpouje.

Bojuu apxuB npukymba, uyBa, cpehyje u oopalyje apxuBcky rpal)y BojHe TpOBEHHUjEHIIN]E
HacTaJle y paay:

* Bojcke KpasmeBune Cpouje,
* Bojcke KpasmeBune Cpba, XpBara u CnoBeHarna, ogHocHo KpasbeBune Jyrocnaswuje,

" CBHUX BOJCKHU U BOJHUX (popMainja u3 Jlpyror cBETCKOTI paTa ca TEPUTOPH]jE KOy j€
oOyxBatana OuBmia Conujanuctuuka OegeparupHa Penybnuka Jyrocnasuja,

" [ociepaTHa apXuBcKa rpaha JyrocimoBeHcke apMuje / JyrocioBeHCKE HapOJaHE apMHuje,
Kao ¥ Ha/IJIKHUX CABE3HUX OpraHa 3a HapoJHYy OJ0paHy,

= Bojcke Jyrocnasuje / Bojcke Cp6uje u Llpue I'ope npouncrekne n3 JHA u
» MunuctapctBa Onopane Penyonuke Cpouje u Bojcke Cpouje.

Jlanac BojHu apX#B 4yBa OKO YeTp/IeCeT MIJIMOHA JINCTOBA apXUBCKE rpahe y yKyIHO]
koJimunHU o7 oko 7300 myxHux Merapa. Behu neo apxuscke rpahe je y 100pom ctamy u
pacmoJiokuB je 3a kopuihemwe y untaonuiy Bojaor apxuBa. Hajctapuja apxuBcka rpaha,
Kao u rpaha koja je omreheHa u y JoleM cTamwy, AUTUTAIM30BaHA € WIH j€ Y MPOIECy
JTUTUTANIM3AIM]e T€ CE MCTa HE U3/laje Ha Kopulhemwe, Beh caMo oHa y TMTUTAITHOM OOJIUKY.
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KOMITPOMUTALIUJA
[MOJIATAKA
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KOMITPOMUTAILINIA 3HAYEE

KomnpomuroBatu:
» Cnopa3yMeTH ce J1a CIIop pery u300pHU CyInja;
= J[OBECTH HEIITO Y MUTAE;

= (CrBapatu Jollle MUIIJBEHE 0 HEKOME; TTOKBAPUTH HEUMJH YIJIe, 100ap riac;
(0)Opykatu; (0)CpaMOTUTH; YHU3UTH; TIOHU3UTH; O3JIOTJIACUTH; OTLJbYHYTH;

" (KOMIPOMUTOBATHU C€) T0NH, TOJIA3UTH Ha JIOII IJ1ac; (U3)ryOUTH YIIIeT;

* Ortkputu mTnhexne noaarake/mHpopmalyje IMIuMa KojuMa Huje 103BOJbEH MPUCTYII,
OJIHOCHO KOja HeMajy MpaBo Ha OBJIallNeH MPUCTYTI.

KOMITIPOMUTAILINJA

1) OcraBsbame MeTasIHEe Kace/ceda Koju caapxu mTrheHe moJaTKe He3aKJbyYaHor,
OTBOpPEHOT U 0e3 HaJ130pa

2) OmoryhaBame ocobama Koje He IMOCeayjy MPOBepy U CepTHU(HKAT Ja UMajy MPHUCTYII
TaJHUM ToaIuMa, OUJI0 YBUJIOM Y T€ TOJATKE U BOH)EHEM JIUCKYCH]a O TajHUM
nojauMa y HeooeszoeheHom noapydjy wim npeko HebeszoeaHe TenedoHCKe JIMHH]C.

3) OmoryhaBame mpucTyIia MojeAUHIIMMA KOJU HE MOCEAY]Y MOCEOHO 0100pCH:C
KOMOUWHAaIMjaMa 3a MeTallHe Kace/cedoBe y Kojuma ce MTUNEHU TOoIally YyBajy.

4) Cname mTrheHHX MmojaTaka myTeM (akc MarimHa.

5) Vknamame mtruheHor moaaTka u3 3rpajie y Kojoj ce uHaue uyyBa 0e3 oaroapajyhe
JI03BOJIE.

6) Kommpame wim yHUIITaBawke MTHhEeHOT TIoAaTka 6e3 oaroBapajyhe npoueaype u
on0pema.

7) reHepucame MTUNEHOT MMo1aTKa Ha HEOJOOPEHOM payyHapy.

8) Uysame nucaHe KOMOMHAIIM]E 3a OTBapame MeTalHe Kace/ceda y Heogo00peHOM
KOHTEJHEPY.
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KOMITPOMUTAILINIJA TIOJATAKA

Security breaches/kpmeme 6e30emHOCTH je HEOBIIAIITEHH MIPUCTYT WHPOpPMAIIHjaMa Ha
Mpekama, cepBepumMa uin ypehajuma, 3a00Mnaxemhe CATypHOCTH Ha THM CHCTEMHUMA, IITO
Ha Kpajy pe3yATHpa OTUIAKkEM HIIM KOMIIPOMUTAIIN]OM TloiaTaka. HapymiaBame
6e36emH0CTH, TaKOl)e MO3HATO KA0 MOBpE/Ia MoJaTaKa, je HeoBIamNeH! MPUCTYIT WK
OTKpHBambE MOBEPJbUBHUX MHPOpMAIHja. YKpaJIeH! aKpeIUTHBH 3a MPHjaBy, YKpaJcHa
CpEICTBA WU I[ypEHh-¢ HHTEIEKTyallHE CBOJMHE Cy CBE BPCTE KpIlekwa nojaTaka. Kpuieme
0e30eTHOCTH MOYKEe YTUIIATH Ha OWJI0 KOjy OopraHu3aljy, 6e3 0031upa Ha BEJIMUUHY.

KIbYUHUA PA3JIO3U 3A KPIIEWKE BE3BEJIHOCTHU ITOJATAKA:
= JbYJACKHU ®AKTOP
= MAJIBEP
» HEJOCTATAK ®U3MNYKE 3AILLUTUTE OIIPEME ¥V CAJBEP bE3GE/ITHOCTU

be30enHoCHM MHIIMAEHT Ce JelIaBa Kaja MoCTOjy CTBAPHU WM MOTEHIW]JaTHU PU3UK 3a
mTuheHe nojaTke u Jajbe KaTeropucaH Kao KpUBUYHO JI€TI0 Uik Tipekpinaj. bezdeanocHu
MHIIMJIEHTH OOUYHO YKJbYUY]y 0€30€THOCHY Mpolielypy Koja HUje Ouia cripoBeieHa Ha
MECTY WJIM HUJe OWJIO TPaBUITHO HaJ3MpaHa win npaheHa, kao mto cy Heobe30eheHu
mTHheHn nojaly, HEMPUKIIATHU IPUjEM OBUX HH(OpMaIKja 0J1 CTpaHEe OpraHa jaBHe
BJIACTH, WJIM OTHUIIaha MM0JIaTaka Koje YKJbydyje mTrheHe nojarke Ha HeKJ1acu(UKOBAHO] U
HeakpenutoBanoj KT mpexu.

IIpexpaj je 6e30€1HOCHN UHUIMIEHT KOJU HE TOBOAM /10 TYOMTKA, KOMIIPOMUTOBAA WIIN
cymmbe Ha 0e30enHocHu nHIMACHT. [Ipekpiaju 3axTeBajy crpoBol)eme MocTynKa
YHYTpaIlli-e¢ KOHTPOJIe Aa Ou Ce MPOIICHUJIE U TIpeLy3esie paamhe 3a UCIIPaBIbamkhe
MOTEHIIUjATHUX HeJloCTaTaka u ciaaboctu y 6e30ea1HocHOM nporpamy. Mako He
MIPEICTaBIbA]y KpIIeHmhe 0€30€THOCTH, aKO CE€ HE UCIIPaBU, IPEKPIIIA] MOXKE JOBECTH 10
ryOuTKa WM KOMIIPOMUTOBaKka TaJHUX MoAaTaka/mTuheHux nojaaraka. [Ipekpiaju Mmory
OWTH HEHAMEPHU WM HEHAMEPHHU M MOTY OTKPUTH HeJaBHE WM MOHaBJbajyhe obpaciie
CYMI-UBOT pacyhuBama, HEOATOBOPHOCTH WJIM HEMapa.

KpuBuuHo aeno je 6e36€1HOCHU MHITUACHT KOju OM pa3yMHO MOTao Jia JOBEJIE UJTH jeCTe
JIOBEO JI0 TyOWTKA WM KOMIIPOMHUTOBAaK-€ IITHNEHNX T0/IaTaka U 3aXTeBa UCTPary pajau
JlaJjbe aHAIM3E U TIOKPEeTamha KPUBUYHOT TTOCTYIIKA.

Kpmewa 6e30e1H0CTH ce 00MYHO KOPUCTE Y OKBUPY KOMIIaHHU]a, OpraHu3aliuja Win
BJIQJIMHUX UHCTUTYIIMja Y KOJUMa j€ CUCTEM 3allTUTE MOJaTaKa yCIIOCTaBJbEH 3a MPUCTYII
MOBEPJbUBUM HH(OpMalMjaMa Kao IITO Cy UICHTUTETH, aJpece e-TOoUITe, J03UHKE,
oceTJbuBe (PrHaHCH]CKE UH(pOpMaIUje UTA.

Hedbununuja:
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Data Breach/KomnpomuTariiuja nmogaraka je 6€30¢1HOCHH HHIUACHT Y KOME C€ OCETJbUBH,
3amTHheHn WK MOBEPJbUBH MOAANM KOMUPA]y, MPEHOoce, TIeAajy, Kpaay HId KOPUCTE O
CTpaHe I0jeIMHIIa KOjH je HeOBJallheH 3a MPUCTYII TUM MOJIalluMa.

[ToBpene nmuYHUX MoIaTaka MOTY Jla YKJbY4yjy (PMHAHCH]CKE TIOJJaTKE Kao IITO Cy KpeIuTHA
KapTHIIa Wi OAHKOBHU TIOJIAIlH, ITOIAIN O 3PAaBCTBEHOM CTamy (JTMYHOM 3/APaBIbY ), THIHE
uaeHTUGUKaIMone nHpopmaliije, ToCIOBHE TajHE KOPIopallija Wil HHTSICKTyalTHe
cBojuHe. Behuna xommnpomuTanyja mojataka ykjbydyje NpeKOMEPHO U3JI0KEHE U ParmbHBE
HECTPYKTYpHUPAHE MOJIaTKE - TaTOTEKE, TOKYMEHTE U OCET/hUBE WHPOpMAIIH]je.
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I''TABHU Y3POL1 KOMITPOMUTAILIMIE ITOJATAKA

m XAKOBAHE NIN 3/TORYAHU
MPOIPAM

B N3/TOXKEHOCT HENAXKHOM

m MPEHOCHUM YPEBAIN

PU3SNYKU TYBUTAK

m [IPYTO

KOMIIPOMUTALINJA TAJHUX ITOAATAKA

* Henamepan HeoBnamheHN MPUCTYI U KOpUIThemne

» Heosnamhena ynorpeba 6a3ze TajHUX Mo1aTaKka

» [Ipobnem nneHTH(UKALINjE U YyBamba MoaTaKa

* HecTtpyuHO U HEMAPHO PyKOBaHhE TEXHUKOM U MOaIMa
» ['yOuTtak HOocaua mojaTaxa

» [IlnujyHaxa, TuBep3uja, XaKTUBU3AM. ..

» (CajOep KpUMHUHAJ, OPTAaHU30BAHU KPUMHUHAI. ..

= Kpahe unenturera

* Heosnamhena ynorpe6a 6a3e TMYHUX Mo/1aTaKa

* JIpobnem uneHTu(UKaLN]je U UyBamba MojaTaKa

* HecTtpyuHo 1 HEMapHO PyKOBame TEXHUKOM U TOJaluMa
» ['yOuTak HOcauya mojaTaxa

» (Cajbep KpUMHUHAJI, OPTaHU30BAHU KPUMUHAI. . .
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CAJBEP IIPETHHE

JIEJIOBAIBE YV CAJBEP [TPOCTOPY PAZIM HAHOIIEKBA IITETE UKT
CUCTEMUMA

Jp:kaBe — ,,cajoep paroBame"

Kopnopanuje — cajoep Hanaam Ha cucteMe 3a o0paay moaaraka
Komnanuje 3a MALVERe — HaHomewe mitete u kpaha nundopmariyja
HNucajaep — mpobaemaTuyaH nojenHaIl yHyTap OpambeHOT MpocTopa
Cajoep Tepopuctu

BotHeT oneparepu — Bpilie Hanaje MPEeKo 3apaKEHUX KOMITjyTepa

310ynoTpede HHTEPHETA M APYLITBEHHUX Mpe:ka — kpahe uaeHturera, kpahe
MHTEJIEKTyaTHEe CBOjUHE, IPEBaApe, 370ynoTpeda aere npeko MHTepHeTa, He03BOJbEHA
TProOBUHA. ..

Mory ce nmojenuTy Ha JB€ KaTeropuje Kaja je ped o Juluma koja ce TuMme OaBe:

1. Amarepu — UMajy OCHOBHO 3HAH-€ WJIH YOIIIIITE HEMA]y TEXHUYKO 3HACE;

2. Xakepu — UMajy HampeHO TEXHUYKO 3HAWkE U JIeJIe CE€ Y TPU IpyIIe:

a. ca 6emum memupoM (enri. White hat) — ,,1o0pu nukoBu‘ Koju paje 3a
opraHu3aliyje Kako 01 ojadanu 6€30€IHOCHU CUCTEM;

b. ca cuBum memmpom (enra. Gray hat) — xakyjy pauyHapcKe CHCTEME, aJid He
YIHE TO 3JI0HAMEPHO, HEeKa/la MOTy TPaXKUTU HEKY BPCTY HaKHaJle 3a CBOj pas;

C. ca upuuM memupom (enri. Black hat) — neoBnantheno xakyjy pauyHapcke
CUCTEME U3 3JIOHAMEPHUX Pa3Jiora, Kako OU HAHEIH IITETY WIH OCTBAPUIN HEKY
100Ut

OpranuzoBaHu XaKkepH

0aBe ce IIMH1jYHaKOM, OPTaHU30BaHUM KPUMUHAJIOM, TEPOPU3MOM, XaKTHBU3MOM,
CIIOH30PUCAHHU Cy OJ] CTPAHE HEKE JIPHKABE.

OBJIUL OJITOBOPHOCTU

KpuBnuno npaBHa

[Ipexpiiajua

PanHo mpaBHa U AUCHMITIIMHCKA
OO6nuranuoHo npaBHa (3a HaKHaAy HITETE)

Mopanna
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HAIIOMEHA

HUJE CBAKA KOMIIPOMUTALINJA IOJATAKA KPUBUYHO JAEJIO,
ITPEKPIIAJ NJIN ITOBPEJJA PAJHE JUCIHUIIJIMHE...
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OBPAJIA TTOJIATAKA
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O OBPAJIU [TIOJJATAKA

OO0pana nogaraka je, TeHepaiaHo, "MPHUKYTJbake U YIIoTpeda mojgaTaka paanu CTBapama
cMuciiene uaopmarmyje."

VY TOM cMECITy MOTJIO c€ cMaTpaTH MOJCKyIioM oOpaje nHpopMaiuja, "mTo je IpoMeHa
(oOpana) nadopmairja Ha OMIIO KOJM HAYMH KOJU JIETeKTyje mocmaTrpad."

OO0pana mogaraka je cBaka pajmpa npeay3era y Be3u ca MoJjalrmMa Kao mTo Cy:

MIPUKYIIJbAbe, OCIIeKEHE, TPEMUCUBALE, YMHOKABAHKE, KOTIHUPAHE, TPEHOIICHE,
IpETPaXKUBabE, Pa3BpCTaBambe, MOXPAbUBALE, pa3/iBajamke, YKPIITamke, 00jeInbaBame,
ynoao0JbaBame, Mewhame, 00e30ehuBame, kopuinheme, CTaB/balkhe Ha YBU, OTKPUBAKbE,
00jaBJpUBamE, MUPEHE, CHUMAKHE, OPTaHU30BALE, UyBakE, IPUIIarohaBame, OTKPUBAHE
IyTeM MPEeHOca WK Ha JPYTHd HAYHWH YHECHE JIOCTYITHUM, IPUKPUBAKHE, H3MEIITAkHE U Ha
JIPYTH HAYWH YUECHE HEJOCTYITHUM, Ka0 ¥ CIIPOBOHEHE NIPYTUX PAbU y BE3H ca
HaBEJICHUM Toarmma, 6e3 o03upa Ja Jid ce BPIIM ayTOMATCKH, ITOJTyayTOMAaTCKH WIIH Ha
JAPYTH HAYMH .

[HOJAEJIA BPCTA OBPAZIE ITOJATAKA

* Pyuna

* JlomyayToMaTu3oBaHa

" AyTOMaTHh30BaHa
VYuyenrthe Bemtauyke UHTEIUTCHIIM]E Y 00paau moaaTaka?
PYUHA OBPAJIA TIOHATAKA

Nako je ynorpeba nojma o6pajia rmojaraka MupoKoO pacipoCcTpameHa o] MeIeCETHX TouHa
20. Beka, pyHk1Mje oOpaje nojaraka pydyHo Cy U3BpIllaBaHe MUJieHHjymuma. Ha

MpUMEpP, KIbUTOBOJCTBO YKJbyuyje (DYHKIIHM]€ Kao IITO cy 00aBJbamke TPAHCAKIM]A U U3paALY
M3BEIITaja Kao IITO Cy OMJIAHC CTama U U3BEIITaj O TOKOBUMA rotoBuHe. [loTnyHO pyuHe
MeToJIe yHarpeheHe cy mpruMeHOM MEeXaHWYKUX UITH eNIEKTPOHCKHX Kankynartopa. Ocoba
YHjU je Tocao OMo Jja u3padyHaBa MpopavyyHe PydHO UM KopucTehu KaakyiaaTop 3Bao ce

,padyHap.*
AyTtomaTtcka obpaja mojgaTaka

ITojam ayToMarcka 0oOpajia rnojaraka mpuMemheHa je Ha orepaliije u3BpIicHe

nmomMohy onpemMe 3a CHUMame, Kao IITO j€ MPUMEHa CUCTeMa OYIIIeHUX KapThIila XepMaHa
Xonepurta 3a nonuc Cjenumennx Amepuukux Jpxasa 1890. ronune. ,,Kopuhemem
XonepuToBOr cucTama OyIIeHHUX KapTulla, KaHIelapHja 3a MOIKUC je ycIiena Ja 3aBpIiu
tabynanujy BehuHe nonucanux nojgartaka u3 1890. roaune 3a ABe 10 TpU TOAMHE, Y
nopehemy ca nonucom u3 1880. ronuue 3a kojy 6110 NOTPEOHO celaM 10 0caM T'OJUHA....
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Takolhe ce mporemyje Aa je Kopuliheme cucTeMa KOju j€ OCMUCINO XepMaH XOJepUT
VIITEIENI0 OKO 5 MIJIMOHA JoJapa y TporkoBuMa oopane ( 1890. rogune) yak u ca
nBOCTpyKO BehumM OpojeM nurtama y ogHocy Ha 1880. roauny.

EJIEKTPOHCKA OBPAJIA IIOJJATAKA

OpnHocu ce Ha ynoTpedy ayTOMaTCKUX MeTo/ia 3a 00pay KoMeplrjamTHuX HHpopMaluja.
KomnjytepuzoBana o6pajia mojgaTaka, Wiu eJIEKTPOHCKA 00paja mojaTaka HacTamua je
KacHH]e, IJIe C€ KOPUCTHU padyyHap yMECTO HEKOJIUKO MojeauHayHuX ypehaja. bupo 3a nmomnuc
y MOYETKY j€ OTPaHMYEHO KOPUCTHUO EJIEKTPOHCKE padyHape 3a nmonuc cranoBHumTaa 1950.
rogune CjenumeHnx Amepuukux Jlpkasa, kopuctehu cucrem YHUBALILL I, ucnopyuen
1952. ronuse.

W3Bopu noparaka ce Jeiie y 1€ KaTeropuje — CTpyKTyHMpaHu U HECTPYKTYUPAHHU.
CrpykTynpanu nojganu:

* PadyHapcKu WM MAITMHCKY T€HEPUCAHM: 110jaM MAIIMHCKUA TeHEPUCAHH TOAAIN Ce
OJIHOCH Ha MOJaTKe KOj€ MPOU3BOIM MallnHa 0€3 JbyICKOT yTHIIaja (CEH30PCKH,
Weblog, y TpeHyTky npojaje u (GPMHAHCHU]CKHU TIOJIalln) .

» Jbyacku reHepucaHu: OBO Cy MoJialiy Koje 00e30el)yjy Jbyiu y UHTEepakiuju ca
KOMITjyTepuma (yJaa3Hu, KIIMK U BE3aHU 3a UTpe).

Hectpykrynpanu nojganu:

=  (CaTenuTCKe CIUKE — BPCMCHCKC ITPHUIJIMKC WJIN ITOJalN ITPUKYIIJbCHU CATCIINTCKUM
HaATrJICoJambCM.

* HayuyHu nopamu — CeM3MHUUKE CIHMKE, aTMOCc(epcku nojaiu, Gu3ruka BUCOKUX
€Hepruja u CINYHO.

Mosxe 00yXBaTHTH pa3IMIUTe Tpoliece, YKbydyjyhu:
* Banupammja — O6e30e1uTH a Cy UCTIOPYUYEHU MOl TAYHU U PEJICBAHTHU.

* Coprupame —,,YpehuBame CTaBKU y HEKOM PEOCIey W/WIH Y Pa3TUYUTUM
CKyInoBHuMa.

* Cymupame — CMambUBaWke I€Tajba NI0AATaKa HA IJIABHY ITOEHTY.
* Arperanuja — KoMOuHOBame BUIIIE JEJIOBA MOIAaTAKA.

* Anajam3a — ,JIpukymbame, opranusaiyja, aHaiu3a, HHTepIpeTaIuja u
NpeACTaBJbambe MoJaTaKa.

= M3BewmrraBame — Jlucra geraba WM pe3uMe MoJaTaka Wik U3padyHaTe
uHdopMmanuje.

* Kiaacupukaumja — Onsajame nogaraka y paznuuure kareropuje (TAJHU ITOJALU,
JIMYHU TTOJALU, ITOCJIOBHE TAJHE, [IPO®ECUOHAJIHE TAJHE...).
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[HOJAEJIA BPCTA OBPAZIE IIOJATAKA

= (Ca npuCTaHKOM JIhIla

* be3 nmpucraHka auna

* Ha ocHOBY 3akoHa

* Ha ocHOBY yrosopa

* 3a iu4yHe notpede

* 3a noTpebe HAyyHOT pajia, CTATUCTHUKA. ..

" 30upKe Mmojaraka

* (¢u3MUKa ¥ MpaBHA JIMIA

" pa3MeHa nojaTaka ca JIpyruM HoJihijama, ciyxoama 6e30eHOCTH. . .

" [pUMeHa MOCEOHUX JIOKA3HUX PahbU WIH CICIHUJATHUX UCTPAKHUX TEXHUKA
" [puMeHa NoceOHUX MOCTyIaKa u Mepa 3a TajHO MpUKyIUbame nojataka (BBA u BOA)

* [IpumeHa onepaTUBHUX METOJIa, MEpa U paJmbu U OJroBapajyhux onepaTtuBHO-
TEXHUYKUX CPEACTaBa, Kao M MOCEOHUX Mepa KOjuMa ce OJICTyIa OJ HETIOBPEIUBOCTH
TaJHOCTH IIMCaMa U JAPyTrux cpeacrasa onmrema (bUA)

OBPAJIA TIOJIATAKA O JJUYHOCTU Y CEKTOPY BE3BEJHOCTHU U
OJIBPAHE

» (OOpana noaaTaka o JUYHOCTH 3a oTpede kpuBuuHor noctynka (K3, 3KII...)

» (OOpana nomaraka o JUYHOCTH y OKBUPY MuHucTapcTBa (hrHaHcH]ja (TopecKa
MOJINIIM]a, IapyHa, 3aKOH O CIIpeyaBamy Mpama HOBIA U (PUHAHCUPaba TEpOpU3Ma. . .)

» (OOpana momaraka o JMYHOCTH y ipuBatHOM cektopy (311, 310, 3/1...)

» (OOpajna momaraka o JMYHOCTH 3a moTpede 6e30eaHoctu u ondpane (30, 3bUA,
3BBAuBOA, 3TII...)

= JleMOKpaTCcKu HaA30p HaJ 00paJoM IMojaTaka O JUYHOCTU O3 MpUCTaHKa
Crangapan ¢popMmyaucaHu Kpo3 Hadena :

" JlerajuTeTa

"  CYNCHIUJApPHOCTH

"  Cpa3MepHOCTH

Y CRUIALY CA JOKYMEHTHUMA YH, EY u YCTABOM PEIIYBJIUKE CPBUJE —
JbYJACKE CJOBO/IE U ITPABA
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OBPAZIA ITOOJATAKA O JIMYHOCTH V:

* JaBHOj ympaBH

= Jaaum npenysehuma (EIIC, BogoBoau, KaHaIu3amuje. .. )
" 34paBCTBY

= [Ipocsetn

* baHkapcTBy

» QOcwurypaBajyhum 3aBoguma. ..

* TproBuHU HA BETUKO U MaJO

* MapKeTHHTY U UCTPOKUBABUMA TPXKUIITA

Perucrpe pazanuurux odauka geaatHoctu soau AlIP...

HAJT30P HAJT BE3BEJITHOCHOM TTOJIMTUKOM
(OBPAJIOM TIOJIATAKA?)

[TOCEBHA KOHTPOJIA U HAZI30P CABETA 3A HAIIMOHAJIHY BE3BE/JIHOCT
= HAPOJ/IHA CKVIIIUTHUHA (ox6opu, komucwuje...)
= BJIAJIA (xpeupame Oyniera, 0100py, MUHUCTAPCTBA...)
= [IPABOCYBE (nocebne mepe, moCTyMIIHN...)
= JIP’)KABHA PEBU3OPCKA MHCTUTYLJA
= JABHOCT 1 HEBJIAJIMH CEKTOP
= VH, CABET EBPOIIE, EV...
» SAIITUTHUK I'PABAHA 1 TTIOBEPEHUILIN
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ACIIEKTHU 3ALLITUTE
[MOJIATAKA
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3amrTura nojaaTraxKa jC CKYII pa3JIMYUTHX TCXHOJOIKHNX MECTOAA KOjI/IMa CC€ IMIruTajiHu
moJamnu mMTUTC TOKOM IMponucca JUIMTAJIHOT IIPCHOCA ITOJJaTaKa NI AUTUTAIIHEC
KOMYHI/IKaHI/IjG. Buxosom IMPUMCHOM CC OCUT'YpaBa IIPUBATHOCT KAKO JIMYHUX, TAKO U
jaBHI/IX Iogaraka.

3aimitTura nojaraka je HeornxoHa TOKOM AUTUTAITHOT MPeHoca MoJaTaka 0CeT/bUBOT
cajpkaja, Kao IITO Cy BJIaJMHA JOKyMEHTa, 0aHKOBHU MOJAIH, JOKYMEHTA AP KaBHUX
ciyx0u, mojaiy Benukux npexyseha, u ci. [la Ou gurutanHu nmoxany CTUTIN HETAKHYTH Ha
CBOj€ OJIpEAMIIITE, TOKOM MPEHOCAa OHU MOPajy OUTH KOHCTAHTHO 3alITHheHu 01
HeoBJIaTheHOT OTKpUBaWka U MPUCTYTA, IPEyCMepaBama U MPEKU1a, HHCIEKIHUje U
Moau(UKalK]je, CHIMamba U YHUIITEHA.

3amTuTa nojgaTaka o JUYHOCTH je CKyn MelyycoOHO oBe3aHNX aKTUBHOCTH, METO/IA,
TEXHHUKaA U HOPMH Kojuma ce 00e30elyje mpuBaTHOCT, CUTYPHOCT, TOBEPJHUBOCT,
PaCIOJIOKMBOCT M MHTETPHUTET MOAATaKa OJT CBHX OMACHOCTH KOj€ UM TIPETE.

CucreM 3alTUTE MOJATAKA O JMYHOCTH CAJPKU CKYII ITpaBUjIa KOje Ce OJTHOCE Ha:
» [lomatke KOju ce MPUKYTLIBA]Y
"  VYcnoBe 3a 103BOJBEHOCT NPUKYIUbAKkA
= (CnyudajeBe rje noctoju 3adpaHa 1 U3y3eTKe
= [IpaBa numa
= (Oprad HaJUIekKaH 3a Ha130p
Onuire Mepe 3alITHTE CE OJTHOCE Ha:
" TIPOLICHY 3Hayaja Mo/IaTaKa;
"  p300p MPOCTOpH]E 3a Paa U JINIIA,;
" HaYWH YyBama U KOpUIThema;
" 3a0paHy MPUCTYyIA U yJIaCKa;
" 3a0paHy CHHMama U YHOIIICHA TEXHUYKUX CPEJICTaBa;
* 3a0paHy HM3JIarama U MPUKa3HBamba;
"  (UBHUKO-TEXHUYKO 00e30eheme;
= 3a0paHy pa3roBopa U KOHTPOIY Mepa.
IToceOHe Mepe ce oHOCE Ha:
* Boheme eBUACHIM]E O T0AaIMa;
" TajHU HA3WB AKTUBHOCTH;
" Kace M moceOHe MPOCTOopE;

" moceOHO 00e30ehuBame MpocTopHuja;

ITpod.np I'opan Maruh 103 beorpan — 2024. ronune



yTBphUBame Opoja mpuMepaka;

MUCMEHO YIYTCTBO 3a paj ca MoJaTKOM;
KOMHCH]CKO YHUIIITABAKE PAJHUX MaTepHjaa;
IIPEHOIICHE KyPHPOM;

NMUCMEHA M3jaBa O YyBamy TajHOCTH,

MUCMEHA MPUMOTIpEaja U KPUIITO-3aIlTUTA.

Mepe Y OAHOCY Ca cTpaHIuMa CC OJJHOCC Ha:

IPETXOAHO MPOyYaBakE U MPOLICHY;

oJipehuBame nojiaTaka;

oapehuBame U NpPUIPEMALE JTUIA;

oJipehuBame mporpaMa Kpetama cTpaHalia mo npeaysehy;
3a0paHy aHra)xoBama CTpaHaIla;

3a0paHy HEMOCPETHOT YBUIA.

Opranmaunone MeEpeE 3alITUTE OAHOCC CC Ha OpFaHI/ISaHij 3alITUTEC IMpoHecca paaa u
(I)YHKIII/IOHHCElH)a I/IH(l)OpMaLII/IOHO-KOMYHI/IKEII_[I/IOHOF CUCTEMA y pCAOBHHNM OKOJHOCTHMA U
BaHPCAHUM CI/ITyaI_II/IjaMa.

Opranu3zanmoHe Mepe 3allITUTE HAPOIUTO O0yXBaTajy:

I[OHOH.ICI—BC OIIIOTEr aKTa O MEpaMa 3alITUTC U TCXHUYKHX YITIYyTCTaBa 3a pajl;

OppehuBame OATOBOPHOT JIMIIA 33yKEHOT 3a CIIpOBOh)eme Mepa 3aIlTHTe
MH(POPMAIIMOHO-KOMYHUKAIIMOHOT CUCTEMA;

VY1BphuBame 00aBe3HUX €JieMeHaTa 3alITUTE MPU MPOJeKTOBaKY WHPOPMAIIMOHO-
KOMYHUKAIIMOHOT cucTeMa (MOJICUCTEMA) U TIPH OTIepaTUBHOM Pay;

3amTruTy MpUCTyIa MoIalliMa | 3allITUTY O] HeoBmamheHor Kopuirhema rmoaaraka u
uHdopmaIyja;

VYTBphuBame noctynaka y ciy4ajy BaHpEeIHUX CUTyaluja (Mepe 3alTUuTe y
BaHpEIHUM CHUTYyalljaMa OJJTHOCE C€ Ha HAaCTaBaK paja y U3MEHCHUM YCIOBUMA WIH
HACTaBakK pajia Ha PE3epBHUM JIOKallMjaMa U OTIPEMHU );

Ocrane mepe HeonxoHe 3a ehukacHO PyHKIIMOHHUCAHE NHHOPMAITMOHO-
KOMYHHKAIIMOHOT CUCTeMa (KOHTpOJIa KaJpoBa Mpu npujeMy, AehUHUCAHkE TTOCI0Ba U
3a/laTaka y4eCHUKA y paay HHPOPMAIIMOHOT CUCTEMa, CTPYUYHO YCaBpIIIaBambe
KaJpoBa, neduHucame 00aBe3a MpaBHUX U (PU3MUKUX JIMIlA AHTAKOBAHUX Ha
OJIpKaBamy MOjeAMHUX JIeJI0Ba UH(POPMAIMOHO-KOMYHUKAIITMOHOT CUCTEMA).
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»  (OpraHu3aoHe Mepe 3alITUTE CIPOBO/IE CE€ Y CKIIaILy ca MPOIMCOM KOjUM ce ypehyje
3aIlITHTA MO/IaTaKka O JMYHOCTH U 00e30ehuBame 1 3amTruta nHHOPMAITIOHO-
KOMYHHKAIIHOHUX CUCTEMA JIP)KaBHHUX OpraHa.

TexHnuke Mepe 3alITUTE OJTHOCE CE Ha 00e30eheme 1 3aIITUTY TTo1aTaka ¥ HHpOopMaIija
U IpyTUX eJeMeHaTa HHPOPMaIMOHO-KOMYHHUKAIIMOHOT CHCTEMa, KOjU C€ OCTBapYjy
MIPUMEHOM MOCEOHUX TEXHUYKO-TEXHOJIOMIKKX IpoIleca paja u/wim crpoBohemeM Hu3ndko-
MaHUITYJIATUBHUX Mepa 3aIlllTUTEe y OWJIo K0joj pouenypu y okBupy panga UKT cucrema.

TexHnuke Mepe 3aITHTE HAPOIUTO OOYXBATA]y:

*  OU3MYKY 3alITUTY 00jeKTa y KOME je CMEIITeHa pauyHapcKa onpeMa u
MIPOTUBIIOXKAPHY 3aIITHUTY;

» (O0e30ehuBame U 3aUTUTY PauyHAPCKE ONPEME U pauyHapCKUX HOCHOLA MOJaTaKa;
" 3aITUTy NPOrpPaMCKe MOJIPIIKE;
" 3aIITUTY pavyyHAPCKUX MpEXka.
TexHuuke mepe 3amTure 00yxBaTajy v Bohemne €BUEHIM]E U BPILICHE KOHTPOJIE:
* AYTEHTHUYHOCTH I0JIaTaka U HHPOpMaIija, BbUXOBUX U3BOPA U KOPUCHUKA;

» (CeneKkTUBHOT MPUCTYIIA MoJanMMa u uHgopmaijama u octaum enementuma UKT
CUCTEMA;

* HuTerpurera nomaraka u3pajoM 3alITUTHE KOIHj€ HA MMOYETKY U Kpajy CBaKOT
mpoIieca paja 1 3alllTUTe apXUBCKUX KOIHUja U MPOCTOPHja y KOjUMa CE€ OHE UyBajy;

* Uurerpurera nonaraka u uapopmanuja y UKT cucremy y ogHOCy Ha mojaBy BHpycCa;
* HuTerpurera u 3amTUTa IOBEPJHUBOCTH MOJATaKa;

» Kopumhewa nocrojehux u onpehuBama pe3epBHUX JOKallM]ja, ypehaja u onpeme Ha
KojuMa he ce yyBaTu Komnuje 6a3a mojaraka u mpojeKTHO-IIPorpaMcKa MoApIIKa 3a
HECMETaH paj y cilydajy OTKa3uBamwa U HapylaBama pefoHor pana UKT cucrema;

* JIpumeHe cTaHIApIHUX U OCEOHUX XUTHJEHCKO-TEXHUYKUX MEpa 3a CBE €JIEMEHTE
UKT cucrema npuankoM BUXOBE U3rPaibe U Kopulihema.

Texnuuke Mepe 3amTuTe MPUMERY]Yy ce Ha CBE MPoIlece MPUKYILJbama, 00pase,
apXUBHUpama, IpeHoca U AUCTPUOyIHje moaaTaka u uapopmaimja u ce aenose MKT
CUCTEMA U CIIPOBOJIE CE Y CKIIay ca MPOMMUCOM KOjuM ce ypehyje 3amrura nmojgaraka o
nuyHoCTU U 00e36ehuBame u 3amrura UKT cucrema npxaBHUX Ooprasa.

JEOUHULIIA

®duznuka 6e30€THOCT WM CUTYPHOCT MOpa3yMeBa MPUMEHY Mepa (PU3UUKE U TEXHUIKE
3aIlITUTE HA TI0jeIMHAYHUM JIOKAIlMjaMa, 3rpajiaMma Wi OTBOPEHUM MPOCTOpPUMA Ha KOjuMa
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ce Hajasze WK 4yyBajy mtuhenu nojany (nHpopMaliyje) Koje 3axTeBajy 3allTUTY OJ1
ry0spema, HeoBIalNeHOT MPUCTYIA, KOMIIPOMHUTOBAakA WK OTyhema.

BULIECJIOJHU CUCTEM 3AIUTUTE-OABPAHA 110 IYBMHU

Mertaanu cedoBu/
CUTYPHOCHHM KOHTEjHEpPH ,

CurypHocHa Bpara+3u/10BH,
ITopoBu, naadonu
/

IDS+ anapmum cucrem
+ cHare 3a peakuujy
Z

KonTtpoJaa npucryna “JAIIITUREH
Yuyrpamme ocurypame +CCTV HOZ[ATAK”

Cno/bHO ocurypame

» JacHo meduHUCAHE ¥ BUAJFUBO O3HAYCHE MPOCTOPHje O€30€HOCHOT MOApyYja/30Ha
(mepumeTpu) WK “peCTPUKTUBHU TPOCTOPH”

»  Dusnuko ocurypame/ayBap, CTpaka + TUM 3a XUTHE HHTEPBEHIIH]e
(ITIOA3AKOHCKA AKTA, UHTEPHMU ITPOITMCHU unu CPIIC A:J12.002)

» [Ipoctopuje (3u10BH, MOAOBH, Tu1ahoHN) — Tpal)eBUHCKE Mepe 3aIITUTE
» Meranne kace — cepou (EN 1134-1)

» Kipyueru u komOuHanuje (EN 1300)

= Pesau nanmpa — [penep

» JloceOna yma3Ha Bparta... (EN 1627)

» [Ipo3opu 3amTrheHu perieTkama, HeIPOBUIHUM 3aBecaMa WA CUTYPHOCHUM
dhonujama

= OOenexeHu TeneoHu, pauyHapH, IPUHTEPH U CII.
* Pe3epBHO HaMajamke eICKTPUIHOM CHEPIHjoM, KiinMa ypehaj

* BenTuianuyjcku, KaHaIU3aUOHU WM JPYTH OTBOPH 3alITHNEHN METATHUM
pelieTkama

» Buneo namsop — CCTV (1ISO 9001 mmm 1SO 14001)
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= Kontpona npuctyna (EN 50133-1 u EN 50133-1/A1)
» [IporuBnpoBainu cucteM ocurypama /IDS (EN 50131-1)

» [IporuBnoxapau cuctem, nerekropu numa (EN 54-1, EN 54-2, EN 54-3, EN 54-4,
EN 54-5, EN 54-11)

»  Anapmau cucteM (EN 50134-1)
Ili1adponu, 3M10BM U MOTOBH

[Tnadonwu, 3u70BU ¥ TOAOBU MOpajy OuTH u3paheHu o1 apMupaHor OETOHA UK YBPCTOT
He3anajbuBOT MaTepujana. Y ciydajy aa cy mpocropuje MelycoOHO moBe3aHe pa3MakoM
n3Mmely miadoHa U KpoBa, Mopajy OMTH OJBOj€HU YBPCTUM HE3alaJbUuBUM MaTEpPH]aioM.

3amTuTa 0X AMPEKTHOT YBU/AA Y IPOCTOPHjY

AKo ce npocTopHja/coba y K0joj ce Hajasze MTUheHn MoIal MOYKe BUACTH CIIOJba Kajaa Cy
BpaTa OTBOPEHA, MPErpajie Uiu 3aBece Mopajy OUTH MHCTAJIMpaHe, Kako Ou ce oHeMoryhuo
JTUPEKTaH YBUJI CTI0Jba y MPOCTOPH]Y Y KOjO] C€ Haa3e MTUheH! Moaalu.

Yaa3
VY npuHIMIy MOpa MOCTOjaTH caMo je/laH yas.

PacBera (HohHa cBeTIa) Ha yla3y/u3na3y Bpara Mopa Jia QyHKIIMOHHUIIIE YaK U Y CIy4ajy
HECTaHKa CTpyje.

VY cnyuajy na Huje Moryhe yHeTH/U3HETH ONPEMY M HHCTPYMEHTE Ha Taj yJia3, MOXe ce
HaIpaBUTH yJia3 32 OTIPEMY/TIPU]JEM.

ITo moTpebu Mory mocTojaTu U BpaTa 3a Cjiy4aj OaCHOCTH KOja C€ MOTY OTBOPHUTH CaMo
U3HYTpa.

Bpara u Opase

Bpara 3a yna3, ynas 3a oTrpemMy/npujeM WA U3Jia3 y Cy4ajy OlacHOCTH MOpajy OUTH
yenuuHay npuHImIy. Ko TBOKpHITHUX BpaTa Ha CIIOjHUM JCIIOBUMA MOPajy OUTH
acTparaju (KOHBEKCHA JIajCHA WJIM JIPBEHA TPpaKa MPEKO MOBPIITUHE WK MPErpajiHe mioue,
O0OUYHO MOJTYKPYKHOT MTOTIPEYHOT Mpeceka). Y KOJIUKO je TOTPEOHO MOCTAaBUTH MTPO30pe —
MOpajy OMTH 3aTBOPCHH Ca CIIOJbHUM WJI YHYTPAIIFbHM METATHUM PEIIeTKaMa.

[TpocTopuja ce He cMe BUACTH KPO3 MPO30pe.

VYna3Ha BpaTa u BpaTa 3a OTIpeMy/IpujeM Mopajy OUTH IBOCTPYKO 3aKJby4yaHa ca 3
MexaHnuke koMOuHoBaHe Opase (Buie oA 1000 komOuHaluja) u OpaBOM Ha KJbyY.

Kao antepnartuBHa mepa, Mel)yTuM, MOKE c€ KOPUCTUTH U TUTUTATHH ypehaj 3a
3aKJbydaBam-€ Kao HOp ypehaj 3a OnomeTpujcKy ayTeHTU(DUKAILIM]Y YMECTO MEXaHUUKE
KOMOHMHOBaHE Opage.
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MexaHuzaMm 3a eBakyallijy y ciy4dajy BaHpEJIHHUX CUTallMja MOpa OUTH MHCTAJIUPAH, TAKO A4
CE€ MO’K€ OTBapaTH camo U3HYTpa.

IIpo3opu
[Ipo3op ce y npuHIHIY HE CME UHCTaJIUpaTH.

Kana je HenzbexxHa yrpaama npo3opa, OHU MOpajy OUTH OrpaHUYCHH Ha MUHUMYM U
OIPEeMJbEHU TBO3JICHUM IIIMIKaMa NMpedHuka 13mMm uinn Buiie u uaTepBanuma o 10 M nim
Bule, y ckiany ca CPIIC EH Crangapauma.

[Ipo3opcko cTakiio Mopa OUTH HEMPO3UPHO Ca CII0jEM KMUaHE MPEKE HIIU JeTHOCTABHO
HEIPO3UPHO, Ca 3alUTUTOM OJ] POBAJIE.

OTBOpu/BeHTHIALMjA/KAHAJ

Jla Gucte cripedniy yia3ak, ocMaTpame WU NPUCITyIKUBaKkE, KaHaie, I1adoHCKe IPo3ope,
0JIBOJIE, TYHEJIM U OCTaJIi OTBOPU MOpajy OMTH 3aTBOPEHH KUYAHOM MPEKOM WIIH
IBO3/ICHUM IIMIIKaMa IpeYHUKa oA 13 mm wim Buie, ca MHTepBaiMMa Mawum o 10 cm, y
ckiany ca SRPS EN crangapauma.

AJIapMHHM CHCTEM

Mopa nocTojati ayToMaTCKU aJapMHH CUCTEM KOJH JIETEKTY]€ OTBapame/3aTBapame BpaTa u
HeoBJamheHe ynase.

AJlapMHH CUCTEM MOpa OUTH AUPEKTHO MOBE3aH Ca CUTYPHOCHUM KOHTPOJIHUM IIEHTPOM U
TaKo MOJICIICH, Ja (YHKIIMOHUIIIE U Y CIIy4a]y HeCTaHKa eJICKTpUYHE CHEPTH]e.

[ToBe3nBame aapMHOT cUCTEMA (OKUYCHE) CE HE CME JIAKO MTPEKUHYTH, TAKO J]a CE CUCTEM
MOpa ajapMHupa TU KaJla ce UCKJbYUH CJICKTPUYHA EHEePTHja WIIN IPEKUHE 0KUUCHHE.

Ilepumerap

[TepumeTap ce MOpa MOCTaBUTH HA OKO O0jeKTaTa y KOjuMa ce Haja3e MTHheHu moaal,
KaKo OM ce Cripeunsio HeoBnanrheH MpucTyII.

[Ipema okonHOCTHMA, OTPEOHA j€ Oorpajia BUCHMHE OJ] 2 METpa WM BUIIE, IPEKPUBEHA
00/IJbUKaBOM >KHMIIOM MJIM CEH30pHUMa KOjH peryjy Ha KoHTakT. OBa orpaja ou Tpedana Outu
WM Ha OETOHCKUM apMHUPAHUM WM Ha YEIHMYHUM CTyOOBHMA.

[Tepumerapcka orpana Mopa OUTH IOCTaBJbEHA OKO CUTYPHOCHUX 00jeKaTa MM YUTaBOT
pocTopa yKibyuyjyhu objexTe.

IlepudepHe KOHTpPOJIHE 00J1aCTH

Jla Ou ce cripeuno HeoBnamheHu TPUCTYI 0e30€JTHOCHUM 00jeKTUMa, U3BaH NEPUMETPA,
nepudepHe KOHTPOIHE 00IacTh MOpajy OUTH ojipel)eHe U MPUCTYI TUM MOAPYYjuMa je
MOTPeOHO KOHTPOJIMCAH.

ITpod.np I'opan Maruh 108 beorpan — 2024. ronune



Curypuocuu koutejuepu/KACE

Tajau moganu Mopajy ce CKIQAUIITUTH Y clieehuM CUTYPHOCHUM KacaMa/KOHTeJHepuMa y
3aBHCHOCTH OJ CTETIeHA TajHOCTH:

= 3a JIPPKABHY TAJHY (AT), kaca/ced koju ce 3akjpydaBa ca Tpu IoJiokaja Toukuha,
KOMOMHOBaHa Opaga,

= 3a CTPOI'O ITOBEPJBUBO (CII), uennyna xaca/ced koja ce 3akjbydyaBa ca
KOMOMHOBaHOM OpaBoOM,

= 3a noBepsbuBO (I1), yenuuHa KyTHja KOja ce MOXKE 3aKJ/bydaTH ca KOMOMHOBAHOM
OpaBoM 3a Oupame; 1

» 33 uHTepHO (M), YenuuHy KyTH]y KOja c€ MOXKe 3aKJby4yaTH.
VYpenba o ogpehuBamy nocioBa 6e30eJHOCHE 3aIITUTE OJpeheHNX JuIia U 00jekaTa
YPEJIGA o noceOHUM MepaMa (pU3NYKO-TEXHUYKE 3aIITUTE TaJHUX MOJaTaKa

ITpaBMWIIHKK O IOCJIOBHOM IPOCTOPY 32 00aBJbaE JETEKTUBCKE JEIATHOCTU U (PU3NYKO-
TEXHUYKUMM Mepama 3a 4yBame 30MpKHU NoJ1aTaka v Ipyrux eBUACHIN]a

[TpaBWIIHHK O HAYWMHY BPIICH-A ITOCIIOBA TEXHUYKE 3aIITUTE U KOpUIThemha TEXHUIKUX
cpencTaBa

Craamapa SRPS A.L2.002:2015 — JlpymTBeHa 6€30€IHOCT — yCiyre mpuBaTHOT 00e30ehema
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PEJIEBAHTHU ®AKTOPA

PeneBantHu akTopu 3a ogpehuBame crenena moTpeOHUx Mepa PU3NIKO-TEXHIIKE
3aIlITUTE CY:

» Jlporena npeTme 3a 6€30€AHOCT MoJaTaKa
* Bpcra nogaraka
= [Ipupoma/o0auK JOKYMEHTa y KOME j€ caJipKaH mojaTak (IITaMItaHu/eIeKTPOHCKH )

I[TPOCTOPHU CA PECTPUKTUBHHUM ITPUCTYIIOM

*  AJIMHMHHUCTpaTHUBHA IOJpyYja/30HE
» besbenHocHa moapydja/ 30He:
o mnoapyyje I crenena 3amrture

o mnoxapyyje Il crenena 3amrure

YOIIIITE BE3BEHOCHA ITIOJPYYJA/30HE

be3bennocHa noapyyja/30He 3aXTeBajy:
" CHCTEM YJIa3HOT Ha/3Upama;
" moceOHa opraHu3aiyja paja;
* 3a0paHa yHOCa (MEXaHUYKHX,EICKTPOHCKUX,MarHETHO - ONTHYKUX JICJIOBA U CIL.);

" (U3UYKO U MPOTHBIPOBAIHO OCUTYPAKE MOCIIE PATHOT BPEMEHA - AJIAPMHU CUCTEM
MOBE3aH Cca CHarama 3a peakuujy 1 HaJ30pHUM LIEHTPOM

BE3BEJITHOCHA ITIOPYYJA/30HE KO/l TAJHUX ITOAATAKA

» PykoBame noganuma crenena tajuoctu [IOBEPJBMBO unu Bumier crernena moryhe
MCKJbYUMBO y 0€30€THOCHOM Wi curypHOocHOM noApy4jy I wnu Il crenena 3amure.

* mnoapyuyje | crenena 3amTure:

O Yylia3akK y OBO MOJIpydje MoApa3yMeBa HICTOBPEMEHO U MPUCTYIT TajHUM
nojialumMa.

* mnozapyuyje Il crenena 3amrure:

O YyJla3ak y OBO MOJIpy4je HE MOApPa3yMeBa UCTOBPEMEHO U MIPUCTYII TajHUM
noJanyma.
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[Topen 3akona o nHGoOpMaIMOHO] 6€30€THOCTH, TO j€ U MaTepHuja 3aKOHA O TaJHOCTHU
MoJjIaTaka, 3aKkoHa O 3allITUTH JIMYHUX MOJ[aTaKa, ajlk | MPOMHca y CeKTopy 0e30eTHOCTH U
oJI0paHe, Kao U CIOJHHUX TI0CIIOBA
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KPUIITOBE3BE/ITHOCHA 3AILITUTA 3AKOH O UHOOPMALIMOHOJ
BE3BE/ITHOCTHU

Kommnpomutyjyhe enektpomarnetHo 3pauewe (KEM3) npencraBiba HeHaMmepHe
EJIEKTPOMAarHeTHE EMHUCH]e TIPIIIMKOM MPEHOCa, 00paie Wiu YyBama MmojaTaka, quijuM
IPUjEMOM U aHAJIM30M C€ MOKE OTKPUTHU CaJpiKaj TUX T0JIaTaKa;

Kpunro6e36eaHocT je koMmoHeHTa nHhopManrone 6e30eHOCTH Koja 00yxBaTa
KPHIITO3AIITUTY, YIPaBJbalhe KPUIITOMATEpHjaIMMa M Pa3B0j METO/1a KPUIITO3AIITHTE;

"  KPUNTO3AIITUTA j€ IPUMEHA METO/1a, Mepa U MOCTyIaKa paJu TpaHCPOopMHUCamba
nojaTaka y o0JIMK KOJU UX 3a OJipeheHO BpeMe WIHM TPaJHO YHHU HEJIOCTYITHUM
HeoBamheHnM JININMA;

* kpunrtorpad)cku Npou3BoJ je copTBep win ypehaj myrem kora ce BpIIH
KpPUIITO3AILITHUTA;

"  KpUNITOMATEPUjAIH Cy KPUITOTrPaQCKU MPOU3BOIM, ITOJAIN, TEXHUIKA
JOKyMEHTaIja Kpunrorpadckux mpou3Boja, kao u oaroBapajyhu kpumnrorpadcku
KJbYUEBH,
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KOMITAPATHUBHU ITPUKA3 3AIITUTE ITOAJATAKA VY IIPUBATHUM
KOMITAHNJAMA U JIP’KABHUM OPT’AHUMA

3amTuTa MojgaTaka o HHTepeca 3a
JAPKaBY

Tajuu noganu, TUYHA MOJAM,
npogecuoHan e TajHe (M3y3€THO U
MOCJIOBHE TajHe)

[IporeHa pusrka — 3aKOHCKa 00aBe3a

O3HayaBam€ CTENeHa TajHOCTH
(AT, CILILW)

KonTponucan npucrtyIl, pykoBame U
JOCTaBJbAKE MIOJATaKA

(cHMCTEeMCKH 3aKOHHM, KaHIIEIapHjCKO
MOCJIOBAME. . .)

PykoBanar TajauM moganuma +
pyKoBaJjall JITYHUM TMoJanuma +
YTOBOpHE 00aBe3e 3a MOCIIOBHE TajHE

be3bennocHo cepTtudukoBame
dbu3nukux guna — KO3, 3amtutan
PEKHM paJHUX MecTa + yroBapauw (?)

be3b6ennocHO cepTHhHUKOBAE
TIPABHUX JIMIIA

(moBepseuBe HaOaBke U u 11 +
npojextu CIT u JIT)

Axpeautannja UKT cuctema + 3akon
0 TajHOCTH I0/IaTaKa — IpUMeHa Mepa
KPUITO3AILTUTE

HKT cucremu o1 moceOHOT 3Ha4aja

Du3nuko-TeXxHnuKa 0e30e1HOCT
(MVII + npuBaTtHO 00€30eheme)

113

3amTuTa mogaTraka oj HHTepeca 3a
KOMIIAHUjY

ITocsi0BHE TajHe, TUYHHU NOJALH,
npogecuoHaiHe TajHe (U3y3€THO U
TajHH MOAAIN)

[Iporiena pusrka — yroBopHa o0aBesa

O3HayaBam€ CTEICHA IIOY3AaHOCTH -
confidence (C1, C2, C3)

HNuTepHe npouenype 3a pyKoBame
roJannuma

(CraryTt, yroBopHe obaBese...)

PykoBanan nuuHuX mogaraka +
yroBopHe o0aBe3e 3a TajHe MoJaTKe U
MIOCJIOBHE TajHE

Bpiieme npoBepa mpeko MpUBaTHUX
KOMIIaHHja — KOPIIOpPAaTHBHA
0e30eTHOCT, MHTEJICKTyaTHA
CBOjUHA...

Bpmemwe npoepa mpexo Cyzosa,
ATIIP-a

Kowmeprmjamau INFOSEC cranpapau
(27001, 17799)

UKT cucremu ox moceGHOT 3HaUaja —
akT o 0e30emnoctu UKT

Du3nuko-TeXxHNu4YKa 6e30e1HOCT
(mpuBaTHO 00€30¢eheme)
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[TPOBJIEMUA VY 11PAKCHU
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Kanimeme y 3aKOHOJaBHUM aKTHBHOCTHMA — M3MEHA MPOIKCA U3 PA3IUYUTUX 00J1aCTH U
IUXOBO ycaramaBame ca 3aKoHOM 0 HH(OpMAaImoHoj 6e30eTHOCTH, 3aKOHOM O TajHOCTH
nojiaTaka, 3aKOHOM O 3aIITUTH TOJlaTaKa O JTMIHOCTH.

N30eraBame 3ak0HOM TpeBul)eHNX 00aBe3a, HeJOoCTaTak Mpoleypa U HOpMaTHBE Ha
HI>KUM HUBOMMa, TPOOJIEMHU ca KaHLEIAPH)jCKUM MIOCIOBAKbEM, 3aITUTOM TajHUX M10/1aTaKa
U JINYHUX T0JIaTaka, OTUIIAKEM UCTHX Y Meffje — oJipehuBame pykoBaola TajHUX U JIMYHUX
noJlaTaka y opraty, u3paja oAroBapajyhux ymyTcTaBa 3a paj ca TajHUM U JUYHUM
nojanuma, IjaaHoBH 00paHe, IUIAHOBU 3a BaHPEIHE U XUTHE CUTYallH]j€, IPEHOLIEHE TaJHUX
Y JIMYHUX N0JIaTaKa U CIUYHO.

WNHTeHnuja na ce cBa nmuTama peiianajy 3akoHoM — npodiematuka UKT cucrema u
MTUREHNX To/1aTaka - MoMohy cucTema ,,XOpHU30HTaIHE * KOOPAWHAIIN]E, aJld U OJTHOCA
u3Mmelhy cextopa y oprany jaBHe Biactu. Ha Taj HauMH cTHYe ce yTHCaK Jia je HaMepa
MOjeAMHUX CTPYKTypa Aa ce ycnocTtaBibatkbe KT cuctema u 3amTute nojgaraka
(XOpu3OHTAIHE KOMYHUKAIIU]€) YPEIU 3aKOHOM J€ Y TTPAKCH TEIIKO U3BOJIJbUBO U
HEIPUXBAT/bUBO, OJHOCHO MOTyhe je caMo MO/I3aKOHCKUM aKTHUMa, ypeadama u
MPaBUJIHUITIMA.

Pan ca tajuum u miuunuMm noganuma y UKT cucremuma, enekTpoHCKU MOTIHUC, €IEKTPOHCKA
aJMUHUCTpAIIM]a U BbUXOBO MPEHOIICHE KPO3 cajoep MpOoCTOp — MOJIEIH KOJU C€ pa3BUjajy y
OKBHPY CTpaTeruje pa3noja HHGOPMAIIMOHOT JIPYIITBA U 32 ca/ia MPEACTaBIbajy TEOPH]CKH
Mozell, 0€3 HAIMOHAIHOT aKpPEeAUTALIMOHOT Tejla U MPOMOBUCAKE CUCTEMA KPO3 pa3He
MIPOIIHCE T3B. ,,caMOperyJainuje’ u ,,caMoakpeauTarmje .

Jla:kHOo, HEeTAYHO, MAJTMIITHO3HO M 3JIOHAMEPHO M3BEelITABAK-€ IOHOCHIALA OJIyKa
(paau u30eraBama NpUMeEHe NMPOMNKUCA) 0 CHCTEMCKHUM NpodJjeMHuMa U norpedama
pedopme pana ca UKT cucremuma n mruhenum noganuma.

Pa3zBpcraBame u kinacudukaiyja mojaraka ca Kojuma pacroiaxe opranusaiuja’?

AKTUBHpamkE MEXaHn3aMa MpaBHE U 0€30€JHOCHE 3aIITUTE M0JIaTaKa U MpeHarjialiaBame
UT crpykrypa?

[Hocnenuiie?

Pan ca TajuuM nonauuma 0e3 UMIUIEMEHTAalM]€ 3aKOHA O TaJHOCTHU MOAATaKa — TUPEKTHO
yIrpoKaBame HallMOHaJIHEe 0e30eTHOCTH?

Pan ca nuunnM nopanuma 0e3 UMIUIEMETHAIM]e 3aKOHA O 3alUTUTH MOJaTaKa O JMYHOCTH —
JTUPEKTHO YIpoXkKaBame JbYACKUX c10001a 1 paBa (mpuBaTHocTH)? OBaKBe CUTYaIlHje CYy U
KPUBHUYHO JICJIO U MPEKPII].

HenomtoBame npoueaypa y pany ca TajHUM U JUYHUM TOalliMa

Heosnamheno xopumrheme KT cuctema 3a paj ca TajHUM/THYHAM Mofaruma 6e3
onrorapajyhe TaxHosomke u 6e30€JHOCHE aKpeIUTaINj€ CUCTEMA.
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HeanexkBaTHA U HeI0BO/HLHA 3ALITHTA MOAATAKA

1.

MoryhnocT 310ynorpe0e npoueaypa 1 nojaraka

. Heyjennaden crenen 3amrure
. IIpaBHa HEcUTypHOCT

2
3
4.
S)
6
7

HpO6JICM OpraHu3allMOHUX U TCXHOJIOIIKUX HCAOCTATAKa

. HemoBospHO jacan u Heyckiahen npaBau okBup ca 3TII u 33J1
. Henocrtarak 6e30e1HOCHE KyJIType O 3alITUTHU MOJaTaKka

. Paznuuuro TyMauChC IIPOITUCa

30upke Tajunx nonaraka — [IJIAH O/IBPAHE, IIOBEPJbBUBE HABABKE,
CIIEHUJAJIHE UCTPAXXHE TEXHUKE:

Pexum paga ca TajHuM nojanuma
[Ipouenype oOpajie U UyBama TajHUX MOJATAKA
OG0jaBspuBame MoJaTaka ca CTEIIEHOM TajHOCTH y MeAujumMa?

[Ipouienype y cityyajy OoTUlIamka WU TYOUTKA TajHOT MojaTKa?

30upKe JUYHHUX MMOJATAKA:

Pexxum pazna ca TajHuM noganuma (mpexianama?)
[Tpouienype oOpane TMUYHKUX MoAaTaka (UM UX HEMa WK Cy npejeTabHe?)

JaBHe 30upKe AOCTyIHE JaBHOCTH (Y3 CarjacHOCT WJIM HE - MUTakE JOCTYITHOCTH
JUYHUX TojaTaKa?)

PAJZl CA TAJHUM IIOJALIUMA WNJIN [IUTABE ,,JIPUMATA (JAYET) ,, ITPOITNCA:

Kana 36upke mojaraka Koje cy 03HauU€HE CTETICHOM TajHOCTH Ipejiasze y pekKuM paaa
JIMYHUX nojataka?

Pasrpannueme pa3nnuuTux 001acTu paja, ONepaTUBHOT pajia, HalMOHAIHE
0e30eaHOCTH, TOBpEla pajHe JUCLUUILIMHE, MPOLECYyHpamka MpeKkpiaja i KpUBUUHUX
nena...

Ycknahupame nocrojeher HOpMaTUBHOT OKBHpa ca 3aKOHOM O TajHOCTH nojaTtaka u I'J[I1P-
OM ¥ 3aKOHOM O 3aIlITUTH MOaTaKa O JUIHOCTH:

Mogen Hopmatuse MVYII-a
CBpxa, KOju JIMYHU TTOAAIH, 30UpKeE. ..

,lex specialis derogat lege generali®, ca nonomemem I'JIITP-a Buiie Huje
IPUMEHJbUBA?

[Ipobnem pana ca TMUHUM MOAAIMMA Y JABHUM PETUCTPUMA KOJU CaAPKE JIMYHE TTOIaTKE:
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* Perucrap IpaBHUX JIMLA
= Perucrap HEMOKPETHOCTH

* Perucrap 3ajiora u Ipyrux Tepera. ..

[Tutame kopumthema orepaTUBHUX 30MPKH MOAAaTaKa y TOCTyNIMMa 0e30€THOCHUX TIpoBepa
(3TII — He HaBOMIE CE M3BOPH y M3BEIITA]Y)?

[Tutame nocnenuua 1aBamba HETAYHUX MOJaTaKa y YIIUTHUKY 3a 0€30€IHOCHE ITPOBEpE —
KPUBHUYHA WJIU PaIHO-IIPaBHA OJrOBOPHOCT?

Cnposoheme (3moynorpede) mpolieypa 3aiiTuTe TajHUX nojaTaka — 6e30e JHOCHO
KaJIpupame, 3J10CTaBJbamke Ha pady, IUCKpUMUHAIja?

Kakga je cankiuja 3a 310ynotpeOy npaBa Ha 3alITUTY JJUYHUX MOJaTaKa y HapHUYHOM,
KPUBUYHOM U IPEKPILIAJHOM MOCTYTNKY?

Komnuko he To komratu nopecke ooBe3Huke win oyier Penyonuke CpoOuje?

[TpoGyiemMu y cyJCKUM U JPYTUM IOCTYIIIIUMA ca CIIPOBOheheM BellTaueha UiId HeJIOCTaTaK
Benrraka?

Cyncka mpakca nopakaBajyha kaja je y nmutamy 3alliTuTa mojiataka, Ouiao TajHux, Ouso
JTUYIHUX....
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[IMTABE TECTA

CAJIP)KUHA PEILERA 3A
CJIOBOJIAH ITPUCTVII
UH®OPMAIUIAMA O]]
JABHOT 3HAUAJA
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" o/laBame JIp’KaBHE TajHE W3 ujlaHa 316. cTaB 6.; ojaBama CIy>kK0eHe TajHe U3 ujlaHa
369. craB 5.; onaBama BojHE TajHe u3 wiaHa 416. cta 5. K3

= yjaHa 3. 3aKOHa O TajHOCTI/I IogaTaka

* Ynan 4, 8,9, 13 u 14. 3akoH o ci1060JHOM NpUCTYITy HHPOpPMalIMjama O] JaBHOT
3HayYaja

Unan 3. 3aK0H 0 3aIITHUTH ITOCIIOBHE Ta]He

HAIMOHAJTHA
— I EY nponucu I\ s TNOTUTHKA
BYICKA | Cyrexa FECOH S
YA yA NOJTUTHKA

TIPABA | HAI_II/IOHA.JIHI/I:V fpakca | MOCJIOBHA
— = NOMUTHKA

—_—
—y/ I APBUTPAKE I
\ \

= Jla 1u je ped 0 TajHOM MOJATKY WM MH(POPMAIIMjU KOJOM pacIoja)xe OpraH jaBHe
BJIACTH?

» Jla nu ce yTBphUBamkeM TaJHOCTH NOJlaTaKa MPUKPHUBA MIOCTOjalbe TEUIKUX OBpeEIa
OCHOBHUX ITpaBa 4yoBeKa?

= Jla nu ce yTBphUBameM TaJHOCTH T0JlaTaKka MPUKPHUBA TIOCTOjalbe yTPOKaBamba
ycraBHOT ypehema u 6e30eaa0ocT Cpouje?

» Jla nu ce yTBphUBameM TaJHOCTH TOJIaTaKa MPUKPUBA YUUEH-EHO KPUBUYIHO JIEJI0 32
Koje ce Moke u3pehu 5 ronuna 3atBopa’?

= Jla u ce yTBphUBameM TajHOCTHU MOJIaTaka MPUKPHUBA ITOCTOjalbe KPUBUUHOT Jena?
= Jla mu ce yTBphUBamEeM TaJHOCTH T0JIaTaKa MPUKPUBA MPEKOPAUYCHE OBNANIhema?

» Jla u ce yTBphuBameM TajHOCTH MO/IaTaka MPUKPHUBA 3JI0yNOTpeda CiryKOeHOT
nmoJyioxaja’?

» Jla nu ce yTBphUBameM TaJHOCTHU NOJlaTaKa MPUKPHUBA IPYTU HE3AKOHUT aKT?
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= Jla 1u je moTpeOa 3amTuTe uHTepeca P. Cpouje mpeTekHuja o1 MHTEpeca 3a cJio00/1aH
npucTyn uH(opmaljama oj jaBHOT 3Hadaja?

= Jla niu je uHTepec HaOpojaH y 3akony (9,13 u 14. 3akoHa 0 c1000AHOM MPUCTYITY
uH(pOopMalljaMa O]l jJaBHOT 3Hayaja) CyMmpOTCTaBJbEH HHTEPECY TPAXKHUOIA 1a 3HA?

= Jla 11 61 MpUCTYIIOM OBOj UH(OPMAITU]JU CYTIPOTaH HHTEpeC OO 030MIbHO TTOBpeheH
(TuTame mporeHe mocIeauIa WK OagaHca mpasa)?

» Jla nu notpeda 3alTUTE CYIIPOTHOT HHTEPECa MPETEXKE HAZl TOTPEOOM 3aLITUTE
MHTEpeca Tpaxxuola Ja 3Ha, mpocyhyjyhu HeonxogHoCT yckpahuBamba MPUCTYyIIa MO0
MEpUIIUMA JIEMOKPATCKOT ApyIITBa?

TECT JABHOI' MHTEPECA

Yuan 8. 3CIINJ3

" 12 OCTOje CYNPOTCTAB/beHH MHTEPECH NPABY jABHOCTH /1A 3HA,
" ojaBameM MH(pOpMalMje Taj uHTepec 0uo Ou 030M/bHO MoBpelen (TecT mwTeTe),
* porpebda 3alTUTEe JIPYror HHTEpeca MpeTexe HAJl HHTEPECOM jaBHOCTH /1A 3HA,

" AaKO je TO HeONXOJHO Yy IeMOKPATCKOM JAPYIITBY (aKo ce yckpahuBameM MOHAKO HE
MOTY 3alUTUTUTH TH UHTEPECH, aKO CE 3aIITUTA THX UHTEPECa MOXKE T0/1j€THAKO
OCTBapHUTH HA JPYTH HAUYMH, aKO C€ IPUCTYI TUME yckpahyje y Behoj Mepu Hero mro
j€ TI03BOJHEHO)

Cepxa:

yCIocTaB/bame IPABUYHE PAaBHOTeke U3Mel)y cynporcraB/beHMX HHTEpeca

Kon mpumene tecta jaBHOT UHTepeca usmelyy:
[IpaBa jaBHOCTH Ja 3HA — MMpaBa Ha MPUCTYM UH(POpPMalMjaMa U MTpaBa Ha TPUBATHOCT j€:

Cayuaj ®oun Xanosep nporuB Hemauke-o0jaBbrBame nHopmalja y Be3u 00JIECTH U
Here npuHia Pannjea oq Monaka u ¢potorpaduja

ECJbII-noBpena npaBa Ha MOMTOBAaKE MPUBATHOT U MOPOAUYHOT KUBOTA
Kiby4ynu ¢gaxrop :

Cremnen y kome 00jaBjbHuBame MHPOPMaIIUja JOMPUHOCH JUCKYCHJU O MUTAHUMa O] OTIITEr
WHTEpeca- MOCTOjH JIM jaBHU UHTEPEC 3a OTKpHUBame WH(OpPMAIlMja WIN Ce PaI O
3aJI0BOJbECHY PaT03HAIOCTH

Ocrauau ¢akropu:
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Kakga je caapxuHa TpakeHHX UH(popmalja, popMa U OKOJIHOCTH y KOjUMa CY
doTorpaduje CHUMIbEHE (11a JIU C€ OJHOCE HA IPUBATHE WJIA jJaBHE CTBAPH )

Koju 6u edekat Ha iHIle HA KOJ€ C€ OJHOCH UMAJIO OTKpPUBamke HHPOpPMaIlMje U KaKBa Cy
HETOBA OYCKHUBAhHA

Kakse cy moryhe peaknuje nuiia koja Cy yKjbydeHa H MTOCIIEIHUIIC Mepa cllaBe 0co0e
(moyMTHYap WM caMo jaBHA JIMYHOCT KOja He 00aBJba HUKAKBE 3BAaHWYHE (YHKITH]C)
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Koju dakTopu He Tpeba na Oy1y pesieBaHTHU Y IPUMEHH TeCTa HHTepeca?
» (CTBapame HEMPHUjaTHOCTH OMJIO KOM jaBHOM (DYHKLIMOHEPY UITH CITyKOCHUKY,
* MoryhHOCT TYOuTKa MTOBEpPEHA Y jaBHY YIIPaBY-CIIyKOY

= MoryhHocT na 6u nHbOpMalMja MOTJIa OUTH TIPEBUINIE CTPYyYHA WIIM TEXHUUKE
MIPUPOJIE U J1a je TpaKKJIall He OM MOTao JIAKO pa3yMeTH

* MoryhnocT aa je uadopMaIija HEMOTIIYHA U a OM MOTJIa Ja J1e3UH()OPMHUILIE jJaBHOCT
JaBHU uHTEpEc 3a obenogamuBame nHPpopMarrja Tpedba aa Oyje jak :
» Kaga ce nutame TH4E jaBHEe 0€30€THOCTH WM JaBHOT 3/IpaBJba

* Axo he o6jaBspuBame HHGOpMaIMja YHAIIPEAUTH TIOY3JaHOCT U TPAHCHIAPEHTHOCT Y
HpoIIeCy OATyYNBaba

» Kaja ce nuTame THUE CTUIAKkA U TPOIIICHA JaBHOT HOBILIA

* Akxo he obenogamuBame HHPOpManMja moMohu Ja jaBHOCT pa3yMe MUTAKE O KOME Ce
BOJIM jaBHA WJIM MapjlaMeHTapHa aebaTa, OJJHOCHO pacipaBa

» Kaja ce HeKO UTamke THYE IUPOKOT Kpyra MojeAnHala Wik KaMIambe

CTAHJIAPAUA B. bpuranuja-IloBepeHux

I[TMTABE TECTA

= [IPEIIOPYKA JE JIA OI'OBOPU HA CBA OBA IIMTABA bYAY CAIAPXKAHU
Y OBPA3JIOKERBY PEHIEHA KOJUM CE OJABUJA ITPUCTVYII
NHOOPMALINJAMA O/1 JABHOI' 3HAYAIJA...

= [TPOLUEHE U3 TECTA b TPEBAJIE bBUTU TPAHCITIAPETHE U JOCTYIIHE
JABHOCTU, AJI 3ALLTUREHU ITOJALIY HUKAKO!!!

ITpod.np I'opan Maruh 122 beorpan — 2024. ronune



HA KPAJY
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[TPEIIOPYKE

[ToTpebHO je mpeko ycrocTaBibamba CUCTeMa eAyKalllja, Ha BUILIE HUBOA, KOHCTATHO
oiu3aTH HUBO 0€30€THOCHE KYJITYpE U CBECTH Kajla Cy y MUTaky ITHheHH MoAaly.

[Tutame moaM3ama KamanuTeTa OpraHu3aIlioOHe KYJIType U cajoep XUTHjeHE. ..

[ToTpebHO je HOpMATUBOM U TIOCEOHUM OJJTyKaMa PyKOBOJICTBA MJIM MEHAIMEHTA jaCHO
OJIpeIUTH OJTOBOPHY OPTaHM3ALMOHY CTPYKTYpY 3a ojpeleHe kaTeropuje moaartaxa,
moceOHO 3a TajHE MoJIaTKe, JIMYHE MMOJaTKe, OCIOBHE TajHE U IpodecHoHaIHe TajHE Koje
MIPEICTaBIbajy HAJOCETJHPUBH]E KAaTETOpHje MTUNEHUX MOAaTaKa, Kao M YCTPOJUTH
onrosapajyhe uHTEpHE mporemype 3a 00paay u 3alITUTY THUX MOIaTaKa.

[ToTpeOHO je yCIoCTaBUTH TEXHOJIOIIKE KalaluTeTe 3a 00paay U 3aIlITHTY M0/1aTakKa,
HabaBJbambeM oJpeheHe onpeMe U UMITJIEMEHTAIM]OM OJIroBapajyhux cranaapaa,
SRPS/CPIIC ISO/IAC 27001, ISO 14001 u cnu4yHO, OAHOCHO ycIocTaBsbame ISMS.

[Tojam ISMS mnipencrasspa Cuctem MeHaiMeHTa 6e30e1HOCTH HHbOpMaIlfja U HETroB
3aJlaTaK je YCIIOCTaBJbamhe OPraHu3alnOHO-CUCTEMATCKOT TPUCTYTIA 3a YCIOCTaBIbabe,
MpUMEHY, CripoBolemne, mpahemwe, MPEUCIUTHBAKE, OJIP)KaBAE U TOO0JBIIABAE
0e30eAHOCTH TpolieTypa 00pajie U 3allTUTE ToIaTaka pajy MOCTU3akha 3aKOHOM UITH
YrOBOPOM TpeaBul)eHNX TUJbEBA pajia OpraHa jaBHE BJIACTH WM IIMJbEBA TIOCIOBAbHA
KOMIIaHH]e.

IoTpedHO je yCrmoCTABUTH CHCTEM HAVICKHOCTH /1A je CACBMM jaCHO KO LITA PaJId U KO
3a IITa 0AroBapa.

Hrp. Cunepruja - [IpaBauim 6u tTpedanu OUTH HOCHOIM TIPaBHE MPOOIeMaTUKE U
TyMauema nporuca, 6e36eamaly 01 Tpedaan OMTH HOCHOIIM aKTUBHOCTH JIOKYMEHTOBAHbA
onpehenux porahaja, UT ciyx0a 6u Tpedbasia Outu Hocuiiall oapehenux nporeaypa, ajau cBe
TPU CTPYKType Ou Tpebale pauTy Kao TUM, BOeH MEHaIMEHTOM (PYKOBOJICTBOM)
opraHu3aryje...
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[TMTABA

= TPAHCITAPETHOCT ITPOTUB TAJHOCTH?

= JbYJICKE CJIOBOJE U ITPABA ITPOTHUB BE3BEJIHOCTHN?
= KAKO JEOMHNCATU I'PAHULIE?

» BE3BEIHOCT MJIN CUT'YPHOCT....

= J[IMTABE YHOCA IIOAATAKA VY 3bUPKE (ITPABHU OCHOB, CA U BE3
SHABA JIMIA, AYTEHTUYHOCT 1 UCTUHUTOCT....)

= [IMTABE 3JIOYIIOTPEBE ITPABA

OU3NYKE U TEXHUYKE MEPE 3AIUTUTE ITOJATAKA Y CYIITUHHA
INPEACTABJBAJY KOMBUHAILIMAIJY BE3BE/IHOCHUX ITPOLE/AYPA 1
TEXHNUYKUX CTAHIAPIA, KOJA CE 3ACHUBAJY HA ITPOLIEHU U ITPAKCH...

YAPOBHU WTAIIMh WA ITPUTOAHN MATNIJCKU PUTYAJI HE ITIOCTOJMN...

MICKYCTBA CA TIPETXOJIHUX PAJJHUX MECTA CVY JIOBPA, AJTU HUCY
JIOBOJBHA...

KOHCTATAIINJA:

I[TPUBATHOCT CE MAHU®ECTVYJE KAO IIUTABE OBPA/IE 1 BAILITUTE
ITIOJATAKA YV UKT CUCTEMHUMA.

HE ITOCTOJUN CABPIIIEHA 3AIITUTA ITIOJATAKA 1 UHOOPMAIIMJA Y CAJBEP
ITPOCTOPYVY!

YMECTO 3AK/bYUKA
3A CAIA HOBEK CE HAJIA3M JOLI YBEK YV HEHTPY CAJBEP ITPOCTOPA!

YOBEK JE YBEK HAJCJIABUJA KAPUKA
CBAKOI' CUCTEMA
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