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HAIIOMEHE

wHenowmosare u neumniemenmayuja 3aKona 0 MajHocmu NOOAMAKA NPEOCMAB.bA KPULEHe
HayuoHaiHe 6e30e0nocmu u nanouierve uimeme unmepecuma Penyonuke Cpouje

Osa ckpunma je Kpeupana Kako Ou KOPUCHUYUMA MAjHUX nooamaxa nomoaia 0a 60/be Cno3Hajy u
npubaudce memy Koja ce 00Hocu Ha uH@opmayuony bezoeonocm y UKT cucmemuma 3a pao ca majuum

nooayuma u npedcmas/ba OCHO8 3a 0dsbe YCaspulasare.
Lumw 0602 paonoe mamepujanra Hamerser je noouzary 0e30e0HOCHe ceecmu u Kyaimype, d y C8pXy

3auimume Hayuouanne bezoeonocmu Penyonuxe Cpouje.
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YBO/JIHA PASMATPAIBA
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IMPOIIMCHU KOJU YPEBYJY UHOOPMAIIMOHY BE3BEJIHOCT

v’ 3akoH o Tajaoctu nogaraka (,,Ciy:x0enu riacuuk PC“, 6poj 104/09)

v’ 3akoH o uHpopmMaiuonoj oes3deanoctu (,,Ciyx0enu rmacuuk PC*, 6poj 6/2016,94/2017 u
77/2019), nHoBu 3akon o 1B y npunpemu

v Vpenba 0 moceOGHUM MepaMa 3allITHTe TajHUX MMoJaTaka y HHHOPMAIHOHO-
TeJIeKOMyHUKaIMoHUM cuctemuma (,,Ciryx0enu rmacauk PC, 6poj 97/2011)

v' Vpenba o 6nmxkem ypehemy Mepa 3amrure MKT cucrema ox moceOHor 3uavaja
(,,Cnyxx0enu rinacauk PC*, 6poj 94/2016)

v' Vpenba o 6imkeM caapxkajy akra o 6e36equoctd MKT ox nmoceGHOr 3Hauaja, HAYMHy
IIpoBepe U caJprkajy usBemraja o nposepu 6e36eqnoctu UKT cucrema ox moceGHOr
3Hauaja (,,Ciyx0enu rmacHuk PC”, 6poj 94/16)

v/ AKIMOHM IIJIaH 3a peaju3alyjy CTpaTeruje passoja HH(GpOPMAIMOHOT JPYIITBA U
nHpopmanuone 6e36eanoctr y Penyonmuniu Cpouju ox 2021. no 2026. roaune (,,Ciryx0eHr
rnacauk PC”, 6poj 30/18)

v' Vpenba o kpunrodezdeanoctu u 3amrutu ox KEM3 (,,Ci. rnacuuk PC", 6poj 57/19)

NH®OPMAILMNOHA BE3BE/THOCT- HAJJVIEZXKHOCTHU

» Hamtexuu oprat 3a 6e30e€JHOCHY aKkpeauTaiijy Ukt cucrema (SAA) — Huje oapelen

»  Hamexuu opras 3a uapopmanuony 6e3oeaHoct (IAA) — MunucrapcTBo uHpOpMHUCamba U
TEJICKOMYHHUKAIH]a

= Hagnexnu opras 3a kpunto6e3zoennoct u KEM3 (CAA, CDA U TA) — MunuctapctBo
onopaHe

HHPOBJEMMHA VY ITPAKCH

Opran Haanexan 3a akpeautanujy UKT cucrema — Huje oapehen
Ilose3uBame UKT cucrema

be3bennocHa cBect o 3amtutu nogaraka y UKT cuctemuma
Oobyxa

[Tpumena mepa 3amrute o KEM3 (opranusaimone mepe)

YV V V VYV
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CUCTEM 3ALITUTE TAJHUX ITOJATAKA
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NHP®OPMAIINOHA BE3BEJHOCT

MNepcoHanaHa
6e3beaHoct

WUHAaycTpujcka ApMUHUCTPaTMBHA
6esbeaHocT 6e3beaHocT

Cucrtem
3awTuTte

TajHUX
nopartaka

®dusmnuka KoHTtponau
6e3beaHoct Haa3op

WUHdopmaumnoHa
6e3beaHocT

Cnuka 1. CucteM 3aIUTHTE TajHUX MOJATAKA-EIEMEHTH

CucteM 3allITUTE TAjHUX [I0JATaKa, Ka0 BUIIECIOJHU CHUCTEM 3alUTHUTE, CIYKH LUJby o0e30ehema u
yCarIalieHoCT €a 3aKOHCKMM M MHCTHTYLMOHAJIHHM 33aXTEBHMA, PEaIi30Bamba KOHIENTA 3aIlTHUTE
HalMoHallHe 0e30eIHOCTH U YCIOCTaBJbalhe MehyHapoIHe capaliibe, Ka0 M BHUCOKUX CTaHJapia
KBaJIUTETa KOPIOPATUBHOI YIpaBJbakba M aJICKBAaTHOI IIOHAllama, ajld M OCUTypama CTBapHE
OJZITOBOPHOCTHU U 10OPOI CUCTEMA 3AILTUTE TajHUX [10/1aTaAKA.

CUCTEM 3AIITUTE TAJHUX ITOJATAKA OBYXBATA:

PETUCTAPCKHU CUCTEM;
INEPCOHAJIHY BE3BEJIHOCT;
AIIMUHUCTPATUBHY BE3BE/IHOCT;
OU3NYKY BE3BE/ITHOCT;
NHO®OPMAINMOHY BE3BEJHOCT;
NHAYCTPUICKY BE3BEJIHOCT;
KOHTPOIJIY 1 HAI3O0P.

NV kE RN -
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PETUCTAPCKHN CUCTEM mnpensuba pykoBame TajHUM MOJAIIIMa caMo y ypeheHOM cuctemy
KOju MOpa OUTH YCIIOCTaBJbCH Y CKJIAly ca MPOMKUCUMA M CTaHJapArMa U3 O0JACTH 3aIITUTE TajHUX
rojaTaka.

MMEPCOHAJIHA BE3BE/IHOCT o0yxBara HU3 IIpolieypa Ydju je OCHOBHH ITHJb JIa CE YTBP/IH Ja
JIY HEKO JINIIe MOke OuTH oBnamheHo jaa 1o0uje MpUCTYI TajHUM ToJaliMa, a a IPH TOME He
MIPEJICTaBJba HEMPUXBATJHHB PU3HK 32 HAIIMOHAIHY 0€30€IHOCT.

AIMUHHUCTPATUBHA BE3BE/ITHOCT je anekBarHa u edukacHa KiacupuKkaiuja u 3aTuTa
3BaHMYHUX MH(OpMaIKja KOje 3aXTeBajy 3alITUTY Y HHTEpECY HallMOHaIHe 6€30eIHOCTH Kao U
HUXOBA JIeKJacu(prKaIrja Kaaa BUIIIE HE 3aXTEBa]y 3aIlITUTY.

OU3BNYKA BE3BEJHOCT npencraBiba npuMeHy (pU3MUKMX UM TEXHUUYKHUX Mepa 3allTUTE paau
CIpevyaBamba HEOBJIAUINEHOT MPHUCTyNa TajHUM MOJaliMa U y CYIITUHU IpPEJCTaB/ba KOMOWHALU]Y
6e30eTHOCHUX MpPOILeAypa U TEXHUYKUX CTaHAapia KOju C€ 3aCHUBAjJy Ha IpernopykKama, MpPOLEeHU U
MIPaKCH.

NHO®OPMAINMNOHA BE3BEJIHOCT mnpencraBiba CKyn Mepa koje oMoryhasajy fa mogamu Kojuma
ce pykyje myrem HKT (MKT- wmHbDOpManmmoOHO KOMYHHKAIIMOHE TEXHOJIOTH]E) CHCTeMa Oymry
3amTuheHn o] HeoBIAMNEHOT MPHUCTYINa, Ka0 W Ja CE€ 3aIITUTH WHTETPUTET, PaCIIOIOXKHBOCT,
AyTEHTUYHOCT ¥ HEMOPEIMBOCT THX I0/IaTaka, Aa Ou Taj cucteM (yHKIIMOHUCAO KaKo je mpeasuleHo,
KaJa je mpeABuheHO U M0l KOHTPOJIOM OBJIAITNEHUX JTUIIA.

NHAYCTPUJCKA BE3BEJHOCT npencraBiba IpuMeHy Mepa paau o0e30eherma 3allTuTe TajHIX
rojiataka oj CTpaHe u3Bohava win noanu3Bohaua y mperoBoprMa Koju MpeTXojIe 3aJbyunBamby yroBopa
U TOKOM IIeJIOT BEKa Tpajamba TajHUX/TIOBEPJBHBUX yroBopa. 3Bpiieme MOBEpJHUBOI YroBOpa
MoJjpa3yMeBa CBE pajlibe Mpely3eTe HAaKOH HerOBOT 3aKJby4eHa JI0 M3BpIICHA YyrOBOPHUX 00aBe3a,
OJIHOCHO JIO TIPECTaHKA FErOBOT BAXKCHA.

KOHTPOJIA U HAJI3OP — noapaszymeBa noceOHe Mepe Ha/A30pa HaJl MOCTYHamkeM ca TajHUM
nojanMMa y oprany jaBae Biactu. [loceOHe Mepe Haj3opa o0yxBarajy HemocpeaaH yBU,
oaroBapajyhe mpoBepe U pa3marpame MOAHETUX M3BEINTaja y BE3U ca CIPOBO)EHEM CBHX Mepa
3allITUTE TaJHUX MOJaTaKa WIH jeJJHE, OTHOCHO oJpel)eHrX Mepa 3alTUTE TajHUX MOoAaTaka u
CIPOBO/IE CE€ Y OKBUPY YHYTpAIIhE KOHTPOJIE OpraHa jaBHE BIACTH.

YHYTPAIIIbA KOHTPOJIA - pykoBoaumnal] oOpraHa jaBHE BIAacTH a y Ciyd4ajy mnorpede
CUCTeMaTH3yje ce MOCEeOHO paJHO MECTO WIM Ce 3aayXkyje moceOHa OpraHU3allMOHA jeTUHHUIA Y
cacTaBy OpraHa jaBHE BIACTH

KOHTPOJIA U CTPYYHU HAJI30P — Kannenapuja CaBera 3a HaluoHajHy Oe30elHOCT U
3alITUTY TAjHUX MOjaTaKa

KOHTPOJIA 1 THCIHEKHHUJCKHA HAJI30P - MunuctapcTBO HaJIeKHO 3a IOCIOBE IpaBocyha.
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NHO®OOPMAIINOHA BE3BEJHOCT
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NHP®OPMAIINMOHA BE3BEJHOCT

Bbe3benHocT Ha Mpeku, OJHOCHO OHJIAJH 0€30€THOCT je aKTyelHa TeMa KOja W3a3MBa MaKkby MHOTHX
cy0OjekaTa, a HapOUYHTO je 3HaYajHa 3a KOPUCHHKE M MpoBajaepe uHpopmairone texuonoruje (1T).

[Tojam mH(pOpMarmona 6e30eTHOCT MpeaCcTaB/ba CKyll Mepa Koje omoryhaBajy aa mojamu Kojuma ce
pYKyje myTeM HKT cuctema Oyny 3amTuheHu oa HeoBiamheHOr NMpUCTyNHa, Kao W Jla CE 3allTHTH
WHTETPUTET, PACTOJIOKHUBOCT, AyTEHTUYHOCT M HEMOPEIMBOCT THX IOJaTaka, Ja OW Taj CHCTEM
(GYHKIIMOHHCAO0 KaKo je npeaBuleHo, Kaja je npeaABuleHo U o1 KOHTPOJIOM OBJalIheHuX Juia.

[IpencraBipa mpakcy 3amTuTe WHGOpMaIMja yOnakaBameM pU3MKa M INPEICTaBiba JE0 YIpaBibarba
pusukom (INFOSEC)....

IITA YYHU UHOOPMAIINOHY BE3BE/IHOCT
1. [TUJBEBU

"  OYyBame MOBEPJHUBOCTH, HHTEIPUTETA M JJOCTYITHOCTH HH(OpMaIHja

= 3amTuTa MHpOpManMja u WH(}.cucTeMa o] HEoBIANINeHOT MPHUCTyNa, Kopuimhema,
OTKpHBama, OMETama, MOAM(HUKAIM]Ee WM YHUIITEHA Yy IMiby o00e30ehuBama
MOBEPJPUBOCTH, UHTETPUTETA U JIOCTYITHOCTH

=  OCHTYypaBajy Jla caMo OBJallehH! KOPUCHUIM (TTOBEPJHUBOCT) UMAjy MPUCTYI TAYHUM H
MOTIYHUM UHpOpMaIjama (MHTETPUTET) Kaja je TO MOTPeOHO (IOCTYITHOCT)

"  3aMITUTAa UHTEJIEKTYaJHEe CBOJHHE OpraHU3allHje

"  YIpaBJbake PU3HIIMMA H TPOIIKOBUMA WH(OPMAIIMOHOT PH3HUKA 32 ITOCIOBAKE

=  o0e30ehuBame ga cy MH(].pU3HIU U KOHTPOJIE Y PAaBHOTEKH

= 3amTuTa HHpopMalmja, nad.cucrema win 6aza mojgaTaka oJ HeoBJIalIheHoT MPUCTYIIA,
omrehema, kpahe WK yHUILITEHA

2. MEPE

" CKyN aKkTHBHOCTM M DaJlbU KOje Npeay3uMajy Ip>KaBHU OpraHu, jaBHa mpenyseha,
KOMIIaHHM]€ U MPpaBHA JIMLA Paax 3alTuTe oApeheHux napopmaruja

3. AKTMBHOCTHU

* yaeHTH(UKanMja HHPOpMaIMja M CPOAHUX CPEJCTaBa, NOTCHUMJATHUX MPETHH,
pamUBOCTH U YTHIIAja

" [pOIICHA PU3HKA

" JIOHOUIECHE OJUIyKa O TpeTHpamy pu3MKa (M30eraBmy, yOlakaBamy, pacrolesnd WIn
MIPUXBATaABY)

= u300p u Au3ajH 6e30€HOCHUX KOHTPOJIA U CIIPOBOheHe

" HaJArieAame aKTUBHOCTH U Mpuiarol)aBame MpoMeHama. ...
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CAJBEP BE3BE/ITHOCT

Cajoep 0e30eqHOCT ce MOXXE IMPEJICTABUTH KAa0 IPUMEHA TEXHOJIOTHje, Tpoleca U KOHTPOJIE paau
onOpaHe padyHapa, cepBepa, MOOWITHUX  ypehaja, eIeKTpOHCKUX — CHCTEeMa, MpeXa | IoJaTaka o
cajoep Hamasa.

[use cajoep Oe30eaHOCTH jecTe Aa ce CMamK PU3UK O] cajOoep Hamajga W 3alTHTH O] HeoBJanrheHor
uckopuinhaBama CUCTEMa, MPEKE H TEXHOJIOTH]E.

EJEKTPOHCKA YIIPABA

EnexkTpoHcka ynpasa wim e-ynpasa (euri. e-administration) je tepmun uuje neduHuUIrje Bapupajy
ol yrnotpede mHpopmMaTHUIKe TEXHOJIOTHje Kako OM ce OJIaKIiao mpoMeT WHGOpMaldja U CaBliajaie
¢buznuke npenpeke TpaTUIMOHATHUX cHUCTeMa N0 Kopullhema TeXHOJOruje kako Ou ce nosehana
JOCTYITHOCT ¥ OJIaKIIaJI0 M3BPILEHE JaBHUX CIYKOM Yy KOpHCT rpalaHa, HpuBpeqHUKA, Kao H
3aIllOCIICHUX Y THM CITy)k0ama.

VYcrasbeHno Buleme cTBapu u3a OBUX JAePUHUIM]A j€ Ja je e-yIIpaBa 3alpaBo ayToMaTH3alrja, OJHOCHO
KoMITjyTepu3ainuja noctojeher ,,manup cucrema®, koja he JOBECTHM 1O HOBHX CTUJIOBA yIPaBJbamba,
HOBUX Ha4YMHA pacrpaBibamba U onpehuBama cTpaTervja, o0aBibama MOCIOBa, KA0 U OPraHU30Bamba U
J0CTaBJbamka HHpopMalja.

Pa3Boj e-ynpaBe y Penyoaunu CpoOuju nogpasymeBa yCHocTaB/bambe €PUKACHE W KOPUCHUYKH
OpHJCHTHCAHE yIpaBe y TUTUTATHOM OKPYXEHY, KOja je HHTeporepaduiIHa Kako u3Mel)y pa3nuauTux
HUBOA jaBHE ynpase y CpOuju, Tako M ca jaBHOM YIIpaBOM JpskaBa uianuna EY.

Mehytum, myT oA cTaadjymMa Ha KOME ce TPeHYTHO Hanlazu eYmpasa y CpOuju, 10 HaBEIEHOT KEeJbEHOT
CTama, IPEACTaBJba PACIOH >KEJbEHE NpPOMEHE, KOjU TMOojpa3yMeBa jacHO JeduHUCAE I[UJbEBa
[Iporpama, Kao u Mepa 3a MOCTU3AKkE TUX LIMJbEBA, Ca JACHO YOUJbUBUM Y3POYHO MOCIEIUYHUM Be3aMa.

Ha ocHOBY mpeTxoiHUX pedeHHIa YOWBHMBO j€ Ja caM pa3BOj IOApa3yMeBa KOHLEMLHUjy |
NPUMEHY €JIEKTPOHCKOT MOCI0Bamkha KOje KOPUCTE CBU (3aII0CIICHH Y jaBHOj YIIpaBy, rpal)aHu, MOCIOBHU
JbY/IM, 3aMOCJICHU JbYAU y IPUBATHUM O0jEeKTHUMA UT]L.).

Pa3Bojem e-ynpaBe omoryhaBa ce edukacHHMja yciayra mpeMa CTaHOBHUILITBY, CMambCHE TPOIIKOBA,
jenHocTaBHHU]je 00aBJba-e MOCIOBA Y3 J0OpY OpraHu3aiujy, cy30ujame KopyIiuje u epUKacHU]U 0JTHOC
ca MPUBPEAHUM 00jeKTHMA.

Takohe OGospa GYHKIIMOHATHOCT MPHCTyNa MojaluMa TMoMaxe pa3Bojy eYmpasey CpbOuju jep cy
rpahaHu y IPUIIKIH J1a JIAKO TIPOBEPE TAYHOCT CBOJUX MMOJIaTakKa M Jia ce 1o moTpedu obpare HaANEKHO]
WHCTUTYLIHJU KaKo OM ce TH MOAalH UCIIPaBHIIH.

3akoH 0 uHpopMannoHoj 6e30eTHOCTH

OBuM 3akoHOM cy ypeheHne wmepe 3amTuTe 04 0€30€THOCHUX pHU3MKA y HWH(OPMAIMOHO-
KOMYHHKAITHOHUM CHUCTEMHMAa, OJrOBOPHOCTH MPAaBHHUX JUIA MPHJIMKOM YIpaBJhambha U KOpHUIIhema
MH(OPMAIIMOHO-KOMYHHKAITMOHUX CHUCTeEMa U oJpelyjy ce HaaleHU opraHu 3a CIpoBoheme Mepa
3aIlITUTE, KOOPAUHAIH]Y U3Mel)y uMHUIala 3aTiTe U npaheme MpaBuIHe TPUMEHE TIPOMUCAHNX Mepa
3aIlTUTE.

[Ipod.np I'opan . Maruh 11 beorpan — 2025. roguna



HUKT cucremu o1 mocedOHOT 3Ha4Yaja Cy CHCTEMH KOjU ce KOpHCTe:

= y o0aBJpamy MOCIIOBA y OpraHUMa jaBHE BIIACTH;
= 33 00pamry mojaTaka Koju ce, y CKJIay ca 3aKOHOM KOjH ypel)yje 3alITuTy mojaTaka o JUIHOCTH,
cMaTpajy HapOYUTO OCET/BMBHUM IOAIMMa O JIMYHOCTH;

NHPOPMAIINOHA BE3BEJIHOCT Y P. CPBUJA

Nupopmarnona 6e36e1HOCT je acieKT 0e30€HOCTH KOjH ce 0JJHOCHU Ha 0e30eJHOCHE pU3HKE ITOBE3aHE
ca ynorpe6boM HH(POPMaIMOHO-KOMYHUKAIMOHUX TEXHOJIOTH]ja, YKJbyuyjyhu 0e30eqHOoCT Iojaraka,
ypehaja, nHpopmanmoHux cucrema, Mpexa, OpraHu3aliija u rnojeuHara.

(Ctparteruja pa3Boja mHdopManuoHor ApymTBa U uHpopManuoHe 6e3deanocTu y Pemyommu
Cpouju ox 2021. 10 2026. rogune)

NHPOPMAIINOHA BE3BEJIHOCT

=  Besbeqnoct mokanuje (“cajra’)

= BesbemHocT pecypca

=  Be30eqHoCT KOMYHHKAIIA]CKE MPEKE

= BesbenHoct cepBrca

» be30emHOCT MPUBATHOCTH - JINYHUX ITO/IaTaKa.

Y padyHapckuM Mpexama ce y LUJbYy CIpedyaBama €BEHTYAIHWX Hamaja ¥ moryhux omrehema
rojiaTaka mpuMenyjy oapeheHn curypHOCHU CEpPBHUCH, OJ1 KOJUX Cy Haj3HAYAjHU]U:

= Ayrentudukanuja (authentication);

= Tajaoct nmogaraka (data confidiality);

= Henopuname nopyka (nonrepudation);

= MHurerputet noaaraka (data integrity);

= KouTpona npuctyna (access control) u

= PacnonoxxuBoct pecypca (resource availability)

Pagu nosehamwa IT 6e30eaHocTH OpraHu jaBHe BiIacTH, Hpeay3eha, 0HOCHO KOMMaHHja OOMYHO ce
IpUMeEmYje IIeCT KaTeropuja 6e30eJHOCHUX Mepa.

N360p Mepa 3aBucuhe o morpedbHOT HUBOA 630 AHOCTH
= ommre 6e30eTHOCHE MOIUTUKE U TPOIIeIype,
= co(TBep 3a 3alTUTY O] BUPYCa,
"  JIUTUTAJIHH TOTIUCH,
* mudpoBame,
» samrrutaE 3ugou (firewall) n
" MPOKCH cepBepu
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OIIIITE BE3BEIHOCHE INOJIMTHUKE U ITOCTYIILHU

= Yecra npoMeHa NPUCTYNHUX JIO3UHKU

* OrpaHnyaBame yrnoTpede cucrema

= OrpaHuyaBame MPUCTYIA [TOJaLMa

* VcmocTaBibamke KOHTPOJIE (PHU3UYKOT MPHUCTYTIA

= [logena oAroBOPHOCTH

= [lludpoBame (eHkpumyMja) nogaraxka

= VcnocraBibambe MPOLEAYPATHE KOHTPOJIE

= [IpoBohewe eqykaTUBHUX Iporpama

* lHcneknuja akTHBHOCTH YHYTap CHCTEMa

= benexeme CBUX TpPaHCAKILM]a U aKTUBHOCTH KOPUCHUKA

YPEABA O BJILKEM YPEBEBY UKT CUCTEMA O/l TIOCEBHOT
3HAYAJA

=  bmmxe ypeheme mepa 3amture UKT cucrema

= [locrnoBu U OATOBOPHOCT 3aIOCICHUX

= 3amTuTa nHGOpPMAIMOHUX J00apa

= (CpezacTBa U HMOBHHA 32 HA/I30p HAJl MOCIOBHHUM IpOLIECUMA

=  VYiopaBibame pu3MIIIMa

= Jloctuzame 6€30€THOCTH paja Ha JaJbUHY U MOOWIHUX ypehaja

= (OOpazoBame, 00yKe U eayKaluje + 0AroBOPHOCT

= 3amtuTa Mocie MpPOMEHE pagHor MecTta (YroBOop O NOBEpPJbUBOCTH, Kiay3yja 3abpaHe
KOHKYpPETHOCTH. . .)

= KrnacudukoBame nojgataka

= 3amrtuTa HOocaya rnojaraka

= OrpaHuyeme MPUCTYTA U OoBNaNIheH NpUcTym

= Mepe KpUnTo3allTUTe. . .

YPEJABA O BJIMKEM CAJIPKAJY AKTA O BE3BEJHOCTHU UKT
CUCTEMA O IIOCEBHOI 3HAYAJA, HAYNHY ITPOBEPE U CA/IPKAJY
MN3BEIITAJA ITPOBEPE BE3BE/ITHOCTHU UKT CUCTEMA

Canpxuna akta o 6e36eqnoctu UKT cucrema:

= Mepe 3allTHUTe
"  [IPUHIUIH
"  HaYWHH U IPOLEAype MOCTH3amka HIBOA 0e30eTHOCTH
= oBnamhema U OATOBOPHOCTH
= Pecypcu
KOMITATUBMJIHO CA ISO/SRPS 27001
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Nudopmanmona 6e30eAHOCT TajHUX TojaTaka oOyxBaTa MHTETPHCAHU CKyn Mmelhy3aBucHuX mepa u
aKTUBHOCTH YCMEPEHUX Ha 3alITUTY TajHUX Mojaraka koje ce obpalyjy y UKT cucremuma (MKT-
nH(OPMAIIMOHO KOMYHUKaIMOHE TexHouoruje). [Iponecom 6e36emnocHe akpenuranuje UKT cucrema
yTBplyje ce 1a Ju je CHCTEM IMOCTUTa0 a/IeKBaTaH HUBO 3aIITHTE TajHUX MTO/IATaKa.

be3bennocua Bepudukanuja UKT cuctema o6e3behyje:

e [IOTBpAY Ja M ¢y manupane mepe 6e3oennoctu UKT cuctema npaBuiiHO CIpOBECHE;
e T[IOTBPJY Ja je oJiroBapajyhum TecTupameM IMOCTUTHYT 3aXTEBAaHU HUBO 0€30€¢THOCTH;
® JIOKYMEHTOBam€ pe3yiiTata Bepudukaiuje 6e3oeanocue numruiementaiuje UKT cucrema;

OBo noTBphyje na cy ucnomtoBaHu MUHUMaIHKU O6e30enHocHu crangapau KT cucrema 3a oOpany,
YyBamk€ U pa3MEHy TajHUX I10/1aTaka.

[Ipouenom moryher HapymaBama Oe30eaHocTH TajHuX mnogaraka u 6e36eqHoctu UKT cucrema,
OJIHOCHO TIPOIIEHOM 0e30eTHOCHOT pH3uKa, yTBphyje ce BepoBaTHOha nma he oapehena pamuBocT TOT
cucteMa OMTH UCKopHIIheHa U JOBECTH JI0 HapyIllaBama 0e30€JHOCTH CUCTEMA.

[Iporiena 6e30eAHOCHOT PU3HKaA CITY>KU 32 YTBphUBame 0€30€ THOCHUX PU3UKA, T]. IPETHH U PAlUBOCTH
UKT cucrema, yTBphuBame HHUXOBE BEIWYWHE, KaKO OW ce waeHTH(UKOBaIe 00JacTH y KOjuMa je
notpebHa 3amtuTa Tajuux nogaraka y UKT cucremy.

e [Ipumenom mepa 6e30emnoctu paau 3amrtute KT cucrema moctmwxky ce cneachu edexrtu:
uaeHTuduKanuja ocoda Koje MpUCTynajy CUCTeMY;

® KOHTpOJa W E€BUJICHIIMja MPUCTyNa HA OCHOBY JAaTOT TpaBa MPHUCTymna u3 AchuHUCaHE 0aze
nojaraka;  oOe30chuBame MOy3IaHOT HayWHA Jla Ce YKaKe Ha CTEMEeH TajHOCTH; O
uaeHTU(UKAIMja KOPHCHUKA ©W TOy3JaHa €BHJICHIIMja  OJIITAMIIaHOT, KOIHUPAHOT,
MOIU(UKOBAHOT HITH H30PUCAHOT TajHOT NIOJaTKa; 3aIITUTA BAKHUX TEXHHYKUX M IIPOTrPAMCKUX
eyieMeHara ¥ yHKIIMOHAIHOCT CUCTEMA;

e KOHTpOJA M YIIPaBJbakhe PYKOBAHEM U MTPEHOCOM HOCaua IMoJlaTaka Ha KOjuMa Ce 4yBajy TajHH
MOJIAIIH;

® IUIAaHUpPakE, KOH(UTYpUCakhE, YIIPaBhakbe U KOHTPOJIa MPEXKHUX ypehaja.

OBe mepe 3ajenHo ynHe ocHOBY 3a 3amTuty MKT cucrema o pa3nuyuTHX MPETHH, ald jé BaXKHO
KOHTUHYUPAHO NPAaTHTH HOBE TPEHIOBE M TEXHOJOTHje KaKo OM Ce OCHUTYpalO Jia Cy CHCTEMH YBEK
3amTUheHn 01 HajHOBHJUX MPETHHU.

KPUIITOT'PA®CKA 3AHITUTA UKT CUCTEMA

Kpunrorpadeka 3amtura UKT cucrema y kojuma ce oOpal)yjy TajHu mojanu je aeo UHGOpMaIloHe
6e36eqHocTu. [IpuMenom kpunrorpadckux cpencraBa u Meroaa obezbehyje ce curypan u 3amTuheH
npeHoc Tajuux nojaraka y UKT cucremuma n3mely nBe Tauke Kpo3 HEKOHTPOJIMCAHH MpocTop. Tume
ce 3Ha4yajHO noehaBa 6e30€JHOCT TajHUX MOAaTaKa U CMambyje MOIyNHOCT HBMXOBOT KOMIIPOMUTOBAA
Y HaHOILICHa LITETe.

Kpunrorpadcke Merose u cpelcTBa NIpUMERYjy Ce ca IMJbeM OUyBamba ayTEeHTUYHOCTH, HHTEIPUTETA
U JOCTYHNHOCTH TajHMX mnojaraka. [lpunmkom mpeHoca tajHux monataka, cBaku MKT cuctem koju
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obpahyje Tajue momarke crenena tajuoctu ,,JIOBEPJBUBO*“ u Bume tpeba ma Oyne 3amruheH of
Komnpomutyjyher enexktpomarseTHor 3pauema (KEM3).

[Tpema pesyntatumMa Mepema CIPOBEICHUX y3 TTOMOh oaroeapajyhe omnpeme 3a 30HUpame objekaTa u
Mepema eIIEKTPOMAarHeTHOT 3padema opel)yjy ce 6e30eaHocHe 30He Y 00jeKTMa y KojuMa ce oopalyjy
TajHU Tojal. Y CTBapH, TO 3Ha4M ojapehuBame NpPOCTOpHja MMpeMa CTEICHY 3allTHTE Off
CIICKTPOMArHETHOT 3payckba.

Ha ocHoOBYy pe3ynTara kKoju cy JOOHjeHH MepemHuMa, peay3uMajy ce oapehere 6e30emHocHe Mepe 3a
CMameHhe ENIEKTPOMArHEeTHOT 3padera BaH KOHTPOJIHUCAHOT MPOCTOpa yCTAaHOBE, YMMeE ce n3deraa
MOTYhHOCT OTHIIalkha TajJHUX MO/IaTaKa MyTeM KOMIIPOMUTY]yher eJeKTpPOMarHeTHOT 3payeha OIpeMe.

VY obnactu emucroHe 6e30e1HOCTH, MEpema EIEKTPOMArHeTHOT 3payera BpIlie ce Ha OolpeMu Koja he
ce KOPUCTUTHU 3a o0paly TajHuX nojaataka. Ha ocHOBy toOujeHux pesynraTta yTBphyje ce Bpcta onpeme
Koja he ce kopuctutu y oaroBapajyhum 3zonama Oe3bemnoctu. OBa BpcTa 0e30€HOCHHX Mepa je
HEOITXOJ[HA, jep Ce CyouaBaMO ca BEJIMKUM PU3UKOM OJI KOMIPOMHUTOBama TajHUX IOJaTaka Koje
emutyje UKT onpema.

BE3BEJHOCHU PEKUMU UKT CUCTEMA 3A PAJI CA TAJHUM
MOJALIUMA

be3oennocuu pexxumu MKT cucrema 3a pax ca TajHUM MoJaliMa OAHOCE C€ Ha Pa3IMUUTE HHBOE
opraHu3aije ¥ MPUMEHE Mepa 3alllTUTe, KaKo OM Ce OocHUrypaja IMOBEpPJbUBOCT, HMHTETPUTET H
JOCTYITHOCT TOJIaTaKa y CKJIaJy ca IlbUXOBUM CTEIICHOM OCETJHHMBOCTH. OBH PEXKUMH JEUHHUIITY KAKO
KOPUCHHUIIA U CUCTEMH MOT'Y TIPUCTYTMaTH, 00paliBaTH M CKIAAUIITHTH ITOJATKE.

Cucrem paau y jeqHoM o cienehux 6e30eJHOCHUX pexkuma:

1) ,,HECEJIEKTUBHI”;

2) ,,CEJIEKTUBHI”;

3) ,,CA BUIIIE HUBOA”.

PykoBoaunal oprana jaBHe BIacTH, OJHOCHO OJFOBOPHO JIMIIE Yy MPAaBHOM JIUIY TMOCEOHHM aKTOM

onpehyje 6e30eTHOCHU pexuM pajia cucTeMa.

VY cucremy koju paau y 6e36ennocnom pexumy ,,HECEJIEKTUBHW”, ca numa koja uMajy npuctyn
TOM CHUCTEMY MOPajy J1a UMajy cepTU(HKAT 3a MPUCTYI TajHUM IOJalliMa HajBUIIET CTEeNeHa TajHOCTH
noJjiaTaka kKoju ce oopal)yjy y cucreMy M MMajy IPUCTYI CBUM TajHUM MoJalMMa Koju ce obpalyjy y
CUCTEMY.
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VY cucremy koju paau y 6e36ennocnom pexxumy ,,CEJIEKTUBHW”, cBa nuna Koja ©Majy MPUCTYT TOM
CUCTEeMY MOpajy Ja UMajy cepTHU(UKAT 3a MPUCTYI TajHUM IMOAAIMMA HAjBUIIET CTETICHA TajHOCTH
noJlaTaka Koju ce oopal)yjy y cucteMy u MOTY MPHCTYIIaTH caMo ojipel)eHnM TajHUM mofanuMma.

VY cucrtemy koju paau y 6e30eaHocHOM pexxumy ,,CA BUILIE HUBOA”, nuna xoja uMajy IpuCTyI TOM
CUCTEMY HE MOpajy Ja uMajy cepTU(HUKAT 3a MPHUCTYI TajHUM ITOAAIMMA HAJBUIIIET CTETICHA TajHOCTH
rmoJiaTaka Koju ce oOpalyyjy y cucTeMy W MMajy MPHUCTYII camo oJpel)eHrM TajHUM MojanuMa Koju ce

oOpalyyjy y cucremy.

TajHu momatak He cMe ce MPEHOCUTHU KPO3 CHCTEM M3BaH 0€30eIHOCHHUX 30Ha 0e3 MpUMEHE MeToa U
CpeacTaBa KPHUITO3AIITUTE, KOJU Cy OA0OPEHH O] CTpaHe opraHa HaJJIeKHOT 3a CIIPOBOlEmke MOCIoBa
y 00J1aCTH KPHUIITO3AIITHUTE.

[IpuBaTHa HHGOPMALIMOHO-TEIEKOMYHHUKAI[MOHA CPEICTBA U IPEHOCUBHU TIOKYMEHTH (JINYHU pavyyHapH,
MIPEHOCUBHU payyHapH, TUCKETE, MEMOPH]CKU MOJIYJIU U JIp.) HE MOT'Y c€ KOpUCTUTH 3a o0paxy TII.

AKo ce TajHOM mojatky creneHa tajuoctd ,,JIPPKABHA TAJHA” wmu ,,CTPOI'O ITOBEPJBMIBO”
MPOMEHU WM YKHHE CTENEeH TajHOCTH, JOKYMEHTY Ha KOjeM je Taj mojaTak Ouo 3amucaH y
€IIEKTPOHCKOM OOJIMKY, HE MOYKE CE€ IPOMEHUTH WIH YKUHYTH CTETICH TajHOCTH.

Ako ce TajHoMm nogatky crenena tajuoctu ,, JIOBEPJbMIBO” nnu ,,MHTEPHO” npoMenn nim ykuHe
CTEIEeH TaJHOCTH, JOKYMEHTY Ha KOjeM je Taj MmoJaTak OMo 3alucaH y eJIeKTPOHCKOM OOJIUKY, MOXKE ce
MMPOMEHUTH WJIM YKUHYTH CTETECH TaJHOCTH, camMoO KaJl je Taj mojaTak M30pucaH Ha HAYMH Ja ra je
HeMoryhe 0OHOBUTH CO(TBEPCKHM aJIaTOM.

OBa JOKyMEHTa MOpPajy C€ YHHINTHTH HAKOH UCTEKa pOKa HUXOBE YIMOTpeOE MIIM HAKOH UCTEKA pPOKa
yroTpebe cucTteMa y KojeM Cy ce KOPUCTUIIH, Y CKIIaay ca MPOIUCOM KOJUM ce YTBphyjy mocebHe mepe
(U3NYKO-TEeXHUYKE 3aIITUTE TajHUX MOIaTaKa.

Texnuuku 3actapena win omreheHa JOKyMEHTa Ha KOjUMa Cy YyBaHU TajHU MO/Ially YHHUILTABA]y Ce, Y
CKJIJy ca IPOMKMCOM KOjUM ce YTBplyjy nmoceOHe Mepe GU3NIKO-TEXHUUKE 3alITUTE TajHUX MOJaTaKa.

Kopnmherbe AyTOMAaTHU30BAHUX I/IH(1)OpMaI_II/IOHO'TeJ'IeKOMy'HI/IKaI_II/IOHI/IX cpeacraBa KOja panc 0e3
MpUCYCTBa OIIepaTrepa 3aCHUBA CC HA ITPOLICHU PU3HKA 66366,[[HOCTI/I CHUCTEMA, KO_]y BpLIX PYKOBOAWJIAI]
OopraHa jaBHe BJIaCTHU, OAHOCHO OAT'OBOPHO JIUIIC Y IIPABHOM JIMILY.

[TpoBepy crnpoBohema HUBOa 0€30€THOCTH BPIIM OPTraH jaBHE BIACTH WM IPABHO JIMIE, OJHOCHO
oBitanTheHo JIMIe 3a ynpaBJbame 6e30eqHomIhy cucrema.
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OCHOBHMU ITPUHIUIIN THO®OPMAIIMOHE BE3SBE/JTHOCTH
SJAIITUTE TAJHUX ITOJATAKA
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OCHOBHHU NTPUHIUIIN UTHOOPMAIIMOHE BE3BEJJHOCTHU 3AIITUTE
TAJHUX ITOAATAKA

Nudopmanmona 6e30e1HOCT y paay ca TajHUM MMOJAIMMa MPEICTaBIba jeIaH O] KJbyYHUX KOHIenaTa y
3aIITUTH HAITMOHATHUX HHTEPECca, KOPIIOPATHBHUX Pecypca M MHCTHTYIIMOHAITHE cTabuimHocTH. OOpaa
W 4YyBame TajHUX II0JaTaka 3axTeBa NPUMEHY BHIIECTPYKHX Mepa 3allTHTe — TEXHUYKHX,
OpraHU3aIlMOHUX U MPABHUX — Y CKIamy ca Baxehum 3akoHCkuM okBupoM PemyOmimke CpoOuje. Ilpe
cBera, 3akoH 0 TajHocTu nonaraka (,,Ci. rmacauk PC”, 6p. 104/2009 u 36/2011) nedunuine Bpcre u
CTETNeHe TajHUX TOJaTaka, MoCTynKe oapehrBama, 0O3HaUYaBama, PyKOBama U MPHUCTYIA, TOK 3aKOH O
nndopmanuonoj 6e36emxnoctu (,,Ci. rmacauk PC”, 6p. 6/2016, 94/2017 u 77/2019) ypehyje mepe
samrtutre KT cucrema, ykipyduyjyhu u cucteme ol moceOHOT 3Havaja, y Kojuma ce 4ecto odpalyjy
Tajuu win ocetspuBU noganu. KT cucremu o nmoceOHOr 3Havaja, Kako cy Je(UHUCAHU HABEIEHUM
3aKOHOM, 00yXBaTajy KpUTHYHE HHPPACTPYKType, Np>KaBHE OpraHe, MpaBHA JUIla Koja 00aBJbajy
JETAaTHOCT O] jaBHOT 3Hauaja, Kao W MPYXKAOIe EIEKTPOHCKUX YCIyra. YKOJIWKO TaKBU CHUCTEMH
oOpalyyjy TajHe mojaTke, 0OaBe3Ha je MpUMEHa MojayaHux 0e30€THOCHUX Mepa, YKJby4yjyhu mpoleHy
pU3MKa, HMMIUIEMEHTAlM])y TEXHUYKUX M OPraHu3allMOHUX Mepa, CTajlHH HaJI30p, WHUUICHTHO
o0aBelITaBamke, Kao WU capalmpy ca HaUIeKHUM TenuMa kao mro cy Kanmenapuja Casera 3a
HalMoHaJIHYy 0e30€THOCT M 3allITHTY TajHUX nojataka u Kanremnapuja 3a uH(GpOopMalroHe TEXHOJIOTH]e.
Takohe, mpe mymrama y pan, MKT cucremum ox moceOHOr 3Hadaja Mopajy mpohu mpouemypy
0e30eIHOCHE aKpeauTaldje Koja MOTBplyje N1a CHUCTEM HCIyHhaBa CBE IponHcaHe O0e30eTHOCHE
CTaHJapJie ¥ 3aXTeBe 3a 00paay TajHUX MOJATaAKA.

CaBpemenu MHGOPMAIIMOHN CUCTEMHU KOju oOpalyyjy TajHe mojgaTke MOpajy OMTH MPOjEKTOBAHHU TaKO
na Oyny OTIOPHHM Ha pa3inuuTe BpcTe 0e30eIHOCHUX TpEeTHH — cajO0ep Hamane, yHYTpalllmbe
KOMITPOMUTAIIMj€, TEXHUYKE KBapoBe WK (u3Nuke yrage. Y Ty CBPXY MPUMEHY]y € MPUHIMIH Kao
mTo cy Buieciojua ogdpana (Defense in Depth), konuent nynror nosepema (Zero Trust), mpuctymn ¢
HajMawuM npuBmierdjama (Least Privilege), mmdpoBame momataka, MUKpOCETMEHTAIMja, Kao U
KOHTHHYHpaHO Npaheme U eBHUICHTHPAke aKTHMBHOCTU. VHTerpamuja oBUX Mepa U MPUHIUNA, Y3
MpHUApKaBambe pEIeBaHTHUX cTaHmapaa kao mro cy ISO/IEC 27001, ISO/IEC 15408, NIST
Cybersecurity Framework, ENISA npenopyke u CIS Controls, npeacraBba OCHOB 3a MOCTHU3ambe
BHCOKOTI' CTETIeHa MOBEPJbUBOCTH, MHTETPUTETA U JOCTYIMHOCTH MojaTaka. OBO je KJbY4HO HE camo 3a
6e30e/1HO JOHOLICHE OATyKa Y 00JacTu HaluoHanHe 0e30eqHOCTH, Beh M 3a ouyBame MoBepema y
MHCTUTYLMje U uHOpacTpykTypy PemyOmuke CpbOuje, kao u 3a yckinaheHocT ca MelhyHapogHUM
cranfapauMa u ob6ase3ama y okBupy EY m HATO IlapuepctBa 3a Mup, Kao U OujarepaiHe
MelyyHapoJHe capajibe y 001acTH pa3MeHe TajHUX MoJIaTaKa.

CaBpemeHu mpuCTynH HHPOPMAIIMOHO) 0€30€JHOCTH 3acCHHMBA)y C€ Ha TMPUMEHH BHUIIE
KOMIUIEMEHTApHUX MPUHIUIA KOjH, 3aje1H0, 00e30elyjy cHaxaH U oTnopad cucreM. OBU NPUHLIUIH
HHUCY CaMO TE€XHHYKe Mepe, Beh u TemesbHe 0e30eJHOCHE MOJUTHKE KOje ¢€ MHTETPHIY y CBE HUBOE
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yIIpaBJbatha MoJAIlMMa — O MPOjEKTOBamha CUCTEMA JI0 CBAKOJHEBHOI PYKOBabha TajHUM IOJAllUMa 1
OCeTJPMBHUM HH(pOpMaIHjama.

Defense in Depth (Onopana y ayounm): Bumeciojna 3amrTura cucTeMa, II€ CBaKH CIIOj
(pu3muKH, MpeKHU, AIUTUKATHBHU ) TPECTaBIba IOJATHY Oapujepy, cMamwyjyhu maHcy 11a jeaan
po0oj yTpo3u EJIMHY.
Ilpumep: Kombunanmja firewall-a, IDS/IPS cuctema u aHTHBHpYCHE 3alITUTE Ha KpPajEbUM
ypehajuma.

Security by Design (be30eanoct mo ausajny): be3sbennocHu 3axteBu ce yrpabyjy y camy
apXHUTEKTypy  CHCTeMa O]  TOYeTKa, yMecTo Ja Cce  J0Aajy  HaKHAJHO.
Ipumep: CucteMm 3a e1eKTPOHCKO I1acame KOjU 0] CTapTa yKJbydyje KpUnTorpadcky 3amTury,
ayTEeHTU(UKALINU]Y U JIOTOBAbE.

Need to Know (Ilorpe6Ho 1a 3Ha nim 3a casHameM): [IpucTyn nosepsbuBUM NoJaniiMa uMajy
camo JMIa KojuMa Cy TH MOJaly HYXXKHU 32 KOHKPETHE 33/1aTKe, YUME CE€ CMamyje PU3UK O]1
3510ymnoTpeoe.

Zero Trust (Hyara Tonepanuuja uim IMosuTnka HemoBepewa): He mocroju ayToMaTcko
MOBEPEH-E€ — CBAKM 3aXTEB 3a MPUCTYI ce BepuduKyje, 6e3 o03upa 1a Ik 10J1a3u U3 UHTEPHE
Mpexe WU ca yaajbeHe JIOKaIuje.
Ilpumep: Kopumheme KOHTHHyHpaHEe ayTCHTH(HKANHje W KOHTCKCTYaJIHUX ITOJIMTHKA
MPHUCTYIIa YHYTap BEITUKUX OPTaHU3aIHja.

Least Privilege (Hajmamwe npuBuiiernja): Kopucaumu no6ujajy camo oHa mpaBa Koja Cy UM
HEONXO/IHA 3a pajl, 6e3 T0AaTHUX MPUBUIIETH]a KOj€ MOTY OUTH 3J10ynOTpeOIbeHe.

Data Encryption (IllmppoBame mogaraka): Ilomanm mopajy Outm 3amrtuheHH U TOKOM
IpeHoca W y MHUpOBamy, 4nuMe ce 00e30ehyje moBep/bMBOCT 4Yak M Yy Ciy4ajy (U3HUKOT
KOMIIPOMHTOBaHa CUCTEMA.

Secure Communication (be36eaqna komynukanuja): IIperoc ocersbuBux nHbOpMaIyja BpIIx
ce UCKJbYUMBO IIPEKO MPOBEPEHUX U MHPpOoBaHUX KaHana, kKao mto ¢y VPN, TLS unu ena-to-
€H/I EHKPUIITOBAHE aIlJIMKAIlHje.

Audit & Logging (Ayaur u jioroBame): CBe akTUBHOCTH KOj€ YKJbYUY]y TajHE IOJATKE MOPajy
OUTH eBHICHTHpAHE, aHAJTH3UPAHE U PEAOBHO Nperienane Kako Ou ce 01aroBpeMeHO OTKpHIIE
3710ynoTpede WK MPOITYCTH.

Access Controls (KouTposaa npucryna): Hampeqau MexaHW3MH Kao IITO Cy JBO(aKTopcka
ayTeHTH(UKanmja, OMOMETpHUja WM aJalTUBHE KOHTPOJE NPUCTYNA CMamyjy PHU3UK O]
HeoBJNaIheHor yaacka y CUCTEM.

Data Integrity (MuTerpurer nmoparaka): OuyBame TaUHOCTH U HEIIPOMEHEHOCTHU IOJIaTaKa
TOKOM HBHXOBE 00pajie U CKIaAUIITEHa 00e30ehyje moy3aanocT cucrema.

Segmentation (Cermentaumja): PaznBajame MpeXHUX pecypca OrpaHHYaBa MOTEHIIH]aTHO
mMpeme Hamajaa W yHampelyje KOHTpody mpucTyna wu3Melly pasauuuTux —JienoBa

UHPPACTPYKTYpE.
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e Continuous Monitoring (Konrunyupano npaheme): Cucremu ce CTaTHO HAATIIEAa]y KaKko Ou
ce Ha BpeMe younsie 6e30eJHOCHE TIpeTHe U Op30 Mpemy3ene Mepe.

WuTerpanuja oBUX NpUHIIKIIA Y HHOOPMAIIMOHE CUCTEME 3Ha4YajHO moBehaBa HUBO 0€30€THOCTH TajHUX
nonataka. OpraHu3aiyje Koje JIOCIeIHO MpUMeERnY]jy Zero Trust Moen u ipyre 6e30€THOCHE Mepe MOTY
00JbC OJrOBOPUTH HA CaBPEMEHE NPETHE M 00e30eAUTH MMOy3[aHy 3allTUTy CBOJUX KPUTHYHHX
nHpopManuja.

Ipumep u3 mpakce: Kommanuja Google je 2011. romune mmruiementupana Zero Trust monen
(BeyondCorp) HakoH cajoep Hamaaa KOjU j€ KOMIPOMUTOBAO OCETJbUBE mojaTke. OBUM MPHUCTYIIOM
CJIIMMHUHUCAIIN CY KITACMYHU NCPUMCTAPCKHU MOACIT 6636CILHOCTI/I " YCIIOCTaBUJIM AUHAMUYKE KOHTPOJIC
MIPUCTYTIA 3a CBE 3arocieHe, 6e3 003upa Ha BUXOBY JIOKAIIH]Y.

MNPUHLMUII DEFENSE IN DEPTH — BULIHECJIOJHA OJIGPAHA

Defense in Depth (Bumrecnojua ombpana) je KoHIENT y HH(GOPMAIMOHO] O€30€IHOCTH KOjU
Mmojjpa3yMeBa UMIUIEMEHTAIIN]y BHIIIE HE3aBUCHUX ciojeBa 3amrture yaytap UKT cucrema u mporieca.
[{use oBakBoOr MpuUCTYyTA je 1a ce moBeha yKymnmHa OTHOPHOCT CUCTEMA, TaKO J1a KOMIIPOMHUTOBAE J€THOT
cloja HE JOBeAe /0 TMOTHYHOr ypyliaBama Oe30emHoctr. OBa cTpareruja ciaead JIOTHUKY
MPETIOCTABKY: ""He ocnamaj ce na jedan mexanuzam 3awmmume. "

OcHoBHa Hayesa:
1. PeaymantHocT M nyomHa: Bume 6apujepa GyHKIIMOHHUIIIE Ka0 PE3EPBHU MEXaHU3MH.

2. XereporeHoct Mepa: PazmiuuTy TUIIOBM Mepa CIpevaBajy 1a jeZlaH BEKTOp Hamajia yrpo3u CBe
clojeBe.

3. Bpeme u nerexknmja: Hamagaunma ce orexaBa U NMpoJly:kaBa Bpeme ymaja, najyhu TumoBuma
3a pearoBarmbe BUIIIE BpEMEHa 33 OTKPUBAE U OJITOBOP.

HuBou npumene:

1. ®U3NYKH HUBO

OBo je MpBU U YeCTO 3aHeMapeH ciioj 3amTuTe. Lluib je cnpedyaBame HeoBnamheHor GpU3NUKOT
MPUCTYIIa IPOCTOpUjaMa UM XapABepy y KOM Ce UyBajy TajHH MOAIH.

IIpumepu:
o Kontpona npucryna npocropujama (ID kaptuue, Guomerpuja).
e Buneo-nanzop, anapMHU CHCTEMHU.
o Uysame cepBepa y 3amtuhenum npocropujama (rack cepsepu ca OpaBama).
e AwnTH-Tammnep ypehaju Ha xapaBepy.
2. MpexHHM HUBO

OOyxBaTta MexaHU3Me KOjHU IITHUTE KOMyHHKAIIMOHE KaHalle U MPEXHY UH(PPACTPYKTYPY.
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IIpumepu:
o Firewall — orpannyaBame caoOpahaja mpema MOJMTUYKUAM TTPABUIHMA.
e IDS/IPS (Intrusion Detection/Prevention Systems) — oTkpuBame U ClipedyaBame yrasa.
e VPN tyHenu 3a 6e30e/1Hy KOMYHHKAIIH]Y.
e VLAN cerMeHranuja 3a u30Jaiujy KpUTHIHUX JISIIOBA MPEKE.
3. AIVIMKATUBHHU U CUCTEMCKH HUBO

OBaj HUBO 00e30ehyje 3amITUTY caMHUX arulMKalKja M ONEepaTUBHOI CHCTEMa KOjU MpUCTyNa WIH
oOpalyyje TajHe moaaTke.

IIpumepnu:
o [ludposame nmogaTaka y MupoBamy (at rest) u y mpeHocy (in transit).
e Aytentudukarnuja ca umie pakropa (MFA).
e 3amrturta o SQL uHjeknuja u XSS Hamana.
o IlpaBunHa KoHTpoJa MpucTyna Ha ocHOBY yiora (RBAC/ABAC).
e be3benHo mporpamupame U peIOBHO aXXKypHupame codTBepa.
4. OpraHu3auyoOH U NMPOIECHU HUBO

be3bennoct HHUje camo TexHWYKO, Beh W ympaBibauko muTame. OBaj HUBO MOapasymeBa ypeheme
MOJIUTHKA, TIPOIIeypa U JbYJICKHX pecypca.

Ipumepnu:
e OO0yka 0co0Jpa 3a MPENIO3HABAKE COIH]ATHOT HHXCHEPUHTA.
o [lomutuke HajMamux npuBuieruja (Least Privilege).
o [Iponenype 3a HHIIUICHTHO PEaroBamkE U OMIOPABAK.

e VYHyTpalima KOHTPOJIa ¥ peIOBHE PeBHU3H]e.

INPUMEHA Y 3AIITUTU TAJHUX ITIOJATAKA

V pany ca tajuum mopgaima, Defense in Depth ce mpumemyje 00aBe3HO W CHCTEMCKH. 3aKOH O
TajHOCTH MoAaTaka u 3aKoH o HHpopMaImoHoj 6e30eJHOCTH He mpeaBulajy camo TeXHUYKe Mepe, Beh
U OpraHu3alfoHe, Kao U pu3ndKe Mepe Koje Tpeba J1a pajie 3aje/IHo.

IIpumep u3 npakce (BOjHH MJIH APKABHU CHCTEM):

o [IpocTopuja 3a IpUCTYN TajHUM [TOAI[IMA MMa KOHTPOJTY yJ1acka ca OMOMETPH)jOM U HaJJ30pHUM
Kamepama.
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e CepBepu Cy H30JIOBaHM W TpHUCTynauyHu camo mnpeko VPN TyHena y3 ABOGAKTOPCKY
ayTeHTH(UKaLH]y.

e Tlomamwm cy mmdpoBaHu, a aKTUBHOCTH 3aIIOCJICHUX CE JIOTY]y H IpaTe.

e VIHIHMIEHTHU OJTrOBOp CE aKTUBHUPA AyTOMATCKH y CIIy4ajy CyMIbE Ha KOMIIPOMUTAIH]Y OHIIO
KOT cJI0ja.

Bumeciojna ondpana je OCHOBHU CTyO MojiepHe nHpopMannoHe 6e30eTHOCTH, IOCEOHO Y CHCTEMUMa
Koju o0Opal)yJy TajHe WJIM CTpOro mnoBepsbUBe NojaTke. IbeH 3Haua] pacte y KOHTEKCTY CBE
coucTuLMpaHUjuX NpeTHU U XxuOpuaHux Hanaga. Mmmnemenranuja Defense in Depth mpucryna
3axteBa capaawy UT cekrtopa, 6e30eHOCHMX CITy>)kOM U PYKOBOJCTBA — Y3 TOIITOBame aomaher
MIPaBHOT OKBUpA M Mel)yHapOTHUX CTaHAap/a.

SECURITY BY DESIGN - BEBBEJJHOCT YI'PABEHA Y JIU3AJH

Security by Design je mpuctynm pa3Bojy HHGOPMAIMOHHX CHCTEMa KOjH TOApa3yMeBa yrparby
0e30eTHOCHUX 3axXTe€Ba W KOHTpoOJIa y CBe (ha3e >KMBOTHOT IUKIyca CHUCTEMa — OJi WHUIIM]ATHOT
IJIaHUpamka M TPOJEKTOBama, MPEKO pa3Boja M TECTUpama, 10 HMIUIEMEHTAIU]e, OJpiKaBama H
noBJIavYea u3 yrnoTtpede. L{usb oBOT mpHCTyna je crpevaBame PamUBOCTH MPE HEro IITO CHUCTEM
MOCTaHe OMepaTHBaH, yMECTO HaKHAIHOT "moaBama’ 6e30eJHOCTH Kao 3aCEOHOT CIloja.

KibyuHu esieMeHTH npucTyna:

1. Threat Modeling — MoaenoBame npeTwu - Pana uaeHTH(HKaLMja ¥ aHAIK3a TOTEHIHjaTHIX
0e30eTHOCHUX TIPETHH, paHTUpakhe pU3UKa U ehuHUCame Mepa 3amTute Beh y da3u nu3ajHa.
Ipumepnu:

o STRIDE monen (Spoofing, Tampering, Repudiation, Information Disclosure, Denial of Service,
Elevation of Privilege).

e Amnanu3za HamaJauykux MyTeBa u 3j10ynorpeda (attack trees, misuse cases).

2. Secure Coding Practices — be3deane npakce nporpaMupama - [IpumeHa crangapia 1 CMEPHHIIA
3a n3beraBame yoOUUYajeHUX MPOrpaMepCKUX Iperraka Koje 10Bojie 10 6e30eJHOCHUX PalbUBOCTH.

IIpumepu:
N36eraBame TUPEKTHE UHTEPIIOIAIN]€ KOPUCHUYKOT YHOCA.
o Kopunthewe QyHkimja 3a Banmuaanujy 1 GUiATpUpame 1nojaTaxa.
e VYnpaBibambe MeEMOpHjoM U pecypcuma (mocedHo y C/C++ okpyKembruMa).

3. IIpyHIMNM HajMambUX NPUBHIIETHja U cerMeHTanuje - CBakM /1€0 CHCTEMAa U CBAKM KOPUCHUK
MMajy caMo OHE NPUBHIIETH]j€ KOj€ CYy UM allCOJIYTHO HEOIXOIHE, YUME Ce CMambyje 0OUM MOTEHLUjallHe
KOMIIPOMMTALIH]€.
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4. UnTerpucano rectupame 6e30e1HOCTH - be30eTHOCHO TeCTUpame ce yKIbydyje y MpoIiec pa3Boja
(DevSecOps), mTo yKIbyuyje:

e Craruuky a"anuzy kozaa (SAST).

e Jlunamuuky ananu3y arumkaruja (DAST).

e [lenrectoBe u fuzz TecTupame TOKOM pa3Boja.
5. Ycaraamenoct ca cranaapauma - [Ilpumena npu3HaTuX MHIYCTPHjCKUX CTaHIApAa M OKBHpA Kao
HITO Cy:

e OWASP Top 10 — najuenthe pamuBOCTH BeO aruIMKaImja.

e NIST SP 800-160 — cucTteMCKH MHXESHEPUHT 32 0e30€THOCT.

e [ISO/IEC 27034 — annkaTrBHA 0€30€IHOCT.
IIpumep npumene y npakcu - Pa3Boj BeO arumkaiigje y oKBUpY JAp:KaBHE HHCTUTYIIH]E Koja oOpahyje
TajHEe MOJIaTKe:

e Jom y (a3u npojexToBama uaeHTHUPHKOBaHe cy npeTme nonyt XSS, CSRF u SQL unjexmnuja.
e Pa3Bojuu TuM KOpuCTH O6e30emHOCHE OMOIMOTEeKE 3a ayTeHTU(DUKAIN]Y U H(PPOBaKHE.

e VYBeneHe Cy KOHTHHYHPaHE MpoBepe kKoaa kpo3 Git perno3uTopujyme.

o KopucHuukm yHOC ce BaJuaupa Ha CepBEpY U KIIUJEHTY.

e Kopumnthenun cy OWASP cmepnutie u anatu (ZAP, Dependency-Check).

3Havaj 3a 3alUTUTY TajHUX MojaTaka - Y cucTeMuMa y Kojuma ce obOpal)yjy TajHH I CTPOTO
MOBEPJbUBH TMOJAIM (HMOP. y CHUCTEeMHMa OJ] MOCceOHOT 3Havaja mpeMa 3aKoHy O WH(OPMAIMOHO]
0e36eanoctn), npuHiMn Security by Design uuje npenopyka — Beh Hy:kHocT. OH OCHrypaBa Ja HUjeIHa
KOMITOHEHTa He Oyze "cimaba kapuka" M CMamyje OCllalbalkhe Ha CIOJbHE 3aIlITUTHE Mepe, jep je caMm
CHCTEM TIPOjEKTOBAH TAKO JIa OJI0JIeBa MPETHaMa.

Security by Design mocraBiba 06€30€IHOCT Ka0 OCHOBHH I'pal)jeBUHCKHM €JIEMEHT CHCTEMa, a He Kao
HaKHa/HY 00aBe3y. Y KOHTEKCTY CaBpEMEHHX cajoep MpeTHhH U 00pajie TajHUX MMojaTaka, OBaj MPUCTYII
MpeJCTaBiba CTaHIApl JOOpe Mpakce y ckilany ca jomMahum u Mel)yHapoJHUM MpaBHIMMa M 3HAYajHO
yHarpelyje YKyIHy AUTHTaIHy OTIIOPHOCT OpTraHu3aIuja.

HYJITO NOBEPEIE (ZERO TRUST) - CYHITUHCKA IMAPA/IUTMA
BE3BEJHOCTHU

Zero Trust Mozen mpelncTaB/ba MOJIEpAaH MPUCTYH 3AIUTUTH TajHUX IOJAaTaka eJIMMHUHALN]OM
MOJIPa3yMEBAHOI TOBEPEHA U 3aXTeBa KOHTHHYHpaHY BepUHUKAIM]y HACHTHUTETa W MPUCTYIA.
HacynpoT TpaguumoHaaHuM 0e30€JHOCHMM MOJEIMMA, KOJU MPETHOCTaBJbajy Ja Cy KOPHUCHMIU
yHyTap Mpexe mnoys3aanu, Zero Trust oGe36elyje AMHAMUUKY KOHTPOJY MPHUCTYMA, HE3aBUCHO Of
¢bu3nUKe JOKalKje UM KOPUCHUYKOT CTaTyca.

[Ipod.np I'opan . Maruh 23 beorpan — 2025. roguna



K/bYUHU NPUHIUIIN HYJITO NOBEPEIE (ZERO TRUST) MOJEJIA

Zero Trust Moziest mpeAcTaB/ba OKBHP KOJU €ITMMHHUIIIE MTOIPa3yMeBaHO TIOBepeme 1 00e30elyje crpor
MPUCTYII TOJAIIMMa KPOo3 KOHTHHYHpaHy Bepuukanujy. OCHOBHH MPUHIIMIIA OBOT MOJIENIa YKIbYUY]y:

1.

Huxana He Bepyj, yBek npoBepaBaj — CBaku 3axTeB 3a IPUCTYIT MOpa OUTH ayTeHTH()HUKOBAH U
BepuUKOBaH, 6e3 003upa Ha JIOKAIIN]y KOPHCHHUKA WK MPETXOAHH cTaTyc. OBO yKIbyUyje ymoTpeOy
Bumectpyke ayrentupuxkanmje (MFA) 3a cBaky cecujy, AMHaMUYKE NOJUTHKE MNPUCTyNa U
MEPUOUYHY PEBU3H]Y KOPUCHUYKHUX JI03BOJIA.

. Munumaanu npucryn (PoLP — Principle of Least Privilege) — Kopuchuiu u cuctemu no6ujajy

camMo0 OHa oBJjamrhema Koja Cy UM arcoyTHO HEOIXO0/IHA 3a 00aBJbamkhe KOHKPETHUX 3aaaraka. OBO
crpedaBa MPEKOMEPHO JIEJhEHE pecypca W yMamyje PH3UK O] 3JI0YyNnoTpede MpHcTymna y ciydajy
KOMITpOMHUTALIMj€ HaJIOTa.

. KonTnnyupano npahemwe u ananusa — CBe KOpUCHUYKE aKTUBHOCTH C€ HAITNIEAa)y y peaTHOM

BpPEMEHY paJi OTKpUBama CYMIBHBUX oOpasama W TOTCHIMjaTHUX O0e30€THOCHUX TMPETHH.
Kopumheme SIEM mnuargopmu kao mro cy Splunk m Microsoft Sentinel omoryhasa
MPUKYTIJbakhE U aHAJIU3Y JIOTOBA KaKo OW ce Op30 JETEKTOBAJIE aHOMAJIH]e U CIIPEYHIIC TTOTCHITH]aTHE
KOMITPOMUTAIIH] €.

IIudpoBame nogaraka y cBum ¢gaszama — TajHu mogany Mopajy OUTH 3amITHNEHN U 'y MUPOBaBkHY
1 TOKOM ipeHoca. OBo noapa3ymena kopuiiheme AES-256 3a ckaagumremwe u TLS 1.3 3a npenoc,
YHME Ce OCUTYpaBa Jia Yak M y CJIydajy MmpecpeTama KOMYHHUKAIH]e W KOMIPOMHTAIH]E CUCTEMA,
MOJAIM 0CTajy HeynoTpeO/bUBH 3a HEOBJIAIINEHE CTPaHe.

. CUI'ypHH KOMYHHMKaIMOHM KaHaau — CBa KOMyHHMKallMja MOpa ce€ OJBMjaTH Mpeko Oe30eaHux

matdopmu u nporokoaa. Kopuniheme VPN-a, mudpoBanux e-nopyka (PGP, S/MIME), kao u
CTICIIMjaTM30BaHUX ajlaTa 3a pa3MeHy OCETJbUBHUX UH(OpPMAaIHja, CMambyje PU3HK O] IPecpeTarma I
MaHHUITyJIallKje MoalMa TOKOM TIpeHoca.

Zero Trust monmen 3HayajHo yHampelyje Oe30eqHOCHE MexaHHM3ME opraHuzaiuje, omoryhasajyhu
IMHAMHYKY KOHTPOJY TMpPHUCTyHNa H KOHTHHYHMpaHy BaluAalyjy aKTUBHOCTU. [IpaBuiiHOM
MMILIEMEHTALMjOM OBUX IPUHIIMIIA, PH3HUK O HeoBJIauIheHOT mpucTyna u cajoep Harmaja ce CBOJIU Ha
MUHUMYM, yuMe ce 00e30elyje MakcuMaHa 3alTuTa TajHUX MMojaTaka.
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ZERO TRUST VS. TPAAUIIUOHAJIHU BE3BEJHOCHU MOJAEJIN Y PAZ1Y

CA TAJHUM ITIOJAIIUMA
Kapaxkrepucruka TpaagnumonanHu Moaes Zero Trust
Hlossoskasa mpuCTyII 3axTeBa Bepu(]pUKaILUjy 32 CBAKU
IIpucryn KOPUCHUIIMMA YHYTap

Mpexe

MIPUCTYTI

KouTtpoJa npucryna

3acHOBaHa Ha JIOKaUj1
KOpUCHHKA

KonTunyupana ayreHTudukanymja u
ayTopu3aiuja

CurypHoct nojaraka

®DoKyC Ha 3aITUTY

[MudpoBame 1 MUHUMAIHU IPUCTYI

nepuMeTpa
IIpernocraBka Kopuchunu ynyrap mpexe . .
P P LM yHyTap Mp Huko Huje noy3aan no neuHUNjU
noBepemwy ce cMaTpajy noy3AaaHuM
OrpaHudeH Ha130
MoHuTOPUHT p #130P Kontunyupano npaheme u aHanmsa

AKTUBHOCTHU

3amTuTa KOMyHMKAIHje

CrangapaHu KaHaJIU
KOMYHUKAIIHje

[[IndpoBanu 1 CUTypHU KaHATH

IMPUHIIUII NEED TO KNOW KAO KIIACUYHU MOJEJI BAIITUTE
TAJHUX ITOJATAKA

Nepununmja u ocHoBHa kapakrtepucruka - Need to Know (NTK — "Ilorpe6no na 3Ha')
OpeACTaBba jelaH Of HAjCTapUjUX W HAJCTPOXKHUX INPHUHLUIA 3alITUTE TajHUX [oJaraka,
TPaAMIMOHATHO IPUMEHUBAH Y BOJHUM, 00aBEIITajHUM M JIp)KaBHUM MHCTHTynHjama. OBaj MoJien ce
3aCHHMBA Ha KOHIIETITY JJa KOPHCHUK CME IIPUCTYITUTH ITOBEPJHHBUM HHPOPMAIIHjaMa caMo aKo My je TO
HEOIXO/IHO 32 00aB/bambe CJYKOeHNX AY’KHOCTH, LIITO 3HAYH JIa TIPUCTYI HHjE 3aCHOBAH Ha CTAaTyCy
WM N0JI0%a]y, Beh HCKIbY4YHBO Ha CTBapHO] MOTPEOH.

OCHOBHHM MeXaHU3MH NnpuMeHe

1. Crpora konTposa mpucryna — IlpucTyn TajHUM NoOJalMMa je OrpaHUYEH U CTPOro
neduHNCaH, y3 pEBU3H]y 103BOJIa HAa IEPHOAUYHO] OCHOBU.

2. Jlopesia mpuBHJIeruja HA MHHHMAaJIHOM HMBOY — KopucHunmma ce omoryhaBa camo OHO
3HaE M PECypCH KOjU Cy JUPEKTHO PEIeBaHTHH 32 IBbUXOBY YJIOTY.

3. Cermenranuja uadopmanuja — [loganu cy nojesbeHu y 3ace0HE KaTeropHje U HUBO MPUCTYTIA
3aBUCH OJI HOCEOHUX HO3BOJIA.
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4.

Kontunyupano npahemwe mpucryna — [lpuctyn moBep/bMBHM IojaluMa ce O€lexu U
aHaIM3Mpa pajy CIpeuaBama HEOBIAMNEHOT OTKPUBAka UM 3710yIOTpeoe.

Hpe)mocn»l U U3a30BU IIPUMCECHE

v

v

v

CMmamyje pu3uk o1 HeoBjaamheHor oTkpuBama — OrpaHHYCHUM IPHUCTYIIOM IOJalMa
cMamyje ce MOTyhHOCT Iypema nHpopMalyja.

IIpeun3no nepuHuIIe yaore 1 OAroBopHocTH — CBaKO UMa MPHUCTYN CaMO OHOME IITO MY je
HEOIXO0/IHO, 0e3 BHITka nH(pOopMaIrja Koje O Moriie OUTH 3JI0yIOTpeOIbeHE.

Mo:ke oTexkaT capaamby — 300T CTPOTUX OrpaHUYEHAa, MOHEKAJ j€ TOTPeOHO J0/IaTHO BpeMe
na ce 00e30e1u IPUCTYII 3a pajiHe 3a/1aTKe.

3axTeBa CTPOry aAMHUHHCTPATHBHY KOHTpoay — Mmmiementanuja NTK monena 3axrteBa
JIOCIIEITHO YIIPABIbAE M AXYPHPAHE MPUCTYTIA.

IIpuMmepu u3 npakce

Bojue onepaummje — OrmepatuBuu HMajy MNpPUCTyH camo crneuduyHuM HHPopManujama
HEOIXOJHHUM 32 BHXOBE 33aJaTKe, YUME CE CIIPEYaBa IypeHmhe OCETIbUBUX MOJATaKa.

KopnoparuBna 6e30eqnoct — Komnanuje npumewyjy NTK monen na orpanude mpuctym
CTpaTEerujCKUM IUIaHOBUMA U OCETJHUBUM MOCIOBHUM MOAALINMA.

OobaBemTajue cayxoe — OnepaTuBHM areHTH J00M]ajy caMmo JesIoBe HHpOpMaIlrja peJieBaHTHE
3a BUXOBY MUCH]Y, O€3 IHper KOHTEKCTA.

Need to Know mMozaen ocraje jegan on HajIOy3JAaHHMjUX MPHUCTYIA 3alITUTH TajHUX MojaTaka. Mako
HBEroBa CTpora MpUMeHa MOXKE M3a3BaTH ONEPATUBHE M3a30BE, HHETOBA CIIOCOOHOCT J1a MUHHMH3Y]eE
pPU3UK OJl HEOBJAmNEHOr TPHUCTyNa YWHM Ta HE3aMCHJBMBUM Yy KPUTHUYHHM Oe30€IHOCHUM
CUTyaIjama.

Kibyunu ejiement Need to Know nmpunnuna - Need to Know (NTK) monen ¢pyHKImonure kpo3
HU3 CTPOrHX 0e30€HOCHUX MEXaHW3aMa KOjU OCHTYPaBajy Jia MPUCTYI OCETJbUBUM IOJAIIMMa UMajy
camo oByaltheHW KOPHCHHUIM ca ONpaBJaHoM NOTpeOoM. OCHOBHU €IIEMEHTH OBOT MPUHIIMIIA
YKIBYHY]y:

1. XujepapxujcKu NPpHCTYII

[Mpuctyn mnojamuma ce nolesbyje Ha OCHOBY (opManHe Kiacupukaimje, Kao IMTO CY
"IloBep/buBo", ""CTporo nosep;buBo", "JIp:xaBHa tajua'.

KopucHunm Mopajy UMaTH eKCIJIMIUTHO 000peme, MomyT 6e30e1HOCHOT cepTH(UKaTa UiH
JI03BOJIE, 2 OM MPUCTYNWIN oJpeeHOM CTeneHy TajHOCTH.

Bumm creneHu TajHOCTH 3aXTeBajy AoAaTHE Mepe 0e30eJHOCTH, Kao WITO cy JBo(dakTopcka
ayTeHTH(UKalMja uiIu OMOMETpHUjCKa IpoBepa.

2. KonTpona npucryna Ha ocHoBy yiora (RBAC — Role-Based Access Control)

IIpaBa npuctyna ce 107esbyjy NpemMa yJI03H y Opranu3aluju (HIp. aHaIuTHYap, pyKOBOIUIIALl,
ayJIMTOp), IITO CMamYyje PU3UK O] HeOoBJIAINEHOT TPUCTYTIA.

[Ipod.np I'opan . Maruh 26 beorpan — 2025. roguna



IIpuMmepu npumene:

o Bojuu odumup rMa TpHUCTYN caMo MOJAIlIMa BE3aHUM 32 HHETOBY JEIUHUILY, JOK MY
noJauy Ipyrux OJ€Jbemha HUCY JOCTYIHHU.

o JIp’kaBHH CJIy:KOEHMK Y MHUHHCTAPCTBY (pMHAHCHja HE MOXE BHJICTH JIOKYMEHTE
MHUHHCTApCTBa OJ0paHe, YMME C€ CIpedaBa HEOBIAIMNEHO OTKPUBAIE OCCTJHUBHUX
uH(popMaIuja.

RBAC monen MUHUMH3Y]j€ U3JI0KEHOCT MOBEPJbUBHX TMOJ[aTaKa U MPUMEHY]j€ Ce V3 peryJjapHe
peBH3Hje IPUCTYITHUX IIPaBa.

3. Crarnuke Jucre NpucTyna

3a CBaKMW CKYIl TajHUX TMOJIaTaka Kpeupajy ce (puKCHe JucTe oBjaamheHUuX Juna, Kojuma je
MIPUCTYT CTPOTO OTPaHUYEH.

CBaka mpoMeHa MPHCTyNa 3axTeBa ()OPMAJIHU MPOIEC PeBH3Hje, KOJH MOXE YKIbyUYHBATH
JI0JIaTHE TIPOBEPE O] CTpaHe 0e30€THOCHUX CITyKOu.

OBaj npuCTYTI je T0ceOHO KOPUCTAH Y BUCOKO OCETJBUBUM OKpPYKEeHhHMa, Kao IITO Cy BOjHe 0a3e
H HCTPAKUBAYKHN UHCTUTYTH.

4. ®u3uYKa 1 NMPOoLeypaJHa 3alITUTA

Tajuu mOKyMEHTH ce cKiaguiTe y cepoBUMA, Oe30€THIM CepBEpHMa WM MPOCTOpHUjaMa ca
OTPaHUYCHUM MPHUCTYIIOM.

CBu TIpUCTYNM CE€ €eBHJAEHTHPAjy — pydHO (HIp. BOheHmE [HEBHUKA) WU IyTEM
ayTOMaTH30BAaHUX CHCTeMa JIOTOBama, KaKo OW Ce MpaTho CBAaKH IOKYIIa] MPHCTYIa
MOBEPJPMBUM IOIAIIIMA.

Kopumrheme curypHOCHHX Mepa Kao LITO Cy BUAE0-HAA30p, AJIapMHU CUCTEMU U MPUCTYITHU
KOJZIOBH OCUTypaBa JI0JIaTHY 3allTUTY.

Need to Know npunnumn octaje jenan oa HajepukacHMjUX MoJeNa 3allITUTE TajJHUX MojaTaka. beroa
IpUMEHa OCUrypaBa jia ce nHpopmanuje nene camo ca opiaamheHuM ocodama, MUHUMU3Yjyhu pusuk
0J1 HeoBJamheHOr OTKPHBamka WX 3J10yNoTpeoe.

IIpumep u3 npakce — [Ipumena Need to Know mozesna y 6ankapckom ceKTopy

Melhynapoana Oanka je 2022. romune umiuiementupana Need to Know + Zero Trust mpuctym 3a
yIpaBJbamkbe OCETJBUBUM (PMHAHCH]CKUM I0/IAI[MA.

KonTpoaa npucryna Ha ocHoBy yJjora (RBAC): Camo 3amocieHy y ceKTopy (puHaHCH]CKUX
UCTpara UMajy yBHJl y CyMIbMBE TPAHCAKIHUje, JIOK 3alOCICHH Yy JPYI'MM CEKTOpHUMa Hemajy
MIPUCTYII.

JInHaAaMHMYKa aHAJIM3a PU3UKA: AKO 3all0CIIeHH MOKYIIa Ja IPUCTYIU MOBEPJbUBUM MOAALIIMAa
BaH paJIHOT BpEMEHA UJIM Ca HEPETUCTPOBAHOT ypehaja, cucTeM ayTOMAaTCKH 0J10KHPa IPUCTYT
U IIaJbe YI030pemhe 6e30€IHOCHOM TUMY.
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e Muxkpo-cermentanuja: Yak u opnamrheHu 3amocieHd MOTY MPHUCTYIHUTH camMo oapeheHum
nAeoBHMa (PMHAHCHjCKHX moaaTaka, 0e3 MoryhHOCTH mperiiena IeJOKYITHOT KIIMjEHTCKOT
noprgoimja.

e IudpoBanu npenoc napopmanuja: Muarepue komynukamuje kopucre PGP mmdpoane e-
MOpYyKe, YMME Ce OCHTypaBa Jia oIy OCTajy 0e30eIHN YaK U aKo Johe 10 KOMIPOMUTAIIH]e
MPEXHOI CUCTEMA.

OBuM mpucTynoM, OaHKa je 3HAYajHO CMamHIa PHU3UK O] YHYTPAIIBHX 3JI0yNoTpeda, Iypema
OCETJHMBUX TI0/IaTaKa U cajoep Hamaja.

YJOI'A NEED TO KNOW Y HHOOPMALIMOHOJ BE3BE/THOCTH

Need to Know mnpuHIun mnpeacraBba jelaH O Haj3HaYajHUJUX KOHIENara y HHGPOPMAIMOHO]
6e30emHOoCcTH, 00e30el)yjyhu cTpor KOHTpOIMCaHU MPUCTYT MOBEPJHUBUM TIoganuma. tberosa npumena
3Ha4YajHO CMamyje PHU3UK OJI WHCAJIEPCKUX TMPETHH, HEOBIANTheHOT OTKpHBama HWHQOpMalUja H
KpIIIeHa MPaBHUX MPOTIHCA.

1. OrpannyaBame eKCNO3MIMje MoJaTaKa

e MuUHUMH3HMPA PU3MK O] HHCAjAEPCKUX MPeTHH — Yak 1 aKo KOPHCHUK UMa JISTUHTUMHH TIPUCTYTT
JEIHOM JeNy CHCTeMa, OH HeMa ayTOMAaTCKU YBUJ y cBe mojaatke. OBO cIipedyaBa 3J0ymOTpedy
WHTEpHUX HHpOpMaIlyja.

e Cmamyje noBpmuHy Hanaga — OrpaHuueH MPUCTYN 3HAYH Jla TIOTSHIIMjaJTHA HaIlaaad He MOXKe
JIAKO KOMIIPOMHTOBATH CBE CUCTEME U MOJIATKE.

IIpumep u3 npakce: Y 00aBeITajHO] areHIMjH, areHT KOjU PaJid Ha TIPOJEKTY ,,AJda* HeMa HUKaKBY
nHpOPMaIIH]y O TIPOjEeKTY ,,bera‘, unMe ce crpedaBa MUPEHE OCET/HUBUX MOAaTaKa BaH JI03BOJbCHUX
TpaHMIIA.

2. CnpeuaBame ,,iypermha WK NpejiuBamba“ uHpopManmja

e OrpanuuaBa HenoTpeOHO Jie/bem-e 0ceT/bMBHX NoaaTaka — [loganu ce nene camo ca ocobama
KOjHMa Cy HEOIIXO/HH 3a 00aBJbabe KOHKPETHOT 3a/1aTKa.
e CrnpeuyaBa ciayyajHa nypewa — Ha npumep, ocoba koja Huje oBiamheHa He MOXeE CIIy4ajHO
JIOOUTH MPUCTYH MOBEPJHUBUM JOKYMEHTHMA.
IIpumep u3 mpakce: Y BeJUKUM KopHopauujama, OpUCTYH (UHAHCHJCKMM MHOJalMMa je CTPOro
orpanndeH. @UHAHCH]CKM aHAIUTHUYAP MOXKE BUJIETH CaMO IOJIaTKE KOjU C€ OJIHOCE Ha HETOB CEKTOP,
aJli HeMa MPUCTYII IKUPOj CTpaTeruju KOMIIaHuje.

3. Kommiajenc 1 npaBHH OKBHPH

v" Need to Know je 4ecTo 3aKOHCKH MPOIMHCAH 32 Paj ca AP:KABHUM TajHaMa — Y MHOTHM
3eMJbaMa OBaj MPUHIIMII je 00aBe3aH 3a MHCTUTYLIM]€ KOj€ YIpaBibajy MOBEPJbUBUM MOALMMA.

v" KopucTH ce y pa3jiM4uTHM CTaHAapAuMa uH(popmanuone 6e30€IHOCTH, Kao IITO CY:

e IS0 27001 — I'moGanuu cranmap 3a uHGopMaImony 6e36eHoCT.
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e NISPOM (Hauuona/jHu uHAyCTpHjcku 0e30eqnocHu nporpam 3a CA/l) — Perynuiie pax ca
OCETJBHBHM I0/IAIIIMA Yy BOJHO-UH/TyCTPH)CKOM KOMIIJIEKCY.

IIpumep u3 mpakce: Y BIaAMHUM areHIMjaMma, 3alOCICHH ca 0e30eJHOCHUM [03BOJIaMa HMajy
MPUCTYII TOAALMMA CaMO Y OKBUPY CBOjHX OTlepalyja, cripedanajyhu HeoBmanrheHo esbemhe IpyKaBHUX
TajHHU.

4. Kom0uHanuja ca Apyrum mMojejmma

Need to Know ce yecto koMOnHyje ca ApyruM 6e30€THOCHUM NMPUCTYNHMA Paau joum 00/be
KOHTPOJIe MPUCTYNAa:

e Mannaropua konrpoja npucrtyna (MAC) — CucreM ayToMaTCKu OJIy4yyje KO CMe Ja
MpUCTYNH oJipel)eHrM noganuMa Ha OCHOBY JIeUHUCAHUX ITpaBUIIA.

e Zero Trust mogen — Need to Know gedunuine ocHoOBHA MPUCTYITHA MpaBuiia, 1ok Zero Trust
YBOJIY KOHTHHYHPaHY Bepu(pUKALMjy KOPUCHUYKAX aKTUBHOCTH.

IIpumep u3 npakce: TexHoOJOMKE KOMITaHU]€ KOje KopucTe Zero Trust mpuctyn komOuHyjy Need to
Know wmonen ca ayromarusoBaHuM mpahemeM KOPHUCHUYKE AaKTUBHOCTU. AKO Ce€ JIeTeKTyje
HEYOOMYajeHO TIOHAIIAke, CHCTEM MOXE NMPHBPEMEHO OJOKHPATH TPUCTYI U 3aTPAXHUTU TOJATHY
ayTeHTH(UKAIH]Y.

Need to Know ocraje jeqan oa HajCTpOXKUX U HajepukacHUjUX Mojena nHpopmarmone 6e30eJHOCTH.
Hberora npuMeHa 3Ha4ajHO CMamyje PU3UK O] 3MOYNOTpeda, WHCAJAEPCKUX MIPETHU U HeoBamheHor
MPUCTyTa OCETJbUBUM TOJAllMMa. Y3 CaBpEeMEHE TexHoJoTHje momyT Zero Trust m auHAMUYKE
KOHTpOJIE TPUCTYTIA, OBA] MPUHITUII TTOCTaje joil ehUKACHUJU y 3aIITUTH KPUTHIHUX WH(DOpMaIyja.

NEED TO KNOW VS. ZERO TRUST: KOMITAPATUBHA AHAJIN3A

Kpurepujym Need to Know (NTK) Zero Trust (ZT)

CDopManHa J03BOJIa 1

KOHTI/IH HpaHa BEpUPHUKa I/I'a
yiora yHup puduxanyj

OcHoBa npucryna

Cratuuku (peTke

diexcHOUIHOCT JluHaMuukH (aanTUBHU IPUCTYII)
MIPOMEHE)
Doxve 3amTuTa O] MHCAjAepPCKUX | 3allITUTA O/ CIIOJbHUX M YHYTPALIBUX
Y pH3HKa peTHH
Texnonornja ®usnuke koHTpoae, RBAC | MFA, SIEM, mukpocermMeHTanuja
IIpumena Bojna, npxaBHa ynpasa Kopnoparussze u cloud cpeanne
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CJIABOCTHU NEED TO KNOW MOJEJIA

Haxo je Need to Know ayro 6o OCHOBHM MOJEN 3aIITUTE TajHUX I0JaTaKa, HEroBa NPUMEHA Y
MOJIEPHUM MH(QOPMAIIMOHO-KOMYHUKALIMOHUM CUCTEMUMA UMa ofipel)eHe HeoCcTaTKe.

1. Orpannyena npumena y nuHaMmuukum UKT cpexunama

v’ 3axTeBa pyuHe H3MeHe MPUCTYMNA, [IITO MOXe OMTH CIIOPO U Hee(DMKACHO Y BEIMKUM CHCTEMUMA.

v Huje noroaan 3a cloud u remote-work okpy:kema, rje cy IpUCTYIH oganuma GIeKCuOUIHHI]jH.
Ipumep: Y MoaepHHM KOpPIOpPAaTHMBHUM MpeKaMa, 3allOCIeHH YeCTo Mopajy capahuBaTu Ha
paznuuuTUM TpojektuMma, anu crpor Need to Know mozen orexxaBa Op3y pasmMeHy NojaTaka,
3axTeBajyhu pydHe mpoMeHe J103BoJIa.

2. He OTKpHUBA 3J/IOHAMEPHE AaKTUBHOCTH

v AKO KOPHMCHHK MMa TIPHCTYN TajHuM moxanuma, Need to Know cucteM He aHAIM3Hpa Herope
HaMepe WJIU MOHANIAbE.

v/ MlHcajaepcke NpeTme 0CTajy BEIUKU npobieM — oBnamheHd KOPHCHHUIM MOTY 3JI0YIOTPEOHTH
CBOje MpuBUieryuje 6e3 cucreMa Koju uX Hajarjiena y peaHoM BpEMEHY.

Ipumep: Toxom xakepckor Hamaga Ha OPM (U.S. Office of Personnel Management) 2015.,

3JIOHAMEPHHU aKTEep j€ UCKOPUCTHO JeTHTUMHe KpedeHIHjajie 1a yKpajae MuianoHe nocujea. Need to

Know Huje cnpeuno mypeme jep je Hamamad Beh mmao onamiheme 3a npuctyi. Zero Trust owm

3axXTeBao A0aATHY Bepu(pUKAIHjy U aHATU3Y MOHAIIAKkA, YuMe OU OBaj Hamaj OMo OTKPUBEH paHH]e.

3. Bucoku TpOMIKOBH UMILJIEMEHTAIH]e

v’ 3axTeBa JeTa/bHy AIMHHHCTPATHBHY KOHTPOJY U peryjapHe peBu3Hje MpucryIa.

v’ Benuke opranusanyje Mopajy OIpiKaBaTH CIIOKEHE CUCTEME MPUCTYIIA, IITO MoBehaBa ornepaTuBHE
TPOUIKOBE.

IIpumep: Muctutynuje Koje ynpasibajy HOBEPJFUBUM HOJAIIIMA MOPajy PEAOBHO aKypUpPATU JIMCTY

oBjamheHUX KOPHCHUKA, IIITO 3aXTE€BA BpEME, pECYpCe U BUCOKY TAUHOCT Y YIIpaBJbamy MOJalMa.

A JIM JE NEED TO KNOW U JAJ/bE PEJIEBAHTAH?

v' Jla, 32 BPJIO CTPOro KOHTPOJIMCAHE CPEINHE, KAO [ITO Cy HYKJIeapHH 00jeKTH, 00aBemTajHe
cay:x0e U BOjHe HHCTUTYLIHje, T/IC je PU3UK 0]l KOMIIPOMUTAIIN]€ U3Y3€THO BUCOK.
Vv He, ka0 jequHa 3al0THTA Y JTUTUTATHOM OKPYXXEHY — MOTpeOHA je koMOMHanuja ca Zero
Trust mogenom kako 6u ce 06e30eauna JMHAMUYKA 3aIITUTA MTOAaTaKa.
Hpeanan cuenapuo:

e Need to Know nedunuine ko cMe 1a MpUCTYITH MOJaluMa.
e Zero Trust npoBepaBa Ja JiM je NPUCTYI JeTHTHMAH Y CBAKOM TPEHYTKY, aHaiIu3upajyhu
KOPHUCHHUYKE aKTUBHOCTH, ypehaje u JoKaujy.
OBaj KOMOMHOBAHH NMPHUCTYN OCUTYpaBa U XHMjepapXUjCKy KOHTPONIY M (DICKCUOMIIHY TUHAMUYKY
3alITUTY, IITO j€ KJIbYYHO 3a Paj] ca TajHUM mojauuma y 21. Bexy.

[Ipod.np I'opan . Maruh 30 beorpan — 2025. roguna



NEED TO KNOW VS. ZERO TRUST: CIMYHOCTH U PA3JIUKE

Need to Know u Zero Trust cy aBa npuHiumna 6e30€HOCTH KOjU Ce MPUMEHY]Y Y paay ca TajHUM
MoJalMMa, alld UMajy Pa3InduTe IPUCTYIIC U LIUIbEBE.

CJIMYHOCTH

e Orpanuuen npuctyn — O6a Mojena orpaHi4aBajy NpUCTYT TajHUM MOAanuMa 1 HH(popMaiijama
camo Ha oBnaitheHe KOpUCHUKE.

e Munumanuu npucryn — KopucHunu no6mjajy camMoO OHOJIMKO TpPUBWIIETHjAa KOJUKO UM j€
HEOIXO/HO 3a 00aBJbaE MOCIA.

e 3amruTa TajHuxX nogaraka — O0a Mojena UMajy 3a [UJb CIpeYaBamke HEOBIAINEHOT PUCTYTIa
1 KOMIIPOMUTAIIM]€ TaJHUX MoJaTaka U uHpopmalyja.

Pa3zauke
Kapakrepucruka Need to Know Zero Trust
Dokve [Tpuctyn monmanuma 3acHoBaH Ha | KonTuHyupana Bepudukanuja
y yJI03U KOPUCHUKA CBaKOT MPUCTYTIA
IIpernocraBka KopucHunu xoju umajy ogoopeme | Huko  Huje  moysmaH 1o
noBepemy ce cMaTpajy Mmoy3JIaHuM neUHUALIA] U

KonTposa npucryna

Jedunucane nucre mnpucryna Ha
OCHOBY TOCJIOBHHUX MOTpeda

JunaMuuka ayTeHTHUKAIHM]a
U ayTopHu3aiuja

MoHUTOPUHT

[lepuoanune npoBepe NpUcTymna

Kontunyupano mnpaheme u
aHaJIM3a aKTUBHOCTHU

3amTuTa KOMYHHKaLUje

@okyc Ha MHTEpHE Mpoleaype u
KOHTPOJIy IIPUCTYTIa

[udpoBanu 51 CUTYPHU
KOMYHUKAI[MOHU KaHaIU

[Ipumena y MvH(pOPMALHOHUM CHCTEMUMA

e Need to Know ce xopucTu y KIaCHYHHM 0€30€THOCHHM CTPYKTypaMma, Kao LITO Cy BOjHE U
JpKaBHE WHCTUTYLIM]E, I/Ie Ce MPUCTYI HoJaluMa, OJHOCHO TajHUM IMOJalMMa 3acHHMBA Ha

XHMjepapxMju U yiorama.

e Zero Trust je moroman 3a monepue UKT cucreme, mocedHo y cloud okpyxemuma (AWS,
Azure), rzie ce MPHUCTYI MoJAIMMa MOpa TMHAMUYKU KOHTPOJIHMCATH ¥ BEPU(UKOBATH.

Pedepenna: *NIST SP 800-207 nedunuie Zero Trust apXUTEKTypy U MIPENOpyUyje BEeHY IPUMEHY Y
KPUTUYHUM HHPPACTPYKTypama.*
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Zero Trust je eBosynuja 6e30€qHOCHOT MPHUCTyNA, jep EIMMUHUINE IMOAPA3ZYMEBAHO IOBEPEHE H
npuMmemyje cTpore Mepe Bepudukanmje. Y xomOmnammju ca Need to Know, moxke 3HauajHO
YHAIpeIuTH 3aIITHTY TajHUX NoJaTaka y HHOPMAIMOHUM CUCTEMUMA OJ1 TOCEOHOT 3Havaja.

NMIIVIEMEHTAIIUJA ZERO TRUST MOAEJIA Y PALY CA TAJHUM

MOJALIMMA

Zero Trust Mmozmen o6e30ehyje MakcUMaliHy KOHTpPOJIy IPUCTyNa TajHUM MoJaluma, eIMMHHUALIYhu
PU3MK O] HeoBJaTheHOr MpHUCTyna Kpo3 INPHUHLMI ,,HUKaJa HE BEpyj, yBeK IpoBepanaj*. Hberosa
IIpUMeEHa Nnojpa3yMeBa ciieiehe KibydyHe Kopake:

1. CTpora KOHTpoOJIa PUCTYNIA

v' Jlepunncame npasuia npucryna — Kopumheme Azure AD Conditional Access omoryhasa

JUHAMHYKY KOHTPOJIy HPUCTYNa HAa OCHOBY KOPHUCHMUYKHMX aTpuOyTa Kao IITO Cy JIOKaluja,
ypebhaj u pusuk cecwje.

IIpumena wmyaTudakropcke ayrentuduxamuje (MFA) — besbdegnoct ce mosehaBa
kopunthemem FIDO2 cranaapaa m xapABepcKuX TokeHa kao mto je YubiKey, unme ce
eIMMHUHUITY ¢1a00CTH KIIACUYHUX JIO3UHKH.

2. lllndppoBame mogaraka

Kopumhewe kpunrorpaduje 3a 3amrury noBep;ouBnux uHGopmanuja —

AES-256 ce xopucTH 3a CKIAAUIITCHE TajHUX MOaTaKa.
TLS 1.3 06e36ehyje 6e30eman mpeHoc.

IMocT-KBAaHTHHM AJTOPUTMH CE MPUMEHY]Y Y CUCTEMHUMa KOjH XKelle JyrOpOYHY 3alITHTY O]
Kpunrtorpadckux mnpoodoja.

3. CurypHu KOMYHHKAIHMOHH KaHAIH

N36eraBame jaBuux mpexa — Kopumhewe VPN-a kao mrto cy WireGuard u IPsec
00e30ehyje Oe3benan TyHeN 3a pa3MeHy OCeT/bUBUX HH(pOpMaluja.

IMudposane nopyke u e-nomra — Kopumhewse PGP niaun S/MIME cnpeuaBa HeosnamheHo
IpecpeTame KOMyHHKaL]je.

4. Kontnunyupano npaheme n ananunsa

IIpumena cucrema nerexkuuje ynaga (IDS) — Anar kao mro je Snort uim Suricata ananusupa
MpeXHH caoOpahaj pagu OTKpUBamba CYMIUBUX aKTUBHOCTH.

SIEM (Security Information and Event Management) — Kopumihewse IBM QRadar niau
Splunk omoryhasa npukyrbame 1 aHaIM3y 0€30€THOCHUX UHIMCHATA Y PEATHOM BPEMEHY.
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5. Enykanuja 3anocjieHux

-  OfyuaBame 32 npeno3HaBame cajoep nperwbu — QUIINHT U COLUjATHH UHKEHEPUHT OCTajy
Mely HajBehum mpermama, ma miatdopme kao mrto je KnowBe4 momaxy y peaoBHUM
CHMYyJIalldjamMa Hamaja.

- TlonuTuke 0e30eIHOI pPyKOBama TAjHUM MoOAALMMAa — 3arlOCIeHH MOpPajy OWUTH CBECHH
pH3HKa U CIECIUTHU MPOIICAaHE POy PE.

3amro je Zero Trust uaeanan mojeJi 3a 3alUTUTY TajHUX noaaraka? - Zero Trust He camo Ja
SJMMUHUIIE PU3UK O HEOBJANTheHOT pHUCTyTa, Beh 00e30el)yje KOHTUHYHpaHy BepupuKauujy
HIEHTUTETA U AHATU3Y KOPUCHUYKHX AKTUBHOCTH, YHME CE CIPEUaBajy MOTSHIMjaTHI HAaI1.

Komounanuja ca Need to Know npunuunom

e Need to Know aedunuiire ko cMe 1a IPUCTYIH MOJAMA.

e Zero Trust ocurypasa J1a ce CBakH IMPUCTYII IPOBEpaBa y PeaHOM BpEMEHY.

OBaj BMIIECJTOjHH TIPUCTYN je TIOCEOHO KPUTHYAH 3a OpraHM3alje Koje YIpaBibajy
HajoceT/bMBUjUM MH(pOpPMaNHjama, Kao IITO cy o0aBelITajHe cay:k0e, PUHAHCUjCKe HHCTUTYLH]je
U BOjHE OpraHu3aumuje.

LEAST PRIVILEGE — HAJMAIGE ITPUBUJIET'NJE

Mpunuun Hajvmamwe npuBmieruje (PoLP — Principle of Least Privilege) mompasymeBa na
KOPUCHUIIM, arUIMKaIlijeé W CUCTEMCKH MpollecH A00Hjajy HMCK/bYYMBO OHE MPHUBUJIETH]E KOje CY
HEOITXOIHE 32 U3BPIlaBakhe KOHKPETHHX 3aaTtaka. OBaj MPUCTYII MOApa3yMeBa JI0/IeJbHBabE IPUCTYTIA
pecypcuma u opianthemMa Ha HajHIKEM MOoryheM HHBOY, IIITO 3HaYajHO CMamyje MOBPIIUHY Haraaa
1 yMamwyje MOTCHIMjaIHY IITETY y CIy4ajy 3JI0yNoTpeOe il KOMIIPOMUTAIIH]E.

IIpexqnocTn npuMeHe NPUHIIAIIA HAjMakbe IPUBUJIETHje

1. Cmameme pu3uKa 0/ HHCAjIEPCKUX MPETHH

o Kopucaunu u npouecu umajy crporo aeduHucane, orpaHu4eHe npuuierdje. Yak u y
Clly4ajy KOMIPOMUTOBaWba Hajora, MOryhHOCTH 3710ynoTpeOe cy 3HaTHO CMarbeHe.

o Ilpumep: VYkomuko ciyxOeHMK y OaHIM HMa MPUCTYH CamMoO jETHOM CErMEHTY
KJIMJEHTCKUX MOoJaTaka, 4yak M y ciyyajy Kpahe HmeroBMX akpeIuTHBa, Hamajgad Hehe
Moh¥M J1a MPUCTYNH LEJIOKYNHO] 0a3u MmojaTaka.

2. OrpaHnyaBame LITeTe Y CJIy4ajy KOMIPOMHUTALUje

o AKO 3JIOHaMEpHM aKTep J00Wje TPUCTYH CHCTEMY, OIpaHHuYeHmha MpPUBUIIETHja
oHeMoryhaBajy KpUTHYHE pajibeé Kao IITO Cy MHCTajnanuja malware-a wiu u3MeHa
CHUCTEMCKHUX JaTOTEKA.
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o Ilpumep: Xakep KOju EKCIUIOATHINE PALUBOCT Y CEPBEPCKO] AIUTUKAIIM]U KOja paau ca
orpannueHuM opinanrheruma Hehe Mmohu 1a mpey3Me KOHTPOITY HaJl CHCTEMOM.

3. IloBehana cTaOWJIHOCT ¥ MPEABUAUBOCT CHCTEMA

o OrpaHnuaBamke NpPUCTyNa CHUCTEMCKMM KOMIIOHEHTaMa CMamyje BepoBaTHOhy
HEHAMEPHHUX I'pelIaKa WK 3JI0HAMEPHUX U3MEHa Y KOHUTYpaIijul.

o IHpumep: KopucHuk ca craHgapAHUM TpUBWIETHjaMa HE MOXeE Ja MOIU(HKYje
cUCTEeMCKe OubinoTexe, ynMe ce u3deraBajy 030MbHU KBApOBH CHCTEMA.

4. VYckiaalhenocr ca Zero Trust crparernjom

o IlpuHiun HajMame NpUBMUIIETH]E j€ cacTaBHU JAeo Zero Trust Mojena, Koju ce 3acCHUBA
Ha JMHAMHWYKOM JO0ACJbUBALY NPUCTYIIA HA OCHOBY KOHTCKCTA U CTBAPHUX HOTpC6a.

o Ilpumep: ¥V Zero Trust okpyxewmy, aAMUHUCTPATOPU HEMA]y CTalHE NMpUBUieryje, Beh
MOpajy TIOHOBO J1a c€ ayTeHTU(PUKY]yY 3a N3BO)eHe KPUTUUHUX PAIEHH.

5. KommJajenc ca peryjaruBamMa M CTaHAapaAuMa

o bBpojue perymnaruse u cranmapau naopmanuone 6e36eqHoctu (Hp. PCI DSS, HIPAA,
GDPR) 3axTeBajy npuMeHy MpUHIIAITA HAjMaHhe IPUBHIIICTH]E Ay 3AIITUTE OCETIJBUBUX
MoJIaTaKa.

o [Ilpumep: VY 3IpaBCTBEHOM CHUCTEMY, JIEKapH HMMajy TPUCTYI CaMO MEIUIIUHCKUM
KapTOHMMa CBOJHX TallMjeHaTa, a He KOMIUIETHO] 0a3u mojaTaka.

IIpumepu npuMeHe y pa3jinuuTHM OKPY:KelbUMa

1. Linux — sudo Mexanu3zam

o Kopucanny ¢yHkunoHumy ca OCHOBHMM TpHBHWJIETHjaMa, a aJMHHUCTPATOPCKE
KOMaH/ie ce U3BpIaBajy mnpeko sudo y3 A0AaTHY ayTeHTH(PHUKAIH]Y.

o Ipegnoct: Onemoryhasa cranHo kopuihewme root Hajaora, YuMe ce CMarmbyje PU3MK O
KPUTUYHMX Ipellaka U 370ynoTpeda.

2. Windows — User Account Control (UAC)

o KOpI/ICHI/IHI/I paae 1moHd CTaHAapJAHUM HaJI03hMMad, NOK CC€ 3a aIMUHHUCTPATHBHC PAAC
3axXTCBa CKCIINIMIIUTHA J03BOJIa (HHp YHOC J'IO3I/IHKC).

o IIpegnocr: CnpeuaBa ce HecMeTaHa MHCTajlallMja 3JOHAMEpHUX HporpaMa KojH
3aXTeBajy aIMUHUCTPATUBHU HUBO MPHUCTYTIA.

3. Cloud okpy:xkema — AWS IAM, Azure RBAC

o KopuchHunuma u cepBucuMa ce J07ieJbyjy MHHUMAJIHE JJ03BOJIE Ha OCHOBY HHXOBE
yJIoTE.
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o Ilpumepnu:

= Pa3BojHu TMM mMa mpuctyn camo crenuduuHuM S3 bucket-mma, He 1enoj
UHPPACTPYKTYPH.

* DevOps uHXkemepu MOTY MOKpPETaTH BHPTYETHE MAIlWHE, ajli He U OpucaTH
IpOAYyKIMOHE 0a3e moaaraka.

4. Konrejunepusauuja — Docker, Kubernetes

o Ilogpa3zymeBa ce u3BpIIaBamke€ KOHTEJHEPA Kao non-root KOPUCHUKA, ca OrpaHUYEHUM
MIPUCTYIIOM CHUCTEMY.

o IIpumep: Docker konTejHep koju nmokpehe BeO armkainjy He MOXKe Jja IPUCTYIH UITH
Moau(duKyje cucteMcke aaroTeke host mammse.

Kako umniieMeHTHPATH NPUHIUII HAjMaK€ PUBHJICTH]e

v' CermenTanmja yuora: Ilpenusso neduHucame yiora Kao mro cy "amaauruuap", "aymurop",
"cucteM aJAMMHUCTpaTop', MpH YeMy CBaka yJiora MMa OrpaHHuYeH U jacHO Je(UHHUCAH OICer
JI03BOJIA.

v' PenoBHe peBusHje npuBmierdja: IlepuoauyHO TIPOBEpaBame M AYTOMATCKO YKJIAHAHe
MPUBUIIETHja KOje HUCY KopuitheHe TokoM oapehenor nepuona (amp. 90 naxa).

v IlpusBpemene npusuieruje: Ipumena Just-In-Time (JIT) npucryna, rae ce agMUHMCTPATUBHE
MPUBHIIETH]E TTO/ICJbY]Y CaMoO Yy oJipeheHOM BPEMEHCKOM OKBHPY — HOp. KopumihemeM Azure
Privileged Identity Management (P1M).

v/ AyTroMaTH30BaHa NpoBepa M MOHMTOPHHI: Anatu kao mro cy AWS IAM Access Analyzer,
Microsoft Entra Permissions Management u ciauanu, omoryhaBajy OTKpUBambe MPEKOMEPHHUX
oBylanthema U Npernopydyjy ONTUMHU3AIH]y IPUCTYTIA.

v' Enykanuja 3anociaennx: KoHTuHyumpana oOyKa 3aloClI€HMX O 3HAuyajy OrpaHHYaBarba
MIPUBUJIETHja U MPENO3HABAKY TEXHUKA COIMJAIHOT MHXEHhEepUHTa (HIp. (GUIIHHT).

[IpyHnun HajMame MNpUBUIIETHjE TMPEACTaBba jeJaH O]l TeMeJbHUX cTyOoBa uH(pOpMannoHe

6e36enHocTu y caBpemenuM UT okpykemwuma. therosa ncnpapHa u qociaeiHa mpuMeHa:

o CMamyje pU3HUK O] MHCAjIePCKUX M €KCTEPHUX Hamasa,
e OmnakmaBa yckial)eHOCT ca peryiaTopHUM OKBHPHUMA,
o [IloBehaBa cTraGUIHOCT, MPEIABUAUBOCT U OTHOPHOCT CUCTEMA.

Hako mpuMeHa OBOI NpHUHLMIIA 3axXTeBa MAXJbUBO IJIaHMpame U oAroBapajyhy uHpacTpykTypy
(moceOHO y BENMKMM M KOMIUIEKCHUM CHUCTEMHMa), JyrOpoYyHe KOPUCTH Yy MOIJIEeLy CUTYpHOCTH,
MOY3JJaHOCTH U peryJiaTopHe yckial)eHOCTH Janeko mpeBasuiia3e MHULMjanHe Hanope. KomOuHoBame
ca crparerujama kao mro cy Zero Trust u Need to Know pesynrupa ciojeBUTOM U ehUKacCHOM
3alITUTOM KPUTHYHHUX Pecypca U TajHUX MOJIaTaKa.
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DATA ENCRYPTION - HIM®POBAIBE TIOJATAKA

HIndpoBame momaTaka mpeAcTaB/ba MPOIEC 3aITHTE HWHPOpPManKja MPUMEHOM KPUITOTPaPCKHX
MeToJ1a KOoju omMoryhaBajy na mojamny oCTaHy HeUUTJbHBHU 0e3 oaroBapajyher kipyda. OBaj mporiec je
KJbydaH 3a o0e30ehuBame 0e30eAHOCTH W MPHUBATHOCTH IMOJaTaka — OWJIO Ja Cy Y MHPOBamWmy, y
IIPEHOCY WM Yy ynoTpeOu. Y3 NpHUMEHY CHaXHUX airopurama M KpunrorpaCckux cTaHaapia,
mudpoBame crpeyaBa HEOBJATNEHN PUCTYT, YUME C€ 3HaUYajHO CMambyje pU3HK oJ kpahe moaaraka,
MaHUITyJIallKje WIN 3J10ynoTpeoe.

Tunosu mmupposama:

e IludppoBame y MUPOBaLY
HIndpoBame y MUpOBambY OJHOCH C€ Ha 3alITUTY IMOJaTaka MOXpameHUX Ha JUCKOBHMA, y 0azama
nmojaTaka WIM JpyruMm ckinaaumrTama. OBa BpcTa mm@poBama OCHTypaBa Ja IOAAlM OCTaHY
HEJIOCTYITHH HEOBJIAITNEHNM CTpaHaMa, YaK W aKo johe 10 pu3ndkor mpuctyma ypehajy.

Hajuenihe xopumihenn anroputam 3a mmdpoBame momaraka y mupoBamy je AES (Advanced
Encryption Standard) ca 256-6utHum kbydem (AES-256). Oaj aaropuram 06e30eljyje BHCOKY
0e30e/THOCT M KOPUCTH C€ Y PA3IMIUTUM 00JacTUMa, YKJbyuyjyhu OaHKapCTBO, 37paBCTBO U BJIAJINHE
cHucTeMe.

ITopen AES-a, opranuzamuje mory kopuctutd BitLocker (Ha Windows cucremuma) win FileVault
(Ha macOS) kako 6u mmdpoBaye mele TUCKOBE, MTUTEhH OCET/HUBE MOJATKE O HEOBIamheHOTr
MpHUCTyIA.

e IlludpoBame y npenocy
[TonaTtke koju ce maspy IpPeKo MpeXxa ITUTE KpUunTorpadcku MpoTOKOIM Kao mTo ¢y Transport Layer
Security (TLS) 1.3 u VPN pemema.

e TLS 1.3 je HajHOBHja Bep3Hja CUTYPHOCHOT MPOTOKOJA 3a MHU(POBaHY KOMYHHUKAIH]Y TPEKO
unTepHera. Kopuctu ce 3a 3aTUTY mojaraka y Be0 KoMyHHUKaIUju, ykbyuyjyhu HTTPS Be6
CTpaHulle, mudpoBaHe e-mopyke 1 0e30eHe TpaHCaKIIH]e.

e VPN (Virtual Private Network) Ttexnomoruja o00e30ehyje mmdpoBaHe TyHene 3a
KOMYHHKAIH]jy, IITUTehH mogaTke ox npecperama u omoryhasajyhu kopucHunmma aa 6e36e1Ho
MIPUCTYTIajy Mpekama, 4ak U Kaja kopucte jaBHe Wi-Fi mpexe.

[Topen Tora, MoJEpHU MPEKHU KOMYHUKAIIMOHU NPOTOKO0IH, Kao To cy SSH (Secure Shell) u SFTP
(Secure File Transfer Protocol), kopucte kpunrorpadujy 3a obe3dehuBame 0Oe30emHOr mHpeHOCA
nojataka u3Mel)y ceppepa u KiijeHara.

e End-to-End enxpunuuja (E2EE)
OBaj MeTos ocurypasa Jia moJialiy OCTaHy MU(GpPOBaHH O TPEHYTKa Cllamba JI0 TPeHyTKa Ipujema, 0e3
MoryhHocTH J1a MX OWJI0 KO PpoYMTa UK Jetudpyje ocuM npeaBuleHor mpumaoria.

e Amaukanuja Signal kopuctu end-to-end eHkpunumjy 3a cBe OOJNMKE KOMYHHKAIW]e,
yKJbY4yjyhu TekcTyanHe mopyke, ayJiuo U BHI€0 MO3UBE.
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e  WhatsApp u Telegram (y Tajuom 4erty) Takohe npumenyjy E2EE 3a curypHy KoMyHUKaIHjy,
ocurypaBajyhu Jja 4ak HU CEpBEpH alIMKAIHMje HEMAjy MPUCTYI CaIpxkKajy MopykKa.

e ProtonMail, nonynapau cepBuc 3a mmudposany e-nomrty, kopuctu E2EE 3a o6e30ehuBame
MPUBATHOCTH KOPUCHHKA, YMME CIpedaBa HEOBJIalINeH MPUCTYI YaK U OJ] CTPaHe MpoBajaepa
yciyre.

3axBasbyjyhu E2EE, mpuBaTHOCT KOpHCHHKA j¢ MaKCHMAaJIHO 3amTwheHa, ITO 3HAYM Jla HUKO —

YKJby4yjyhu MHTEpHET mpoBajaepe, Xakepe WM aJIMHUHHCTPATOpE CEpPBHCA — HE MOXKE NMPUCTYIHTH
cajJipkajy KOMyHUKaluje 6e3 opiamhema.

SECURE COMMUNICATION — BE3BE/ITHA KOMYHUKAILINJA:
CTAHIAPAU, IIPUMEPHU U ITPEIIOPYKE

VY epu cBe Behux mpeTwmu 1Mo UHPOPMAIMOHY 0€30eIHOCT, OUyBamke MOBEPJHUBOCTH KOMYHUKAIH]E
MpeACTaB/ba KJbYUYHHM HM3a30B 3a MHCTHUTYIMje, KOMMaHWje W mojeauHiie. OBaj mperien oOyxBara
MIPOBEPEHE TEXHOJIOTHj€ U MIPOTOKOJIE 3a 3alITUTY MPEHOCca IMoIaTaka, KOHKPETHE MTPUMEpEe U3 MpaKce,
Bakehe cranmapae u mpenopyke 3a uMmIuieMeHTanujy. IlocebaH akieHaT CTaB/bE€H je Ha MOJIEPHE
00JIMKe eHKPHUIILIH]je, 3alITUTY METaroAaTaka, Kao U CIPEMHOCT Ha KBAHTHE TPETH-E.

1. be30eqHu KaHaJM MPEeHOCA

[IpeHoc TajHMX WM OCETJHMBUX IIOJaTaka Mopa ce€ 00aBJbaTH HCKJBYYHMBO TMPEKO Oe30emHuX
KOMYHUKAIlMOHUX KaHaja Kako OM ce CHpeYro NpPUCTYNl HeoBlamheHWM cTpaHama. Hajuemthe
KOpHUITNEeHE TEXHOJIOTHj€ ¥ TIPOTOKOJIH YKIbYUY]Y:

e VPN (Virtual Private Network) — Kpuntupa meo caobpahaj usmely ypehaja u mpexe.

o Ilpumep uz npaxce: Kopuniheme IPSec VPN 3a ynasbeHu npucTyn KOpPIOPAaTUBHO]
mpexu (Hp. OpenVPN, Cisco AnyConnect).

o Cmanoapo: NIST SP 800-77 (IPSec VPNs), RFC 4301 (IPSec apxutekrypa).

o Ilpenopyka: Kopuctute VPN ca mynrudaxkropckom ayreHTudukanujom (MFA) 3a
JIOJIATHU HUBO 3aIITUTE.

e TLS (Transport Layer Security) — O0e306eljyje €HKpUNTOBaHY KOMYHHKAIIHjy TPEKO
untepHera (anp. HTTPS, SFTP).

o Ilpumep u3z npaxce: BeO-cajroBu koju kopucte TLS 1.2 wmmm 1.3 (amp. Oanke,
3]IpaBCcTBEHE MIatdopme).

o Cmanoapo: NIST SP 800-52, PCI DSS.

o Ilpenopyxa: Ouemoryhurtu 3actapene Bepsuje (SSL 3.0, TLS 1.0, TLS 1.1) u xopuctut
jake mudpe (AES-256, ChaCha20).

o CrnenmjaauzoBade miaargpopme — Pemema kao mto cy Signal (end-to-end enkpumuuja),
ProtonMail (6e36enuu mejin), unu SFTP/SCP 3a npenoc ¢ajnosa.
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o [Ilpumep u3 npaxce: Kopumiheme Signal-a 3a moBepJbHBE pa3roBOpe y BIATUHUM WA
KOPITIOPATHBHUM OKpPY)KCHHMa.

o Cmanoapo. 1SO/IEC 27001.
o [Ilpenopyka: TlpoBeputu aa iu iardpopma kopuctu end-to-end

o CHKpUIIIHWjy W Ja JU je ayautupaHa (Hmp. Signal je OTBOpPEHOr KOJa M HE3aBHCHO
MIPOBEPEH).

. KOMyHI/IKaHI/Ija OTIIOPHA HA KBAHTHE MPETHHE

o Hosa npaxca: WmnneMmeHTtanuja post-quantum Kpunrorpackux ajiropurama y
KPUTUYHUM CHUCTEMHUMA.

o Ilpumep: Tlpotokonu 3acHoBanu Ha CRYSTALS-Kyber u Dilithium (NIST PQC
CTaHJapIM3aIja).

o [Ilpenopyka: Ilpatutu pa3zsoj NIST PQC ¢unanucra u 3anouetu miaHvpame MUrpatuje
ca kiacuyHux anropurtama (RSA, ECC).

e MoOunna komynukanuja u VoLTE 6e36eanoct

o Ilpumep: 3amenuTn cranaapane SMS u nos3uBe ymorpebom amutukaiuja ca end-to-end
E€HKPUIIIIH]OM.

o Ilpenopyka: Kopuctutu npuBatHe APN mpexe u ynpaBbane MDM cucreme 3a
ciyx6eHne moouiiHe ypehaje.

2. JlonaTHe 0e30eqHOCHE Mepe

o Enxkpunumja y mupoBamy (Encryption at Rest)
o [Ilpumep: BitLocker (Windows), LUKS (Linux), unu AWS KMS.
o Cmanoapo: NIST SP 800-111.
o Crpora KOHTpOJIa IPUCTYIIA
o Ilpumep: Google Workspace xopuctu OAuth 2.0 u RBAC.
o Ilpenopyxa: llpumena Zero Trust Mozena 3a UHTEPHE MPEXKE.
e PenoBHM ayauT M MOHUTOPHHT
o Ilpumep: SIEM anatu xao mro cy Splunk, Wazuh.
o Cmanoapo: ISO/IEC 27002.
¢ 3amTHTa METANOJATAKA Y KOMYHMKAIUjH
o Ilpumep: Kopumrhewe Tor unu VPN na 6u ce cakpuo IP u Bpeme komyHuKaryje.

o Ilpenopyka: PenoBHo Opucame J0roBa u mudpoBame 3ariasiba rae je moryhe.
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3. IIpenopyke 3a UMIJIEMEHTALM]Y

N3zabepure mpoBepene npotokoie (TLS 1.3, WireGuard 3a VPN)

Ounemoryhure 3actapene anroputme (MDS, SHA-1, DES)

Kopucture MFA 3a cBe pucTyIle OCET/bUBUM MOJALMMAa

OOyuuTe 3amociieHe o (GUIIUHT HAmaJiuMa U COLMjaTHOM HHXCHEPHUHTY

[IpaBuTe pezepBHE KOMHje Ca CHKPUIIIIM]OM U 9yBajTe UX HA 0e30eTHIM JIoKanrjama
VYKIbyunTE KBAHTHO-OTIIOPHE aJITOPUTME Y TyTOPOYHE TITAHOBE

[Ipumenute Data Loss Prevention (DLP) mexanusme yHyTap cucrema

be3benna koMyHHKaIK]ja j€ KJbyYHA 32 3aIITUTY OCET/BUBUX IMO/AaTaKa.

KomOunanmja caBpemennx VPN u TLS mporokona, eHkpumiuje y MHpoBamwy, Zero Trust
npucTyna u npahema MeTanojaTaka 3HauajHO CMamyje pU3MK OJ1 HeoBjantheHor mpucryna u
Lypemwa nojiaTaxa.

[IpunpxaBame axktyenHux cranaapaa kao mro cy NIST, ISO/IEC u PCI DSS, kao u
O51aroBpeMEHO YCBajamhe€ KBAHTHO-OTIIOPHHUX pellewma, 00e30ehyje ITyropodHy OTHOPHOCT
KOMYHHUKAITMOHUX CHCTEMa Ha caBpeMeHe u Oyyhe mpeTme.

AN N N N N U N N

<

AUDIT & LOGGING — HAJI3OP M EBUJEHIIUJA TIPUCTYIIA TAJHUM
MOJALIUMA

CBe aKTUBHOCTH KOj€ YKIJbYUY]jy IPUCTYII, U3MEHY HJIM IPEHOC TAjHUX U OCETJHHBHX I0JaTaka MOpajy
OWTH eBUJICHTHpAaHE y LWy (OPEH3WYKE aHajiu3e, OTKpHBama 3Joynorpeda u yHampehema
0e30emHOCHUX mToJauTHKA. EdukacaH cucreM JoroBama W peBU3Hje (ayauTa) omoryhaBa paHO
OTKpHUBaHkE aHOMaJIH]ja, HETIOMITOBAA MPOLICAYPa U MOTSHIMjATHUX 0e30€JHOCHUX MHIIUICHATA.

KibyuHe koMnoHeHTe:
e IlenTpasmn30BaHO JIOTOBaKE

o [Ilpumep u3 npaxce: CBU CHCTEMCKHU JIOTOBU U3 Pa3IMYUTHX CEpBepa, ariukaluja u
MpeKHE MHPPACTPYKTYpe MPHUKYILUbajy ce y neHtpanrnu SIEM cucrem (amp. Splunk,
Graylog, ELK Stack).

o Ilpenopyxra: Kopuctutu syslog, journald nnu arenre (anp. Filebeat) 3a cname norosa y
peaTHOM BpEMeHY.

o Cmandapo: ISO/IEC 27002 (paszena 12.4 — Logging and monitoring), NIST SP 800-92
(Guide to Computer Security Log Management).
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e 3amrutran HHTEIPUTET JIOTOBa

o [Ilpumep: Kopunihewe murutamHor nornuca wim WORM (Write Once Read Many)
MeJja Jia ce CIPeur HaKHa/IHA U3MEHA JIOroBa.

o Ilpenopyka: Orpanmun npuctyn Jor ¢dajaoBuma camo oOBJamheHUM JHIUMA;
UMIUIEMEHTUPATH KOHTPOJIY HHTETPUTETA (Xemupame, checksum).

o Cmanoapo: NIST SP 800-137 (Information Security Continuous Monitoring), ISO/IEC
27001 — KonTposa mprcTyna JIOroBuMa.

. AyTOMaTI/BOBaHO yYino3opaBame U aHAJIN3a

o Ilpumep: AKO aIMMUHHCTPATOP MPUCTYNHU MOBEPJHUBUM IOJIAlIUMA Y HEOOMYHO BpeMe
WM u3 Hero3Hare Jokanuje, SIEM masme anapm.

o [Ilpenopyxa: TlomecuTn anate 3a OTKpuBame ojacTynama (anomaly detection) wu
kopuinheme mabnona nonamama (UEBA — User and Entity Behavior Analytics).

o (DopeH3NYKH 3HAYaj U IPABHA BAJbAHOCT JIOT0BA

o [Ilpumep: Y cynckuM NOCTyHIMMa JIOTOBH MOpajy OUTH BpPEMEHCKHU NOTIHCAHU
(timestamped), HeTTpoMemEHU U TIpocieheHn mpeko 6e30€eIHOT JIaHIIa YyBamba.

o [Ilpenopyxa: Kopuctutu NTP 3a cuHXpoHU3alMjy BpeMeHa W MPUMEHHUTH TMPOIECIypPe
TUTUTATHE (POpEH3UKE.

JdonarHe nmpenopyke:

v Uysaru JIOrOBE MUHUMYM 1—3 TOIMHE Y 3aBUCHOCTH OJ] PETYJIaTHBE U CTENEHA TajHOCTH

v PeJIOBHO TECTUPATH AJlaTe 3a JETEKIU]y HHIMIEHATA ¥ EBUICHIIA]Y

v' TIp¥MMEHWTH NPHHIUI HajMamber IPUBUIIETH]Y M JIOTOBATH MOKYyILaje HeOBIanNEHOr PUCTya

v\ AHOHMMM30BATH MoJaTKe rie je Moryhe 6e3 yMamema Haa30pHe QyHKIMje

v' VKIbYy4YHTH JIOTOBE y CHCTEM 3a ynpasibame unnuaeatuma (ISMS, CSIRT)
CucremaTnyaH u 3amTuheH npoiiec JoroBama U PeBU3Mje MPECcTaBiba jelaH 0] cTy0oBa 6e30eJHOCTH
nojiaTaka. YKOJIHMKO ce IMPaBHIIHO UMIUIEMEHTUPA, oMoryhaBa He caMoO OTKpHBame, Beh U mpeBeHIn]y
31m0ymnoTpeda, Kao U JoKa3uBame y ciayyajy crnopa. [Ipaheme rinmo0anHux ctanaapaa 1 0caBpeMemhUBabE
CUCTEeMa Y CKJIaJy ca pa3BOjeM MPETHH 0CcTaje KOHTHHYHPAH 33/1aTak CBaKe OpraHu3alyje Koja pyKyje
OCETJbMBUM WJIM TajJHUM MH(pOpMallrjama.

ACCESS CONTROLS - HAITPEJHE KOHTPOJIE ITPUCTYIIA U
AYTEHTUOPUKAIINUJE

Kontpone mpuctyna mpeicraBibajy NpBY JUHHU]Y OJ0paHe OJ HEOBIAUINEHOr MPUCTYIA TajHUM U
OCeTJbMBUM HH(poOpMalHjaMa. MoJEpHH CHCTEMH NpUCTyNa KOMOWHY]Y TpaJUIMOHAIHE METOJe
uAeHTUHKAIMje ca HallpeIHUM MEXaHHW3MUMa Kao IITO ¢y JBodakTropcka ayreHTH(uKanuja (2FA),
O6uomeTpHja, U TMHAMUYKE MOJIUTUKE MPUCTYIIA 3aCHOBAHE Ha PU3UKY.
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KibyyHe koMIOHEHTE:

o JIBogakTopcka u Bumedakropcka ayrentupukanuja (2FA/MFA)

o

o

Ipumep u3z npaxce: [lpujaBa Ha KOPIIOPATHBHY MOPTAN 3aXTEBA JIO3UHKY + jeTHOKPATHH
Ko ca moOmiHe arumkanuje (amp. Microsoft Authenticator, Google Authenticator,
YubiKey).

IIpenopyka: OGaBe3no npumeHuTd MFA 3a cBe aIIMUHUCTPAaTOPCKE HAJIOTE U MPUCTYII
OCETJbUBUM IOAALNMA.

Cmandapo: NIST SP 800-63B (Digital Identity Guidelines).

o buomerpujcka ugentuduxanuja

o

Ipumep: Tlpuctyn 6e30€JHOCHO OCETJBUBUM 30HaMa y3 IIPOBEPY OTUCKA IIPCTa, MPEXE
KPBHHUX CyJI0Ba WJIM MPENO3HABAKE JINIA.

Ilpenopyxa: KomOnuHoBatu Onomerpujy ca apyrum dakropuma (n+1 mozen).

Hanomena: buomeTrpujcku momany ce MOpajy TPETHpATH Kao IMOCeOHa Kareropuja
TUYHUX mojaTaka y ckiaay ca GDPR/33JITT/I.

e KonTpoaa npucryna Ha ocHoBy yJora (RBAC — Role-Based Access Control)

o

Ipumep: CucteM aqMUHHCTPATOP MMa IIMPH HUBO TPHCTYIA HETO PEIOBHU KOPHCHHK;
koHTpoaucano kpo3 LDAP/Active Directory.

Ilpenopyra: CnpoBOAUTH TMOJUTUKY HajMambUX MPUBUIIETHja — CBAKH KOPHUCHHK MMa
camo oHa opjaihema Koja cy My HEOIXO/IHa.

Anmepnamusa: ABAC (Attribute-Based Access Control) — dbiekcuOuiHuje npucTyname
3aCHOBAHO Ha BHIIIE KPUTEPHjyMa.

e KoHTpose npucryna y peaJijHoM BpeMeHYy

o

IIpumep: Axo cucTeM AETEKTYyje NMpHUjaBy U3 aTUIIMYHE T'€0JIOKAIlH]je, 3aXTeBa JI0JaTHY
ayTeHTU(UKALN]y WK OJIIOKHUpA MPUCTYII.

Texnonoeuje: CASB (Cloud Access Security Broker), Conditional Access Policies (amp.
Azure AD).

o BpeMeHCKH M KOHTEKCTYAJHH NPHCTYII

o

Ilpumep: TlpuBpeMeHU MpPHUCTYNl 3a YTOBOpPHE CapaJHUKE KOJU C€ ayTOMAaTCKH
MOHUIIITaBa HAKOH oJpeheHor naTyma.

Ilpenopyra: Kopuctutu just-in-time mnpuctyn (JIT), TokeHe ca BpEeMEHCKUM
OrPaHUYCHEM U PEBHU3HUjY CBUX MPHUBUIICTOBAHHUX HAJIOTA.
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JonarHe nmpenopyke:

v' VBect MFA kao crangapady 0e30€1HOCHY MEPY Y CBHM CUCTEMUMA

v Ayromaruszosaru mporiec gojeie u onosusa npucryna (IAM/IDM anatn)

v PelIOBHO PEBHIMPATH MPUCTYIIHE JINCTE ¥ OPUIIUTE HEAKTUBHE HAJIOTE

v BoauTu €BUJICHIIN]Y CBAKOT MPUCTYIIA M MOKYIIaja MIPUCTYIA OCETJBUBMM MOIaliuMa

v Komb6unosaru RBAC ca koHTeKCTyaaIHUM (GakToprMa 3a (GUHHU]Y KOHTPOITY
Hanpenne koHTpose mpucTyna He caMoO Ja clipedaBajy HeoBiamheH mpuctyn, Beh u cMmamyjy
MoryhHocT wuHTepHHX 310ynorpeba. I[lpumena BumedakTopcke ayTeHTU(UKAIMje, IUHAMUYKHUX
MpaBWjia M NpPHUHILMIIA HajMambHUX MPUBWIIETHJa OCUTYpaBajy Ja caMoO OBJamNeHH KOPHUCHULH, Yy
oaroeapajyhum ycinoBuma, UMajy HpPUCTYN TajHUM Mojanuma. PeloBHO axypupame MNPUCTYIMHHX
MOJINTHKA U KopuIthewe Mel)yHapoJHUX CTaHJap/ia rapaHTyje Iyropouny 6e30€eT1HOCT.

DATA INTEGRITY — O4YBAIE TAYUHOCTU U KOH3UCTEHTHOCTH
HOAATAKA

WuTerpureT nonataka noapasymena Aa HHGopMallfje 0CTaHy HEMPOMEHEeHE, TaUHe U MOTIyHE TOKOM
yHOca, o0pajie, MpeHoca U CKIaJuIITeHha. HapounTo y KOHTEKCTY TajHUX WM OCETJbUBUX I10/aTakKa,
OUyBamh€ MHTEIPUTETA j€ KPUTUYHO 32 TOHOIICHE UCIPABHUX OJJyKa, IPAaBHY BAJIUIHOCT U 3aLITUTY
0]l 3T0HAMEPHUX M3MEHAa WM KOPYIILK]je o1aTaKa.

KibyuyHe KoMIIOHeHTE:
e Xew ¢pyHKIMje ¥ JUTHTAIHA NOTIHCH

o [Ilpumep uz npaxce: Kana ce JOKYMEHT IUTHTAIHO MOTHUIIE (HIP. €IEKTPOHCKHM
ceprudukarom), xem ¢ynkuuja (SHA-256) ce xopuctu na 6u ce mpoBepuiia HEroBa
HEH3MEHECHOCT.

o Ilpenopyxra: Kopuctutu jake kpunrorpadeke xem ¢pynkuuje (anp. SHA-256, SHA-3),
u3berasatu 3actapene (Hnp. MDS5, SHA-1).

o Cmanoapo: NIST FIPS 180-4 (SHA), eIDAS (3a aururanuae nornuce y EY), ISO/IEC
10118.

o IlesoxynHa npoBepa HHTErPUTETA y CHCTEMY

o Ilpumep: KonTtponne cyme u Bepu¢uKanuja JaToTeka HAKOH IpPEHOoca MPEKO Mpexe
(amp. checksum, HMAC).

o Ilpenopyxa: IMnneMeHTHpaTH MEXaHU3ME 3a ayTOMAaTCKy MPOBEPY MHTEIPUTETA MpPU
CBaKO] YUTamy WJIH MIPEHOCY MOAaTaKa.

o KoHnrpona Bep3uja u peBu3nja usmena
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o [Ilpumep: Kopucre ce cucremu kao mro cy Git miam 6a3ze ca audit trail-om ma 6u ce
MPATHIN CBU M3MEHCKH KOPAIM U ayTOPH H3MEHA.

o Ilpenopyka: CBaka n3MeHa OCETJbUBOI MOJaTKa Mopa OUTH €BUJEHTHpaHa U 0/100peHa
KpO3 MpOLEaypy.

¢ ba3a nmogaraka ca 3alliITUTOM HHTEIrpUTETa

o [Ilpumep: SQL 6a3e kopucte constraint-e (urnp. CHECK, FOREIGN KEY) u Mmexanusme
3a ACID Tpancakuuje.

o lIlpenopyka: Omoryhutu Joropame HU3MEHAa U PEIOBHO M3BpIIABaTU TECTOBE
KOH3UCTEHTHOCTH.

o  Cmanoapo: ISO/IEC 25012 (Data Quality Model), NIST SP 800-53 (SI-7 — Software,
Firmware, and Information Integrity).

e 3amrTuTa (11§ HeoBJalmheHnx u3MeHa

o Ilpumep: ®ajn cuctemu ca Hem3mMewuBUM cekijama (WORM), KOHTpOJIMCAaH MPUCTYTT
CUCTEMCKHM (hajIoBUMA.

o [Ilpenopyxa: KombunoBatu koHtposie npuctyna (ACL) ca cucremuma 3a Haariemaame
u3mena (File Integrity Monitoring — FIM).

JonarHe mpenopyke:

v Kopucturu Kpunrorpadcke METO/IE 3a BepU(DUKALM]y MHTErPUTETA IIPU CBAKOM YJlasy/u3iasy

v’ Ilpumenutu version control cucteM 3a cBe KPUTHUYHE KOH(PUIYpALIUje U JOKYMEHTE

v' 06e30e1uTH OTIIOPHOCT HA OTKA3€ KPO3 PEIUIMKALKM]Y U EPHOJMYHY BaIUIALM]y MOIaTaKa

v’ PeryiapHo TECTUPATH MOJMTUKE UHTEIPUTETA Y OKBUPY 0€30€IHOCHHUX POBEPA

v' AyTOMarCcKM ajJapMHUpaTH Ha CBaKM MOKYIIIaj HEAyTOPU30BAHE U3MEHE 110/1aTaKa
WuTerpureT nojaraka je TeMesb IOBEPEHa y AUTHTAIHE cucTeMe. bes mera, HujeaHa 6e30eJHOCHa Mepa
HUje JoBOJbHA. KomOMHAIMjoM Xemmpama, JUTHTATHOT TIOTIHCHBaKka, KOHTPOJIE Bep3uja H
MOHHUTOPUHIa WHTETPUTETa, OpraHu3alyje MOry 00e30eMTH Ja HUXOBU IOJAIM OCTaHy TauyHH,
MOTITYHH U MOY3JIaHH Y CBAKOM TPCHYTKY.

SEGMENTATION — CMABEBE ITOBPUHINHE HAITAJTA KPO3
N30JJAINIY CUCTEMA

CerMeHTalnuja npeacTaB/ba TEXHUKY JOIMUYKOT WK (PU3MUYKOT JeJbeha MPEXHHUX pecypca Ha Mambe,
u3osioBaHe nenuHe. Llb je na ce orpaHuuM KpeTame MOTEHIMjaTHOI Hamajadya yHyTap CHUCTEMa,
ycniopasa uin oHeMoryhasa lateral movement u MuHIME3Yje MOTyhHOCT KOMIIPOMUTOBaKa KPUTUIHUX

pecypca.
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KibyyHe koMIOHEHTE:
e Bupryeane LAN (VLAN) u noampe:xe (subnets)

o [Ilpumep uz npaxce: Pagne cranuiie 3anociaeHux y moceonoj VLAN Mpexu, 0J1BOjeHO 01
CEPBEPCKOT CErMEHTa M MPEKa 3a YIIPaBJbabe.

o Ilpenopyka: Ynorpeoutu paznmuunte VLAN-0Be 3a KopucHuke, cepsepe, loT ypehaje u
aJIMUHUCTPATOPCKE CEPBUCE.

o Cmanoapo: ISO/IEC 27033-1 (Network security overview and concepts).
e Firewall npaBuia u KOHTpo/IMCAHA KOMYHUKAaUUja u3mMely cermenara

o Ilpumep: TlpaBuna firewall-a omoryhaBajy camo ctporo aeduHHCaHE MPOTOKOJIE M
noproBe m3Mmel)y cermenarta (Hmp. SQL cepBep mpuxBara ymute camo ca oipeheHe
aruTMKaInje).

o [Ilpenopyxa: ITlpumeHWTH TPHUHIUN ,,I03BOJHEHO j€ CamMO OHO INTO j€ H3PUUYUTO
nedunucano (default deny).

o Texnonoeuje: Next-Generation Firewalls (NGFW), ACL (Access Control Lists).
e MukpocerMeHTaNnuja

o Ilpumep: Yuytap uctor mata neHtpa win cloud okpyxkema, cBaka aridKamuja WiIu
CEPBUC Ce Hala3u y CONCTBEHO] 30HU Cca MMOCEOHUM MpPaBHIIMMA.

o Texnonoeuje: VMware NSX, Cisco ACI, Zero Trust apxuTekTypa.

o [Ilpenopyra: YBectn MUKpocerMeHTanujy y cloud okpyxemrma paan 00Jbe KOHTPOJIC
KOMYHHKaIuje u3mel)y BUpTyeqTHUX MalliHa U KOHTejHepa.

e M3os0BaHa okpyxkema (sandboxing, DMZ)

o Ilpumep: Web server y nemunutapu3oBanoj 3oHd (DMZ) uzonmoBan oj yHyTpaiime

MPCIKEC — HYaK U 'y cnyqajy KOMHpOMI/ITaHHje, Hamnaga4d HeMa JUPCKTAH IMPUCTYIL 0azama
rmoaartaka.

[e) HpenopyKa: KpI/ITI/I‘IHC YCIyre usME€CTUTU y CCTMCHTC Ca KOHTPOJIMCAHUM HNPUCTYIIOM
KpO3 ProXy ik reVerse proxy cioje.e.

HJoxaTHe nmpenopyke:

VYpaautu manupame nocrojehux pecypca u aepuHucatu 30HUpame N0 HUBOY OCETJBUBOCTH
Owmoryhutu nHcnekuujy caoopahaja usmelyy cermenara (Deep Packet Inspection)
MunHuMH30BaTH OpOj OTBOPEHUX IyTeBa KOMYHUKalMje nu3Mel)y 30Ha

Tectupatu  mpomycHoct mnpaBwia firewall-a u  cumynuparn  lateral  movement
KomOunoBatu cermenranujy ca Zero Trust npuctynom

CerMeHTalMja HUje caMO TEXHWYKa Mepa, Beh KJbydHa cTpaTeruja y cpedaBamy ecKalalyje Haraja.
[lonenom cuctema mo KpurepujymMuMa (QYHKIHj€, OCETJbMBOCTM M HHMBOA pPHU3MKA, CMamyje ce
MoryhHoCT 1mupema ManBepa, eKCIuloaTaldje MpOIyCcTa M KOMIPOMMTAIMjEe LIeJe Mpexke.

ANANEA NN
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CerMenTanuja, y KOMOMHAIMjU ca MPELU3HUM TPaBUIIMMA MPHUCTYNIa 1 MOHUTOPUHTOM, IIPECTaBIba
TeMeJb CaBPEMEHE 0JI0paHe.

CONTINUOUS MONITORING — HETPEKHU/IHO ITPAREIBE PA/IN
BJIAT'OBPEMEHOI' OTKPUBAILA U PEATI'OBAIHA HA IIPETIHE

Continuous  Monitoring  mpencraBjba  MpoIleC  CTAJHOT  Haarjieqama  0e30€IHOCHUX
norahaja, CHCTEMCKUX aKTUBHOCTHU U KOH(UTypalija y pealHOM BpEMEHY, ca INJbEM PaHOT OTKPHUBAba
WHIMIEHATa, OJICTyNama M MOTCHIHUjaTHUX 37oynorpeda. To je KibydHa KOMITOHEHTA NPOAKTHBHE
nHpopmanrone 6e30eJHOCTH U TeMeJb 3a JJOHOIIEHE OJ/UTyKa 3aCHOBAaHUX Ha MOJaliuMa.

KibyuHe koMnoHnenre:
e SIEM (Security Information and Event Management) cucremu

o [Tlpumep u3 npaxce: Ynorpeba amata kao mro cy Splunk, Wazuh, wiu IBM QRadar 3a
aHaJM3Yy JIOrOBa, Kopemaiujy aoralhaja u ayToMaTCKO ajlapMUpambe.

o Ilpenopyka: IlogecuTy KopenauoHe mpaBuiie 3a crenupuine 6e30eJHOCHE HHIIUICHTE,
Kao IITO Cy HEyCIele MprjaBe, MpoMeHa mpapa npuctyna win exfiltration momaraka.

o Cmanoapo: NIST SP 800-137 (Information Security Continuous Monitoring — ISCM),
ISO/IEC 27001: A.12.4 (Logging and monitoring).

o Endpoint Detection & Response (EDR)

o Ilpumep: Anatr xao mro je CrowdStrike nmu Microsoft Defender for Endpoint koju
oMoryhaBa yBH]l y aKTUBHOCTH Ha KpajibuM ypehajuma, H30J10Bambe KOMIIPOMUTOBAHUX
cucreMa v (pOpEeH3NYKY aHaU3y.

o Ilpenopyxa: NUnterpucatu EDR ca SIEM cuctemoMm 3a neHTpaln30BaHU Iperies.
¢ Network Monitoring u IDS/IPS (Intrusion Detection/Prevention Systems)

o Ilpumep: Kopumhemwe Zeek, Snort wimm Suricata 3a mpahemwe MpexHor caoOpahaja u
OTKpUBamkE aHOMAaJIM]ja WK MTO3HATUX MOTIHCA HaMaa.

o Ilpenopyra: Kombunosatu IDS ca threat intelligence ¢punosuma paau Grarospemenor
OTKpHBama HOBUX BPCTa MPETHU.

e Amnaiu3a nonamama (UEBA — User and Entity Behavior Analytics)

o [Ilpumep: OTKpHBaWe JI€BUjaHTHOT MOHAIIaMka 3aMOCICHOr (HIpP. MAaCOBHO KOMHpame
¢dajmoBa 'y KAacHUM BEUEpPHUM CcaTMMa) Kao MOTEHIHjaJIHOI  HMHIUKATOpa
KOMIIPOMHUTALIH]E.
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o [Ilpenopyra: Wurerpucatu UEBA ca nonutukoM HWHIMIACHT pearoBama (Incident
Response Playbook).

JlonaTHe mpenopyke:

v' Venocrasutu 0asny muuujy (baseling) 3a HopmaiHo noHaiame cucTeMa U KOPUCHUKA
v Koudurypucaru anapme 3a kputudne norahaje (HOp. IPUCTYN TajHAM IOJAlMMa BaH
pagHOT BpEMEHaA)
v' 006e30€eUTH IIEHTPATM30BAHO JIOTOBAKE ca BpeMEHCKOM cuuxponusarmjoM (NTP)
v PeIOBHO BPIINTH aHAJIU3Y JIOTOBA U PEBU3HU]Y MOJIUTHKE aJapMUParba
v" Venocrasutu SOC (Security Operations Center) wmu anraxosaru MSSP (Managed
Security Service Provider)
Kontunyupano npahemwe je He3aobuiazaH Jeo cBakor 3penor Oez0eaHocHor cuctema. Omoryhasa
MPAaBOBPEMEHY PEaKIM]y Ha WMHIMJCHTE, OTKPHBAMKhE HEMO3HATHUX MPETHU U TMOO0O0JbIIAE YKYITHE
pesunujeHnuje cucrema. YBohewem SIEM, EDR u IDS pemema, y kKoMOUHaIMjH ca MPOLEIypOM 3a
OJITOBOP HA MHIIMJICHTE, OpraHu3aIlfja rpaji OCHOBY 3a €(heKTHBHY M OJP>KUBY cajoep oa0paHy.

3AK/bYUIIN U TPEITOPYKE

3amTHTa TajHUX M OCETJBUBUX IOJaTaKa 3aXTeBa CUCTEMCKH, CBEOOyXBaTaH M KOHTHHYUPAH TIPUCTYII.
[Tpumena mpuHIMIa Kao 1ro ¢y Zero Trust, Defense in Depth, Security by Design u Least Privilege
HHUJje cTBap n300pa, Beh HY)KHOCT y YCIIOBUMA CBE CJIOKECHH]UX U YITIOPHHUJUX cajoep MpeTHhU. AHAIH30M
elieMeHaTa Kao IMTO Cy 0e30eHH KOMYHHKAIIMOHHM KaHaJM, KOHTpPOJIC IMPHUCTYIa, UHTETPUTET U
CerMEHTalIlnja, youyaBa ce Ja ehpUKacHOCT 0e30€THOCTH MPOU3HIIa3u U3 KOOPAUHAIIH]Ee TEXHUUYKUX Mepa
Y OpPraHU3aIMOHKUX TOJUTHKA.

MozepHe npeTme He noralhajy camo TeXHOJIOTH]Y — OHE LIUJba]y U JbYACKE NpoIycTe, He(hyHKIIMOHAIHE
npolexype 1 HejocTatak oOyke. 3aTo je MOTpeOHO HE caMO YBECTH TE€XHHYKE Mepe 3aumTure, Beh u
PEIOBHO €lyKOBaTH KOPUCHUKE, CIPOBOJUTH TECTHpama, Kao 1 yHarpehusatu nocrojehe nonutuke Ha
OCHOBY aKTYEJIHMX CTaHJAap/ia U peaJHUX UHLUJCHATA.

Kibyune npenopyke:

v Unrterpucartu 6e36eJHOCT y cBe (pase cucTemMa — OJf MPOjEeKTOBaba 10 CBAKOAHEBHOT KopHIhemba.

v' Tlpumenntn Buieciojny 3amruty (Defense in Depth) u cermenTaImjy MpexxHHX 30Ha.

v' Ycmocrasutu Zero Trust Moes — CBaku MPHUCTYII ce BepuduKyje, 6e3 ayTOMaTCKOT TOBEPEHa.

v O0aBEe3HO KOPUCTHTH MIU(PPOBALE TOJATAKA Y MUPOBALY U MPHU MIPEHOCY.

v OmoryhuTs HampeHy KOHTPOIY IPHCTYa, YKIbydyjyhu nBodakropeky ayrentudukanujy (MFA)
u OuomeTpHjy.

v’ VYBectu peoBHO npahere i aHATM3Y JIOT0Ba, Kao U npahere HHTErpUTeTa MoJaTaKa.
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v KOHTHHYHpAHO €IyKOBaTH 3alocieHe, ca (POKYCOM Ha MPENO3HABAE M MPEBCHIIN]Y COLMjATHOT
HUHXEHEPUHTa U Jpyrux 0e30€JHOCHUX UHLUJEHATA.

v' PeIOBHO BPIIUTH TECTHParma (ayauTe, MEHETPAIIMOHE TECTOBE) M aXKypHpara Mepa 3alliTHTE Y
cxiany ca craggapauma (NIST, ISO/IEC, ENISA).

v O6ase3na akpeaurannja KT cucrema oj1 moceOHOT 3Ha4aja mmpe MmyIiTama y paj Kajaa ce 'y mbuMa
oOpalyjy Tajam monaiy, Kako OM ce MOTBPIWIA YCArJIalICHOCT ca MPOMHCAHUM 0e30eTHOCHUM
3aXTEBHMa M CTaHAapIuMa.

VYcnenina umiuieMeHTaija 6e30e1HocCHUX Mepa oMoryhaBa opranusaiiijama Jia IpOakKTUBHO OATOBOPE
Ha U3a30B€, MUHUMH3Y]y PU3HK 0]1 KOMIIPOMUTOBAMKA TAjHUX MOIaTaKa M 09yBajy MOBEPEHe KOPUCHHUKA
n uHctutyuuja. MHpopmammona 6e30e1HOCT HHjEe jeAHOKpaTHAa MHHULM]aTHBA — TO j€ JAWHAMUYaH,
KOHTHHYHPAHH MPOIEC KOjU 3aXTEBA MKy, PECYPCe M aHTAKOBabe CBUX YUeCHUKA y cucrteMy. Mako
Cy HampeJH! TeXHUYKH MEXaHW3MHU U CTPOro Ae(UHUCAHM MPOIECH HEONXOHH 33 3alITHTY TajHUX
MmojlaTaka, Y0BEeK OcTaje Hajcimabuja Kapuka y 0e30€THOCHOM JIaHILY.

Henocratak cBecTH, HemocTtaTtak enykalyje WJIM HeMap MOTY JOBECTH /0 HajBehux mpomycra u
yrpoXaBama HallMOHATTHE 0€30€THOCTH, OpraHu3alnoHe 0e30€HOCTH WITH KOHIIENaTa MOBEPJbUBOCTH,
MHTErpuTeTa U AOCTYNMHOCTH MH(pOopMalrja. 300r Tora je crajHa eaykaluja, noanzame 0e30e1HoCHe
KyJAType W OATOBOPHO TIOHAIAkE CBUX KOJU PYKYJy TajHUM  IOJalliMa OCHOBAa €(EKTHBHE
nHpopManrone 6e30eAHOCTH.
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YIIPAB/BAIBE PUSUKOM BE3BE/ITHOCTHU UKT CUCTEMA 3A
PAJ1 CA TAJHUM ITIOJALIUMA
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YIIPAB/BAIBE PUBUKOM BE3BE/ITHOCTHU UKT CUCTEMA 3A PAJI CA
TAJHUM ITIOJALIMMA

VYnpasseame pusukom 6e30eanoctu UKT cucrema 3a pan ca TajHIM NoJanuMa je KJbYYHH IPOIIeC KOju
MMa 3a Wb UACHTU(UKAIH]Y, IPOICHY, CMAEhe M KOHTPOJTY PU3UKA KOjU MOTY YIPOKaBaTH 3aIITUTY
oceTJpuBHUX Nojaraka. OBH mojgany Mory OMTH OJl M3y3€THE BaKHOCTH 3a HAllMOHANHY 0e30eqHOCT,
KOpPITIOpaTHBHE MHTEPECE WM JINYHY NMPUBATHOCT, TAKO /1A j& HEOMXOAHO 00€30€AUTH HIXOBY 3aIITHTY
Ha HajBUIIIEM HUBOY.

1. UnenTudukanuja pusuka

[IpBu KOpak y ympaBjbalky PU3UKOM j€ HWIACHTU(UKAIMja NOTEHUUJATHUX NPETHU U PambHUBOCTU
cucteMa koju oOpalyjy Tajae momarke. OBaj mporec moapadymeBa aHainu3y cBux acrnekara WKT
CHCTEeMa KOJU MOT'y OUTH YI'pOKEeHH, Kao ILITO CY:

o Ilperme u3nyrpa: Heosnamrhenn npuctym nim 3moynoTpeda mpucTymna oJ CTpaHe 3alO0CIeHIX
WM IpYTUX OoBiautheHux ocooda.

o IlIpermwe cnosba: Hanmagm u3 crosbanimux W3BOPA, Kao MITO Cy Xakepu, cajoep Hamaaw (HIp.
DDoS namanu, Bupycu, ransomware), uin GU3HUKd HanaJau Ha HHPPACTPYKTYPY.

o [Ilpupoane karactpode: Omrera cucrema ycien TPUPOAHUX Jnorahaja kao mTO CYy
3eMJbOTPECH, MOTLIABE, TN TIOXKAPH.

e Jbyncke rpemke: HempaBuwiHO MocTynmame ca NOAAIMMA, Kao IITO Cy TPEIIKe Yy
KoH(puryparuju, 3a00paB/beHU TOIAIA WK HEAJCKBATHO YHUIIITaBaKkE HH(OpMaIH]ja.

2. Illpouena pusnka

Hakon mTo cy ueHTu(uKOBaHU PU3ULIY, TOTPEOHO je MPOLEHUTH BUXOBY 030MJbHOCT U BepoBaTHONY.
[Ipouiena pusuka noapasymMeBa aBe KJbydHe KOMIIOHEHTE:

2.1. BpennoBame nmocjiaeauna

o @unancujcke mociaeauue: ['yOutak wim kpaha mogaraka MoOXe JOBECTH JO 3Ha4yajHE
(uHaHCHjCKe IITeTe, YKIbYUYjyhH Ka3He, TPOLIKOBE OMOpPaBKa M MOTEHIMjallHE TyXO0e.

e Penyranmjcke mocaeauue: Pusnk ox ryouTka noBepema KOPUCHUKA WM JaBHOCTH, MOCEOHO
aKko Jiohe 10 KOMIIPOMUTAIIM]j€ TajHUX M0/aTaKa.

. HpaBHe nmocjaeamue: KpH_Iere 3dKOHa HWJIM IPOIIUCa O 3alITUTH TajHI/IX nogaTraka, 3alliITUTHU
noaaraka O JU4YHOCTH, KOjI/I MOKC DOBCCTHU OO0 IMPaBHUX CaHKI_II/Ija.

o be30ennocHe mocenuue: Pusnk o1 HaIMoHalIHE WK KOpHIOpaTUBHE 6€30€1HOCTH aKo ce TajHU
MoJIaIM KOPUCTE MPOTUBHO MHTEPECUMA JIp’KaBe, OpraHa jaBHE BJIACTH WJIH MIPABHOT JIMIIA.

2.2. Ilpouena BepoBaTHohe

. HpoueHa BepOBaTHOhC Ja he ce Hekn PU3UK OCTBAPUTHU 3aCHHBA CC HA HCTOijCKI/IM nogamumMa
O IMpeThaMa, JO0CTYITHUM 6636CIIHOCHI/IM CTaTUCTHUKaMa 1 NpolC€HaMa TPCHYTHUX YHYTpallllbHUX
" CIIOJbAllIlbUX PU3UKA.
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3. Ctpareruje ynpaB/bamba pU3HKOM

Haxon mporieHe pusuka, Tpeba yCBOjUTH CTpaTeruje koje he MUHUMH3UPATH YTHIIA] TOTEHIIH]aTHIX
npetsu. OBe cTpaTeruje Mory OUTH:

1. U3beraBame pusmka: [IpomeHa mpoieca Wi mporeaypa Aa Ou ce eIMMHHUCAIN BHCOKO
PU3BHUYHHU ACIICKTH.

2. Cmameme pusuka: [Ipumena mepa 6e30e1HOCTH KOje CMamyjy BepoBaTHOhy jaa he ce pusnk
OCTBApPUTH. To Mmoxe YKIbYYUBATH TEXHUYKE W OIICPATUBHC MCPEC KAO IITO CY KPUIITOBAILC,
KOHTpOJIa MpUCTyNa 1 0e30€THOCHE TTOJIUTHKE.

3. Ipenomeme pusmka: [Ipenoc oxpehennx pusmka Ha Tpehe cTpaHe (HIIP. OCHTYpame WIIH
ayTCOPCUHT 0€30€THOCTH).

4. IlpuxBatame pu3nka: AKo Cy MOCJIEIUIe MUHUMAIIHE WM aKO j€ TPOIIAK CIIpeyaBama pU3HKa
Behu 01 MOTEHIMjaIHUX I'yOHUTaKa, KOMIIaHHje MOTY OJUIY4YMTH Jia IpuxBaTe oJpeheHn pU3uK.

4. Mepe 3a cMambelbe pU3MKA

Edukacno ympaBibame pH3MIIMMa 3axXTe€Ba WMIDIEMEHTAIM]y crhernuduyHuX Mepa Kkoje he
samrututa KT cuctem u Tajae monxatke. To ykipydyje:

4.1. Texuuuke mepe

o IlIndpoBame nmogaraka: CBu nojany KOju ce 4yBajy WK MPEHOCE MOpajy OMTH mudpoBaHU
Kako Ou ce cripedriia ’bbruxoBa HeoBamrhena ynorpeoa.

e AyrenTH(HUKaANHja U ayTopu3anmuja: YmoTpeba CHaXKHMX MeToAa ayTeHTH(]uKaiuje (HIIp.
nBo(akTopcka ayTeHTH(dHKAIMja) WU KOHTpPOJIA NMPHUCTyNa Kako OW ce OCHUTypalo Jla caMo
oBnamheHH KOPUCHHUIIM MOTY TTPUCTYITUTH OCETIHUBUM IO/IAI[MA.

e MonutopuHr u Jaerekmuja: IlpumMeHoM cucTeMa 3a MOHUTOPUHTI KOju he JeTeKToBaTH
HeoBJalmheHe akTUBHOCTH, Kao IITO Cy yMaay WM HeoBlaIheHu IpUCTYIIH.

e PezepBHe komnuje u omopaBak: CTBapame pPEJOBHHX pE3EPBHUX KOMMja MOAATaKa H
nepuHICame Mpolieypa 3a OMOPaBaK MojaTaKa y ciiydajy Heycliexa cucrema.

4.2. OnepatuBHe Mepe

o [IlosuTuKe M mpouexype: YcnocraBjbamkbe U IPUMEHA CTPOrMX Oe30€IHOCHUX IOJIUTHKA,
yKJbYdyjyhu mporenype 3a pykoBame TajHUM IOJALMMa, €AyKalujy 3aloCiIeHUX U CTaJIHY
PEBU3HjYy cUCTEMA.

e OOyuaBame oco0/ba: CramHo oOyyaBame 3allOCIEHUX O 0e30eIHOCHUM TpeTHhama,
mpoleaypamMa U OAroBOPHOCTUMA.

o  ®usnuka 6e30eaqnocT: Ocurypame GU3NUKOT IPUCTYIA padyyHapUMa U cepBepuMa KOju 1yBajy
TajHe MoJIaTKe, YKIbYy4uyjyhu KOHTpOJe Ha yiIa3uMa y 3rpajie, CepBepcKe MPOCTOPHje U CIUYHO.

4.3. YnpaB/bame HHIUACHTHMA

e Oarosop Ha MHIMIeHTe: Pa3BUTH TUIaH 32 OATOBOp Ha O0e30eTHOCHE MHIMJIEHTE (HIIP. Hamasj
Ha cajoep 6e30eAHOCT, OTKPHUBAKE YIPOKEHHUX MoJaTaka), koju he Op3o nenoBatu jaa Ou ce
MUHUMH3HpAIIE TOCIEHIIE.
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e KonTuHynpano ycaBpmaBame: HakoH uHIMIeHTa, TpeOa aHAIM3UPATH Y3POKE H MPEIy3eTH
Mepe na ce Oynyhu WHIUACHTH cripeye.

5. MOHUTOPHMHI ¥ KOHTHHYHPAHO N000/bIIAK€

YrupaBipamkbe PU3UKOM HHUjE jeIHOKpATaH mporec, Beh KOHTHHyHpaH HUKIYC KOjU 3aXTeBa CTaITHO
npaheme n yHanpeheme. PenoBHe Oe30eqHOCHE peBH3HjE, MPOICHE HOBHUX IPETEHH M OJIPIKABAME
CHCTEMa Cy OJ] IIPECyTHOT 3Havaja 3a OJp)KaBamke BUCOKOT HUBOA 0€30¢THOCTH.

o PeBusnja pusnka: CranHo npaheme HOBUX pU3HKa U NpHiIarohaBame 0e30€IHOCHUX Mepa Ha
OCHOBY HOBHUX MPETHH U TEXHOJIOTH]a.

e Tecrupame cucrema: PerynapHu TeCTOBH, Kao IITO Cy penetration tecroBu, kako Ou ce
uaeHTupUKoBasie MOryhe pambHUBOCTH.

e A:xypupame 0e30emHOCHUX Mepa: [I[puMeHOM HOBHX 0€30€THOCHUX anaTra U METO/a Kako Ou
ce oJpXKajia 3alITUTa Ha BUCOKOM HHUBOY.

VYnpasibame puzrkom 6e36eqHoctu UKT cucrema 3a pan ca TajHUM MofanumMa je KJby4HO 32 OCUTYpambe
curypHocTtd uHpopMmanwuja. [loctaBpame aeKBaTHUX Mepa 3a HIACHTU(PHUKAIIN]Y, TIPOIEHY, CMAKBCHE U
npaheme pu3nKa OCUTYpaBa Jia ce moaanu oopal)yjy U CKIaJAMIITe Ha CUTYpaH HauYWH, CMamky]jyhu pu3uk
O]l EUXOBE KOMIpoMHUTaIyje. [[paBuIIHO yrpaBibambe OBUM PH3HUIIMA TIOMaKE Y 3allITUTH MTOJIaTaKa, y
CKJIaJTy ca IMPaBHUM MPONHCHMA M OPTaHU3alMOHNUM TI0Tpebama.

[Ipod.np I'opan . Maruh o1 beorpan — 2025. roguna



AKPEJUTALIUJA UKT CUCTEMA
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AKPEAUTALINJA UKT CUCTEMA

be3bennocna akpenurtanuja MKT cucrema je moctynak kojum ce ocurypasa yckinahenoct KT cucrema
C MepaMa M craHiapauMma wHpopmanuoHe 0e30eaHOCTH W MH(OpManMoHe rapaHnuje, aeduHucaHe
MPONMCAHUMA 3aKOHCKOM M TIO/I3aKOHCKOM PEryJIaTHBOM M3 MOJpYydja paja ca TajHUM MOoAanuMa U
nHpopmanroHe 0e30eHOCTH, Y CBPXY OCTBapHBama 0€30CTHOCHHUX IMJbEBAa M IMOTPEOHOr HHBOA
3alITHTE TajHOCTH, LIEJTOBUTOCTH M PACIOIOKHUBOCTH TAjHUX IMO/IaTaKa M mparehux yciyra u pecypcea.
OBHM ce TOCTYIIKOM YTBphyje Ce J1a JI je JOCTUTHYT MOTPEeOHU HUBO 3aIITHTE, KAKO C€ HAaBEJIEHU HUBO
3allITUTE OJpIXKaBa, Ka0 M OCIMOCOOJFEHOCT Tejla HaJJIeKHOra 3a ympaBibame 0e30emanomrhy WKT
cucTeMa 3a Koju ce 0e30e0eJHOCHa aKpeauTaIrja CpoOBO/IN.

be36ennocny akpeautaiujy Harmonanuux MKT cuctema cripoBojie HartmoHaHu 0€30€JHOCHU OpTaHu
(National Security Authority - NSA), xoju y Hajuenthem Opojy ciayuajeBa obaBibajy u GyHmujy Tena 3a
akpeautarujy (Security Accreditation Authority - SAA). ¥V konuko NSA, omnocHo SAA opran Hema
pa3BujeHe kamanutere 3a TEMPEST m kpunto ceprudukanmjy, OHO aKpeIuTandjy CIPOBOIU Y
capaJiibi ca IPYruM HAIIMOHAJTHUM TeJIOM Koje je moomno HammexxHocT TA, CAA, CDA, u TAA Ttena.

be3bennocna akpenurtanuja MKT cucrema ocurypaBa yckiaheHOCT ¢ NpONUCaHMM Mepama U
cTaHgapauMa uHpopmaimone 6e30eMHOCTH M 3allTHTE TajJHUX IOjaTaka, 300T Uera Tejia U TpaBHE
ocobe yTBphyjy bezdeaHocHe nnibeBe M MOTPEOHM HUBO 3aITHTE TajHUX IMOJaTaka, Kao M mparehux
yciyra u pecypca.

OcnoB 6e36ean0cHe akpenutanuje MKT cuctema unne:

» Pesusuja nporene 6e30ennocHor pusnka MKT cucrema 3a pajn ca TajHUM Io1anuma,
» Ilponena 0e30eqHOCHE TOKyMCHTAIIH] €,

» IlpoBepa u yrBphuBame npuMene 0€30€THOCHUX Mepa M BbHXOBOT OJIP)KaBamba, U

» yTBphHBame MPEOCTaIor pU3MKa M IPOBepa yIpapibamba 0630 THOCHUM PU3UKOM.

JIp>kaBHU opraH, opraH Jp>KaBHE yIpaBe, OpraH jeJHHHUIIE JIOKATHE CaMOYIIpaBe U APYTo MPAaBHO JIMIE
KOjeM je MOBEPEHO BPIIICH-E jaBHUX OBJNAIIhema, Kao ¥ MPaBHO U (PU3UUKO JIUIIE KOj€ Y BPIICHY 3aKOHOM
yTBph)eHHnX IOCIOBa, OJHOCHO W3BpIIABalky YrOBOPEHOI IIOCIA KOPHCTH TajHE MOAATKE, a KOjU
IUIAaHUPA]y J1a KOPHCTE KOMYHHKAIMOHO-UH(OPMAIIMOHE CUCTEME H MIPOIIEeCce 3a TajHE MOAATKe, Ty KHU
cy aa o SAA rtena npubase Ceprudukar 3a IKT cucreme u nporece.

V3 3axTeB 3a ceprudukoame KT cucrema u mporeca 3a TajHe nojgatke (y AajbeM TEKCTY: CHCTEM)
OpraH, OJTHOCHO IpaBHO win (usnuko nuie npunaxe [Iporeny moryher yrpoxaBama 6e30€JHOCTH
TajHUX MOJaTaKa o]l yIaja y CUCTEM U yNoTpede U yHUIlTaBama TajHUX MoJaTaka Koju cy oopahenu u
yyBaHM y cucteMmy, Tj. IIporieHa pusuka 0e30eanoctu cucrema (report of risk assesment proces).
[Iponena pusnka 6e30€1HOCTH cUCTEMa OJJHOCH C€ Ha YTBphHUBamke pU3UKa, IPOLIEHY PU3UKA KOjU Ce HE
Mory u3behu, MmpoleHy pamHBOCTH CHUCTEMa, MPETHEe U Moryhe moceauie peanu3alyje MojeIuHuX
NPETHH, YKIbYUyjyhi U pU3UKe y Be3U ca OKPYXKEHmeM y KojeM ce cucteM kopuctu. [Iporena pusuka
6e30eIHOCTH CHUCTeMa BpIIM C€ MEPUOJMYHO, Y CKIAAy ca IMOCTyNIMMa 3a MpPOIEeHYy pHU3HKa
npeaBUleHNM IUTAHOM 3a MPOLIEHY pU3UKa CUCTEMA.
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Tpeba HarmacuTu na je y Ypendu o moceOHUM MepamMa 3alllTHTE TajHUX MojaTaka y HH(pOopMammoHo-
TEJICKOMYHUKAIMOHUM cucTtemMuma, "Ciyxx6enu rimacauk PC", 6poj 53/2011, naBeneno na ce IIpomena
pu3nKa 6e30eTHOCTH CUCTEMA BPIIIH CE 32 CHUCTEM Yy KOMe ce 00palyyjy, IpeHOCe U 4yBajy TajHU IMOAIH
creniena tajuoctu "JJPYJKABHA TAJHA", "CTPOI'O [TOBEPJBUBO" u "[IOBEPJLMBO".

[Tpema HopmatuBHUM akTHMa Pemyonuke Cpouje, 3a cucteM y KoMme ce 00palyyjy TajHH IoIaIy KOju Cy
o3Hauenu creneHoM Tajuoctu "MHTEPHO", Huje moTpebHO 1a ce cipoBou cepTudukanmja, Beh opran
jaBHE BJACTH, OJHOCHO TpaBHO Jmile 00e30ehyje onmpikaBame oaroBapajyher HuBoa 0e30€IHOCTH
TajHUX MojaTaka (TIOBEPJPUBOCTH, LEIOBUTOCTH, AyTEHTUYHOCTH WM JIOCTYITHOCTH), y CKJIAIy ca
nponucuMa KojuMa ce ypehyje napopmainriona 6e30e1HOCT.

1. IIpouec akpeautaumje UKT cucrema

Axpenuranja UKT cucrema moapaszymeBa GopMaaHy MpOIEHY KOJU C€ CHCTEM KOPHCTH 3a 00paxy
TajHUX Tojaartaka. [Iporec akpeauTaiyje ocurypana Jia CHCTEM HCITyHaBa 0e30€JHOCHE CTaHAap 1€ KOj!
Cy yTBpheHH 3a 3alITUTY MoJaTaka y CKIaday ca BakehuM 3aKoHMMa, MPOMUCHUMA U CrieuuKaIjama.

1.1. Kopauu y npouecy akpeauramuje

1. Tlpouena norpeda:
o OppehuBame BpcTe TajHUX TMojaaTaka Koju he ce oOpahuBaru, cTEneH TajHOCTH, Ka0 U
cnenuduann 6e30€THOCHH 3aXTEBU.
2. Jlepunucame 6e30eTHOCHUX Mepa.
o Pa3pana TeXHWYKHMX M OpraHU3aMOHKUX Mepa 3amTuTe (mmdpoBame, ayreHTHdUKaIyja,
KOHTpOJIa IPUCTYyMa, pu3nyuka 6e30€HOCT, UT/L.).
3. Ilpouena pusmuka:
o H3Boheme mporieHe pusMKa Kako OuM ce HIeHTH(UKOBAJIC MOTCHIUjAIHE MPETHE U
cinaboctu y cucremy. OBa asa moapasymeBa TECTUPABE CHCTEMA, TPOIICHY PAlHBOCTH
U TIpUIIpEeMy oJIroBapajyhux mMepa 3a cMameHme pU3nKa.
4. PeBu3uja u BepuduKanuja:
o He3aBucHa peBH3Hja cucTeMa O]l CTpaHE aKPEAUTOBAHUX CTPyUYH-aKa WM Tela Koja he
IIPOBEPUTH JIa JIU CUCTEM HUCIYHaBa MPOIUCaHe CTaHIap/e U 0e30eIHOCHE 3aXTEeBe.
5. H3naBame akpeaurtanuje:
o HakoH ycnemHe mpoleHe M MpoBepe, OpraH axkpeAuTalyje H3/Aaje CIyKOeHy
aKpequTalujy Koja MOTBphyje a cucTeM HCIyHmaBa CBE pelieBaHTHE Oe30eaHOCHE
CTaHJape.

1.2. MehyHapoauu cTaHaapAu U NPONUCAHU 3aXTeBH

e ISO/IEC 27001: Cranmapn 3a ynpaBibame 0e30enHonrhy nHpopMaIija Koju MocTaBjba 3aXTeBe
3a YCIOCTaBJbame, MMIUIEMEHTAlM]y, OJpXKaBakbe M KOHTUHYUpPAHO YHampehemwe cucrema
ynpaBJibama 6e30eanomhy nHpopmaryja.

e Common Criteria (CC): Mehynapomuu craHmapq 3a eBalyanujy ©u cepTH(UKAIM]jy
6e36eqnoctu UT cucrema.
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e NIST SP 800-53: Cranmapau u cMmepHuie 3a 6e30eAHOCT HHPOPMAIIMOHUX TEXHOJIOTHja KOjU
ce kopucre y CjequmennM AMepudkiM J{p>kaBama, ajau Cy IUPOKO MPUMEHUBAHH U Y IPYTUM
3eMJbama.

e TEMPEST: Crangapa koju peryjidiie 3aliTUTy OJ KOMIIPOMHUTOBAaHMX €MaHalHja H
€JIEKTPOMArHeTHOT 3paveha KOje MOXe OUTH MPECPETHYTO TOKOM pajia ca TajHUM MOJaluMa.

2. YJora akpeauTaiuje y KOHTEKCTY TajHUX MOJaTaKa

Axpenuranuja UKT cuctema 3a paj ca TajHUM NoJalliMa UMa BaXXHY yJory y obe3oehuBamy aa ce
CHUCTEMU KOPHUCTE Ha CUTYPAH U MOY3JaH HAaYuH.

2.1. Ocurypame noy3iaHocTH cucTeMa

AKpeauTOBaHU CUCTEMH MOPajy OMTH KOHCTAaHTHO TECTUPAHU, aXyPHUPaHU U €BAIYUPAHU KaKko OU ce
OCHTYpAaJIO Jia 33JI0BOJhaBA]y aKTyeJIHE 3aXTeBe 3a 6e30emHocT moaaraka. OBO yKibydyje:

e PenoBHy peBu3Hjy cuctema.
o IlponeHy HOBHUX IpETHU U yHarpeheme Mepa 3alThTe.
o [Ilpakcy cranne enykaiyje U 00yKe 0coOsba KOje PyKyje CHCTEMOM.

2.2. [Iponucu 1 ycarjanmeHocT

Tume mro nmobwja akpemurtanujy, MKT cuctem nokasyje CBOjy ycarjameHOCT ca pPeJIeBaHTHHM
MpOMUCUMa KOJU PETyJIUITy 3allITUTy TajHUX moaaraka. OBO je BaXKHO jep MpaBHE M pEryjaTopHE
WHCTAaHIIE 3aXTeBajy Jla CBU CHCTEMH KOjH paJie ca TajHUM MoJaluma Oyay y CKIaay ca MpOmUCaHuM
0e30e/THOCHUM | MPaBHUM OKBUpPUMA.

2.3. [loBepewe jaBHOCTH M KOPUCHHUKA

Axpemutanuja takohe moBehaBa oBepeme jaABHOCTH, KOPUCHHUKA M JIPYTHX 3aMHTEPECOBAHUX CTpPaHA,
Jep ocurypasa Jia je CUCTeM Yy CKJIaJy ca HajBUIIUM Oe30eqHOCHUM cTaHgapauMa. OBoO je moceOHO
BaYKHO KaJ/ia C€ paJyl O TajHUM MOAAlMMa KOjU MOTY OMTH O] 3Hauaja 3a Hal[MOHaJIHy 0e30eIHOCT.

3. O0HOB/bMBA AKPEANTALNja 1 KOHTUHYHPAHO O/IPKaBame 0e30e1HOCTH
Hakon mito je UKT cucrem akpenuToBaH, MOTPEOHO je CTaTHO OJIp>KaBaTH BUCOK HUBO 0€30€THOCTH:

e PenoBHe peBu3uje u mponeHe 0e30eqHocTH: 3a 0e30€AHOCT cUCTeMa je MOTpeOHO na ce
MIEPUOJIMIHO CIIPOBO/IE PEBU3H]jE KAKO OU ce YTBPIMJIO JIa JIK CY CBE Mepe U IIPOIICyPe Y CKIIATy
ca HOBUM IIPETHaMa U TEXHOJIOTHjaMa.

e Askypupame cucrema: PefoBHO axxypupame 0e30eIHOCHUX ajiaTa, CUCTeMa U MPOIeaypa Kako
Ou ce CcMamWIIM HOBU PU3HITH.

e OO0HOB/bEHA aKpeAUTANHja: Y 3aBUCHOCTH O] 3aXTEBa, aKpeAUTAIlMja MOXKE OMTH OrpaHHueHA
Ha ojjpelyeHu mepro, HAaKOH Yera ce MpoIec aKkpeAuTaIije Mopa MOHOBUTH.
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Axpenuranuja UKT cucrema 3a paja ca TajHUM MOJaIllMMa je KJbYYHA 32 OCHTYpambe Jla CUCTEMU KOjU
o0pal)yjy Tajue nmomarke Oymxy 6e30eaHHU, MOY3AaHU U Y CKIIy ca BakehuM CTaHAapAuMa U MPOTTHCUMA.
[Topen camor mporieca akpeauTalyje, BakaH je 1 KOHTHHYHUPAaHU HAI30p U OfpKaBame 0e30e1HoCcTH
crcTeMa Kako OM ce Ocurypaia 3allTHTa MoAaTaka y CBaKOM TPEHYTKY.

CPIICKU CTAHJIAP]

=  SRPS ISO/IEC 27001:2014, Uudopmarnmone Texnonoruje — Texauke 6e30eqHoctu — CucteMu
MeHaMeHTa 0e30eaHonthy nHpopmauja — 3aXTeBU

= VYpemba o0 moceOHMM ~MepaMa  3alITUTe TajHUX I[ojJaTaka y  HH(OPMalHUOHO-
TeleKoMyHUKalmoHuM cucremuma (3T1I)

= Vpenda o Ommxem ypehewmy mepa 3amTute WHOOPMAIIMOHO-KOMYHHKAIIMOHUX CHUCTEMa O]1
noceOHor 3Hauaja (31b + 33JIIT)

SRPS ISO 27001

= |ISO/IEC 27001 je mehynapoauu cranaap 3a yrnpaBibame 0e30eanomhy napopmanmja .

= JleTashbHO OMHCYjE 3aXTEBE 33 YCIOCTaBJbakEe, UMILIEMEHTAIH]Y, OJIP’)KaBakhe U KOHTUHYHPAHO
mo0oJbIIamke CHCTEMa yIpaBibama Oe30emHonthy uHpopmanuja (ISMS) — uuju je unib aa
TTOMOTHE OpTraHu3aIjaMa Jia yunHe 6e30e1H1joM HHGOPMAIIMOHY UMOBHHY KOjy JpiKe.

= Behuna opranusammja uma OpojHe KOHTpoJie 6e30emHoCcTH nHpOopMaIja.

* Melhyrum, Ge3 cucrema ympaBibama Oe30emnomhy uupopmamnmja (ISMS), xoHTposie umajy
TEHJICHIIM]Y J1a Oy/1y TIOHEKJIe HEOPraHU30BaHE M HEMOBE3aHe, MOIITO CE€ YECTO MPUMEHY]y Kao
TavHa PelieHka 3a CIeU(PUYHE CUTYaIlMje HITH jeJHOCTABHO Kao CTBAp KOHBEHIIH]E.

=  Kontpone 6e30eqHOCTH KOje pajge obudHO ce OaBe oapeheHnM acnekTuma mHGOPMAIMOHE
texHonoruje (IT) wu mocebHo 6e30emHOCTH MomaTraka; ocTaBibajyhu He-UT undopmanmona
cpezcTBa (Kao IITO Cy NMamupoJIOTHja U BIIACHUYKA 3HAMkha) Marbe 3alTHNeHa y IETHHY.

» [InaHupameM KOHTHHYUTETa ITOCIOBama M (U3NYKOM Oe30emHomhy MOXe ce YIpaBJbaTh
cacBuM He3aBucHO o1 UT win uHpopmannone 6e30€HOCTH, JIOK CE Y MPAKCH JbYACKHX pecypca
MOJKE MaJio IOMUKATH MOTpeda Jia ce AeUHUIIY U J0ese YIore U OJrOBOPHOCTH Y 00JIaCTh
6e30e1HOCTH MH(pOPMaLIKja Y 11€JI0] OpraHU3alLUjH.

ISO/IEC 27001 3axTeBa na MEHALIMEHT:
= CucTeMaTCKU UCIUTA pU3UKe 1Mo 0e30eqHocT nHpopmalmja opranusaiuje, yaumajyhu y o63up
MIPETHE, palbUBOCTH U YTHUIA]E;
= Jlu3ajHUpa M IPUMEHH KOXEPEHTaH U CBeOOyXBaTaH CKYIl KOHTpoJa 6e30eJTHOCTH HHpOopMaLija
W/WIK IpyTUX o0JIMKa TpeTMaHa pu3HKa (Kao IITO je u3deraBame pU3MKa WIHM MPEHOC PU3MKA)
Kako Ou ce ajjpecupalii OHU PU3HILIU KOJU C€ CMATpajy HENPUXBATIbUBUM; U
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= VYCBOjU cBEOOYXBaTHU MPOIIEC yINPaBJbakba KaKo OMCTE OCUTYpaIH Ja KOHTpoJe 0e30eTHOCTH
nH(pOopMaIja HACTaBJkajy Jla UCIYHaBajy moTpede opranusaiuje 3a 6e30eAHOCT nHpopMaIja
Ha CTaJHOj OCHOBH.

CTAHJIAPIM ISO/IAC 17799

"  [OJIUTUKY 0€30eTHOCTH;

= Opra"n3oBame HHPOpMaTHUKe 0e30eHOCTH;

"  YIpaBJbaAKE PECYPCHMA;

= 0e30eIHOCT JbYJICKHX pecypca;

*  (DU3HUKY 3aLITHUTY;

"  yIpaBJbamke PazoM M KOMyHHKaIHjaMa,

"  KOHTPOJY IPHUCTYTIA;

= pgabaBjpame, pa3BOj M OJpKaBambe HHPOPMATHUKHX CHUCTEMA, yIMpaBibamke 0e30e10CHUM
WHITUJCHTHMA,

"  YIpaBJbake KOHTUHYHUTETOM TOCIOBaha U YCATJIalIeHOCT 32 3aKOHCKOM PETYJIaTHBOM.
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NHO®OOPMAIINOHA I'APAHIINJA (UI')

[Ipod.np I'opan . Maruh 58 beorpan — 2025. roguna



WUH®OPMALIMOHA TAPAHIIMJA (UT)

NI tpebda na 06e36emu:

HOBEPJHUBOCT
UHTETPUTET
PacIoyI0KUBOCT
ayTeHTU(UKaluja
HEMOPEUBOCT

o O O O O

Nmnniementanuja cucrema wHbopmanuone rapaniuje (M) nompuHocu moGospmiamy 0e30€1HOCTH
MojlaTaka, CMamelky pH3UKa, mnoBehamy NPOAYKTUBHOCTH W €(QUKACHOCTH, TE jayamy yriena u
KpeauOuinnrera.

CrennuyHe NpeaHOCTH YKIbYUY]Y:
1.Ilojauana 6e30eqHOCT MOJaTaKa:

v\ MuHUMU3Upamke pU3MKa O HeoBnamheHor mpucrymna, Kopuihema, OTKpHBama, omrehema,
MoauUKaIKje Wik YHUIITEHha nHopmalyja.

v 3amrTuTa TPUBATHOCTH M MOBEPJLMBOCTH IMOJAaTaka KiIWjeHara, 3alocieHHX W JAPYrHX
3aMHTEPECOBAHUX CTpaHa.

v Vcknahuame ca 3aKOHCKUM M TIPONMCUMAa O 3AIITUTH MO/IaTaKa, Kao MTO Cy 3aKOH O 3aIlTUTH
TajHHUX IOJaTaKa, 3aKOH O 3aIlITUTH MoaaTaka o JuaHoctu u [SO 27001.

2. CMameHH TPOIIKOBH M (PMHAHCH]CKHU TYOHITH:

v CripeyaBarse TPOIIKOBA BE3aHUX 32 CAHUPALE TIOCIEANIIA 0e30eIHOCHIX HHIMCHATA, Ka0 IITO
cy ry0uTak nmojaraka, mpekua paaa u omreheme yriena.

v CMamembe TPOIIKOBa BE3aHHX 3a CY/ICKE CIIOPOBE U Ka3He.

v’ TloBehatbe MMOY30aHOCTH U CTAaOMJIHOCTH [MOCIOBaFka, HITO JOBOAM [0 JYTOPOYHHX
(bUMHAHCH]CKUX yIITEA.

3. [To6ospirana npoayKTUBHOCT U €(PUKACHOCT:

v O6e30ehuBarmbe T0CTyMHOCTH HH(MOPMAIlHja HEOTIXOJHUX 32 PaJl 3aMOCICHHX.
v Cmameme ryOuTKa BpeMeHa u pecypcea 36or mpobiema ca 6e36eanomhy.
v' TloBehambe moBepema 3aMocieHnX y HHQOPMAIMOHN CHCTEM U MOOO0JbIIake pagHe atMocdepe.

4. YcaBpIIEeHO yIIpaB/bambe PU3HKOM:

v Unentndukanuja, MporeHa U ypaBibabe PU3UIUMA 110 HHPOPMAIHjCKY 6e30eaHOCT.

v' O6e30ehuBame MmiaHa 3a CyouaBame ca 0e30eTHOCHHM HWHIMICHTAMA M MUHUMU3UPAHE
IUXOBHX MOCIIEANLIA.

v' TloBeharbe OTIIOPHOCTH OpraHU3allije Ha KHOepHETHYKE Harajie u apyre nperehe.
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5. Jaum yrien v KpeauOUIuTeT:

v Jlemoncrpanuja mocBeheHoCTH opraHm3alyje 3aliTUTH I10JaTaka M IPUBATHOCTH CBOJHX
KJIMjeHaTa U IMapTHepa.

v' TloBehare moBepema KIMjeHara u u3rpajimba YBpIIhinX MOCIOBHUX OJHOCA.

v’ JlaBarbe KOMIApaTHBHE MPEJHOCTH HA TPIKHUIITY.

6. Onakmrano yckialjuBame ca mporucuma:

v Vcknahuame ca pelieBaHTHUM 3aKOHMMa W IPONUCHMA O 3allTHTH TajHHX MOJATaka, aid U
MpoIrca KOju MOKPUBajy MOKPUBAJy 3aITUTY Mojataka o JnyHocty u [SO 27001.

V' CMamerme pU3HKa 0J] CaHKIIHja U Ka3HH.

v" TlojeqHOCTaBIBEHE TPOIECa ayJUTa U KOHTPOJIE.

7. TToGoJbIIaH KOHTHHYUTET MOCIOBAMA:

v' O0e30ehuBame HOCTYNHOCTH U (DYHKIMOHAIHOCTH MH(DOPMALMOHHMX CHCTEMA M IOJATaKa y
CBUM OKOJIHOCTHMA.

v' MuHUMU3Upam€ IPEKUIA paja U I'yOUTKa IPUX0a y ciydajy 6e30eIHOCHUX MHIMIEHATA.

v’ Tlosehame OTIIOPHOCTH OpraHa jaBHe BJIACTH WM IIPABHOT JIMIA HAa HenpeaBuleHe cutyanyje.

8.ITogurHyTa cBecT 0 6€30eTHOCTH:

v Tloam3ame CBECTH 3aMOCIEHHX O pU3MIUMa MO MHpOpPMALUjcKy 0e30eqHOCT M HAauMHHMA
3alITHTE TOAaTaKa.

v Ilpomena Kynrype 0e30€IHOCTHM y OpraHM3alldjd U CTBApame€ OATOBOPHHUjEr IPUCTYIA
HH(POPMAIIMOHUM peCypcruMa.

v JlonpuHOC OMIITEM HO00JbIIAkY 0e30€JHOCHOT OKPYKEbA.

9. IToGoJbIIaHO TOHOIIEHE OITyKA:

v' O0e30ehuBame TaYHUX KM aXypHHX MH(POpMALHUja MOTPEOHUX 3a JOHOLIEHE WH(POPMUCAHMX
MOCJIOBHUX OJUTyKa.

v' CMmamerme pu3rKa oJ1 JOHOIIECHa JIONIUX O/TyKa 300T HETaYHUX WITH HEMOTIIYHHX HH(pOpMAIIja.

v' TloBehame ehUKacCHOCTH ¥ IPOIYKTHBHOCTH OpraHHU3allHje.

10. OnakiaHo MIaHupame U OylIeTHpame

v' WmmiemenTanyja cucreMa nadopmarmone rapanimje (MIN) He camo 1a mo6osbiiaBa 6e30€aHOCT
noJlaTaka M CMamyje pU3uKe, Beh NONpHHOCH M OJIaKIIaHOM ILIAHUpAky U OyueTHpamy y
OKBUPY MH(OPMAIIMOHOT CHCTEMA.

[IpennocTu y minaHupamy U OyleTHpamy:

e [Ipoakmueno ynpaemarve puzuxkom: VneHTudukanyja ¥ mpoleHa pusuka mo 6e30enHocT
noJiaTaka oMoryhasa nMpoakTHBHO IUIAHUPAKE U aJIOKALIM]y pecypca 3a BUXOBO yOnaxaBame.
To noBoam 10 cMmamema TPOIIKOBAa BE3aHUX 3a CaHHUpame Mocieauna 0e30eIHOCHUX
UHIMIeHaTa y Oy 1yhHOCTH.

e Tpancnapenmnocm mpowkoga: JacHo neduHucane nonutuke U npoueaype WUI'-a nompuHoce
TPaHCHAPEHTHOCTH TPOLIKOBA Be3aHMX 3a 0e30enHocT nmoaaraka. To onakinaBa OyyeTupame U
wianupamwe UT unBectuimja, Te 10BOaM 10 epuKacHujer kopuirhema pecypcea.
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o [Ipeosuousocm mpouikoga: IIpoakKTUBHO YIIPaBIbabe PU3UKOM U TPAHCIAPEHTHOCT TPOILIKOBA
oMoryhaBajy mNpeIBUAMBOCT TpPOIIKOBAa Be3aHMX 3a Oe30emHocT mojaraka. To omakmaBa
wanupame ayropounux UT crpareruja u nHBeCcTUIH]A.

o  Onmumuzayuja pecypca: EdukacHO ymnpaBjpambe PU3UKOM U TPAHCHAPEHTHOCT TPOIIKOBA
nonpuHoce ontumuszanuju kopumhema UT pecypca. To goBoan 1o ymrena y TpOIMIKOBUMA U
nobospiIama epukacuocta UT oneparyja.

o [Inanupare 3a pacm: J1o6po ummuementupan UI' cucrem onakimaBa IutaHMpame 3a pacT U
ckanupame UT undpactpykrype. To 06e30ehyje na je nHPOPMAIMOHU CHUCTEM CIIPEMaH Ja
noapxxu Oynyhe morpebe opraHa jaBHe BIAcTH WM TPABHOT JMIA 0e3 KOMIPOMHTOBamba
0e30e1HOCTH To1aTaKa.

IIpumepu:

o [Inanupare umniemenmayuje nosux mexronoeuja: II' cucreM Moxe ce KOPUCTUTH 3a MIPOLIEHY
pU3MKa BE3aHUX 3a MMIUIEMEHTAIM]y HOBHUX TEXHOJOTHja W JepuHUcCame Oyliera 3a Mepe
3alITHTE TIOAaTaKa.

e [Inanupare 3a onopasax 00 xasapuja: UI' cuctem Moke ce KOPUCTUTH 3a JehUHHUCAKHE TUTaHa
OTIOpaBKa O] XaBapHja u Oyliera 3a HEOMX0IHE pecypce.

o [Inanupare pedognoe oopacasarpa u axcypuparsa copmeepa: UI' cucteM Moxe ce KOPUCTUTH
3a AeuHMCamke pacmopena peJOBHOT OJp)KaBama U axKypupama corpepa, Te Oylera 3a Te
AKTUBHOCTH.

NmmiiemenTanuja cucreMa nHGOpMAaIIMOHE TapaHIldje He caMo Jia mo0oJblraBa 0e30eIHOCT mo/1aTaka,
Beh JONPUHOCH U OJIaKIIaHOM IUIaHWpamy, OylieTupamy u yrpaeibamy UT pecypcuma. To goBoau 10
CMambCHha TPOIIKOBA, M00O0JbIIaka e(hUKACHOCTH M MoBehama OTIHOPHOCTH OpraHa jaBHE BJIACTH WIIH
IIPaBHOT JIMIIA Ha TpeTehe Hamae.
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MPOJOPU U KOMITPOMUTOBAIBA

['yOutak TajHOr TomaTka wiu WH(GOpPMaIMje, YaK U MPUBPEMEH, BaH 0e30€IHOCHOT MoJpy4Yja, Tpeda
cMaTpaTu KOMIIPOMUTOBALCM.

I'yburtak TajHor momaTka wiM MH(pOpMamuje, Yak W IPUBPEMEH, yHyTap 0e30eIHOCHOT moapydja,
3ajeJHO ca OHMUM JOKyMEHTMa, KOja ce He MOT'Y JIOIMPAaTH, Tpeda cMaTpaTH MPOJOPOM, JOK KPUBHUYHA
HcTpara He MoKaxe Jipyravyuje.

O cBakoOM NpoJI0py U KOMIIPOMUTOBAY, NOTPEOHO j& XUTHO 00aBECTUTH Ha/IJIEKHE MOJIMIIN]CKE OpraHe
WU CITy»K0e 6e30eIHOCTH, paau Npeay3uMama JajbuX oJropapajyhux mepa.

HHPEITIOPYKE

[ToTpeOHO je yCrmOCTaBUTH TEXHOJOIIKE KalaluTeTe 3a o0paay W 3allTHTY T0jJiaTaka, HaOaBJbamkbeM
onpehene onpemMe u UMILUIEMEHTaIHjoM oaroapajyhux cranmapaa, SRPS/CPIIC ISO/IAC 27001, ISO
14001 u cnuyHO, OTHOCHO ycnocTaBsbame [ISMS.

[ToTpeOHO je yCroCTaBUTH CUCTEM HAJJIS)KHOCTH J1a j€ CACBUM jaCHO KO IITa PaJy ¥ KO 3a IIITa OJ[roBapa.
Hnp. Cunepruja - [IpaBaunu Ou TpeGasin OMTH HOCHOI ITPAaBHE MPOOJIEMATHKE M TyMadeha MPOoIIHca,
0e30eamaly Ou Tpedany OMTH HOCHOIM aKTUBHOCTH JIOKyMeHTOBama ojipehenux norahaja, UT cimyx6a
Oou Tpebasta OuTH HOcUall oapeheHux nmporeaypa, ajau CBe TpU CTPYKType Ou Tpebase paauTH Kao TUM,
BOl)eH MEHAIMEHTOM (PYKOBOJICTBOM) OpraHHU3alIlyje.

Yy IUJbY KOHCTAHTHOT IIOJH3akba 6636C,HHOCHC CBCCTH U KYJIITYPC KaJa CYy Yy IUTABY TajHI/I nmoganu
HCOIIXOOHO je YCIIOCTAaBUTH CUCTEM e,I[YKI_II/Ija Ha BHIIIC HUBOA.
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PE3UME

V3 nperxoaHo HaBeaene Mepe 3amtute KT cucrema 3a pan ca TajHIM OAauMa, BaKHO je UICTaKHYTH
ciexaehe:

YcaraameHocT ca Nnpomucuma:

. Opranu3zanyje Koje pyKyjy TajHUM ToJaliiMa MoOpajy ce IPHUIPKaBaTH PEICBAaHTHHUX MPOITHCA U
CTaHJIap/ia O 3aIITUTH TajHHUX IMOaTaKa, aJld ¥ IPOIKCca KOjU MOKPUBAjy 3alITUTY MMOJaTaKa O THYHOCTH
u 1SO 27001.

. NMnnemenTanmja cucreMa ynpasibawka HHQopMannoHoM 6e36enHomrhy (ISMS) moxe 3HaTHO
JONIPUHETH ycKiIal)eHocTH ca mponucuMa u nodosbliaky ykynHe 06e30eanoctu KT cucrema.

VYnora spyau:

. Yak u y3 HajCHAXXHU]E TEXHOJIOIIKE MEpE 3aIITUTE, JbYACKH (DAKTOp OCTaje KIbYUHH EIEMEHT y
3aIITUTH TaJHUX TO/IaTaKa.

. HeonxoqHo je KOHTHHYHPAHO €IyKOBATH 3allOCICHE O PU3UIMMA 1Mo 0e30eIHOCT mojaTaka u
00e30e1uTH UM MOTpeOHA 3HaWka U BEUITUHE 3a IPABUIIHO PYKOBAHkE TUM MOIalUMa.

Ilnanupame 3a OyayhHocr:

. [Ipetwe UKT cuctemuma ce cTraaHO MEHmajy M pa3BHjajy, CTOra jé HEOMXOJHO Jia ce Mepe
3aIITUTe KOHTHHYUPAHO AXKYPHUPA]y U Ipriarohanajy.

. BaxxHo je mpaTuTH HajHOBHjE TPEHIIOBE y KMOCPHETHYKO] O€30€THOCTH M MMILJIEMEHTHPATH
HOBE TEXHOJIOTH]j€ U pelleHha 3a 3alTUTY KaKo O ce 04yBa0o BUCOK HUBO 0€30€/IHOCTH TajHUX MOaTaKa.
Capanma:

. Pa3mena mH(pOpMaIMja 0 IpeTHhaMa U UCKYCTBMMA y BE3W Ca 3allITUTOM TajHHX I0JaTaka ca
JIPYTMM OpraHu3alMjaMa | CTPydYmalldMa MOXKEe 3HA4YajHO JIONMPUHETH MOOOJbIIAKY YKYITHE
0e30eIHOCTH.

Yaarame y 3alITUTY:
. 3amTuTa TajHUX MoJaTaKa He MpejAcTaBsba Tpoulak, Beh nuBecTuLHjy y OyxyhHoCT.

. I'ybutak wnmu omreheme TajHMX MoOJaTaka MOXKE JOBECTH 10 O30MJBHUX (PMHAHCH]CKHX
ry0uTaka, MITeTe yrieay U APYTUX HEraTUBHHUX IOCIIEAULA.

3amuTta UKT cucrema ca TajHHM MOJAIMMA je CJIO0KEH M KOHTHHYHPAH MPOLec KOjH 3aXTeBa
NPeJAHOCT, CTPYYHOCT M THMCKHM paa. HMmmiemeHTanmujom cBeoOyXBATHOI NPHCTYNA KOjH
YKJby4Yyje TEXHOJOUIKA pellela, OPraHu3alioHe Mepe, eIyKanHujy KOPHCHMKA W capajmy ca
APYrMM 3aMHTEPECOBAHHUM CTPAHAMA, OPraHM jaBHE BJACTH M NPAaBHA JIMIA MOry 3HA4YajHO
no6o/bmaTH 0e30eHOCT CBOjUX TAjHUX NMOAATAKa H 00e30e UTH JyrOPOYHY 3alITHTY.
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S3HAYEILE IOJEAUHUX TEPMHUHA

HNudopmannona 6e30eqHOCT IIPeICTaBba CKyIl Mepa Koje oMoryhaBajy Jia 1mojany KojuMa ce pyKyje
nyreMm UKT cucrema Oyny 3amtuhenu o HeoBiantheHor npucTyna, Kao U Jja ce 3alliTUTH UHTETPUTET,
PACIIOJIOKUBOCT, AYTCHTUYHOCT U HCIIOPCUMBOCT THUX IMOJAaTaKa, 1a on Taj CUCTEM (bYHKIH/IOHI/ICElO KaKoO
je mpenBuleHo, Kaaa je mpeaBul)eHo U MO KOHTPOJIOM OBJIAIMNCHUX JIUIIA .

HUKT cucrem (MHQOPMAIIMOHO-KOMYHUKALIMOHHU CUCTEM) j€ TEXHOJIOMIKO-OpraHU3al[MOHA LIEINHA KOja
oOyxBara:

® CJEKTPOHCKE KOMYHHMKAI[MOHE MpEeXKE Yy CMHCIy 3akoHa Koju ypehyje enexkTpoHcke
KOMYHHKAIH]€;

e ypehaje wiu rpyne mel)ycoOHo noBezannx ypehaja, TakBux ga ce y okBupy ypehaja, omHOCHO y
OKBHpY OapeMm jeqHor W3 Tpyme ypehaja, Bpiim ayromaTcka oOpaja mojaTaka KOpUIITheHmeM
padyHapcKOr Mporpama;

e TI0JIaTKEe KOJU Ce BOe, 4yBajy, o0palyjy, mpeTpaxyjy uiu mnpeHoce momohy cpeacraBa u3
noarad. (1) u (2) oBe Tauke, a y CBpXy BUXOBOT pajia, ynorpede, 3alTHTe UIIH OJpKaBamba;

® OpraHu3aIMoHYy CTPYKTYpY IyTeM Koje ce ynpasiba UKT cucremom;

® CBE TUITOBE CUCTEMCKOT M alUTMKaTUBHOT coTBepa U cohTBEPCKE pa3BOjHE ayaTe.

Oneparop UKT cucrema je mpaBHO JIHIIC, OpraH BIACTH WJIM OpraHU3allMOHA jeMHUIA OpPTraHa BIacTH
koju kopuctu UKT cucrem y okBupy oOaBihama CBOj€ JEIATHOCTH, OJHOCHO IOCIOBa W3 CBOjE
HAJJICKHOCTH;

TajHocT je CBOjCTBO KOj€ 3HAUM Ja MMojJaTak HUje JOCTYIIaH HEOBJIATNCHUM JINIIUMA.
HMHTerpureT 3Ha4n 04yBaHOCT U3BOPHOT CAJIPKaja U KOMILJICTHOCTH ITO/IaTKA.

PacnosioxkuBOCT je CBOJCTBO KOj€ 3HA4YM Ja je IoJaTak AOCTylnaH M YIOTPeOJbMB Ha 3aXTEB
oBJlalTheHUX JIMIA OHJA KaJla UM je moTpedaH.

AYTEHTHYHOCT j€ CBOJCTBO KOj€ 3Ha4M Ja je Moryhe mpoBepUTH U MOTBPAUTH JIa j€ MOJAaTaK CTBOPHO
WJIM TIOCJIa0 OHAj 33 KOra je JIEKJIApPUCAHO Ja je Ty Paiby U3BPIIHO.

HenopenuBocT mpencraBiba CIIOCOOHOCT JOKa3uBama Ja ce Joroawia oapeheHa panma wim 1a je
HacTynuo oapehenu noralhaj, Tako Ja ra HAKHaJHO HUje Moryhe nmopehu.

Puzuk 3Haum wmoryhHOCT HapymaBawma uH(popManuoHe 0e30e1HOCTH, OJHOCHO MOTyhHOCT
HapylllaBamba TajHOCTH, UHTETPUTETA, PACIIONOKUBOCTH, Ay TEHTUYHOCTH UJIM HETTOPELIMBOCTH M01aTaKa
WIN HapyllaBama ucnpasHor pyHkunonucamwa UKT cucrema.

Mepe 3amrtute UKT cy TexHHUYKe ¥ OpraHU3allMOHE MEpe 3a yNpaBJbamke 0€30€JHOCHUM PU3HIIMMA
HUKT cucrema.
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HNudopmanmona nodpa oOyxBaTajy HoJaTke y jJaToTekama M 0a3ama IojaTaka, MpOrpaMcKH KO,
KOH(UTypalujy XapABEPCKUX KOMIIOHEHATa, TEXHUYKY M KOPHCHUYKY JOKyMEHTAaIHjy, 3amuce o
Kopuihemy XapABEPCKMX KOMIIOHEHTH, MOAATaka M3 JaTroTeka M 0a3za mojaraka W CHpoBolemy
IpOLEAypa aKO CE UCTH BOJIE, YHYTPAIIEhE OIIITE aKTe, IPOLEAYPEe U CIUYHO .

YMECTO 3AK/bYYKA

YAPOBHU HITAIIUR WX ITPUT'OAHU MATUNJCKHU PUTYAJI HE IOCTOJMU...
NCKYCTBA CA TIPETXOJHUX PAJTHUX MECTA CY JOBPA, AJIM HUCY JOBOJbHA...

JE HAICNABMIA KAPMEA
CBAKOI CGHCTEMA . ..

EOVRVITECE . ..

SAIITUTHMO HALWOHANHY BESBEAHOCT
M TAJHE NOOAATHE PENVBNUKE CPBMIE
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JINTEPATYPA

* 3akoH o TajHocTu nojaraka (,,Ciyx0enu riiacauk PC*, 6poj 104/09)

* 3akoH o mH(popmammonoj 6e36emanocTH (,,Ciryxxbenu rmacauk PC“, 6poj 6/2016, 94/2017 u
77/2019)

* Vpenba o moceOHUM MepaMa (PU3MUKO-TEXHUYKE 3alITUTE TajHUX mnoxaaraka (,,CiyxOeHn
rnacauk PC*, 6poj 97/2011)

* VYpenba o OmmkeMm ypehemy mepa 3amtute WHGOPMAIIMOHO-KOMYHUKAITMOHUX CHUCTEMa O]1
noceOHor 3Hauaja (,,Cmyx06enu rmacauk PC*, 6poj 94/2016)

* IIpod. np I'opan . Matuh - CucreM 3amTute TajHUX MoJaTaka MojaTraka — MPUPYUHHUK

(https://nsa.gov.rs/extfile/sr/1776/Sistem zastite tajnih podataka-skripta).pdf)

* IIpod. mp 'opan JI. MaTtuh - OcHOBe 00paje 1 3aITUTE ToIaTaka — MPUPYIHUK

(https://nsa.gov.rs/extfile/sr/4326/0Osnove obrade i zast TP .pdf)

* Cajt Kannenapuje CaBera 3a HallMoHAIHY 0€30€JHOCT M 3aIITUTY TajHUX MmoaaTaka (NSa.gov.rs)
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O AYTOPY

Hupekrop Kannenapuje CaBera 3a HamMOHATHY 0€30€THOCT W 3aIlITUTY
TajHux Tmomaraka PenyOmmke CpOuje, BaHpemgHu mpodecop 3a obmact
6e36eqnoct Yuusepsurera YHUOH — ,,HUKOJIA TECJIA’ u cTamHu CyIcKu
BEIITaK 3a 0e30e1HoCT nH(pOopMaIyja.

VYyecTBOBaO je y mpollecy u3paje npeajiora Buile 3akoHa, CTpareruje 3a
CYNpoTCTaBbatbe M OOpOy mpoTuB Tepopusma, CTpareruje HalMOHAIIHE
6e36enHocTu U Crpareruje ondpane u 'y pany Pangnux rpyna Bnane PenyOnuke
D | Cpbuje 3a UMIIJIEMEHTAllM]y aKIMOHUX IJaHoBa 3a noriasisa 10, 24 u 31 3a
Tipocp. op Topan JI. Mamu npycryname Penyonuke Cpouje EY.

On 2015. mo 2019. rogune pykoBomano je CTaaHOM MENIOBUTOM PagHOM TpyrnoM 3a 6opOy
npotuB Tepopuzma (CMPI') — dopmupane omnykom bupoa 3a koopauHanujy paga ciyxOu
6e30emnoctr, o 2019/2021. romuHe 00aBiba0 W AYKHOCT 3aMEHUKA HAIMOHAIHOT KOOPJIWHATOpPA
Hammonanuor xoopaunanuonor tena (HKT) 3a cipedaBame u 60pOy mpotus Tepopusma PemyOnmke
CpOmuje.

VY okBupy mehyHaponne capaame PemyOmmke CpOuje Ha TiaHy 3allTHTE TajHOCTH IOJaTaKa
Y4EeCTBOBAO j€ Kao med Jeseramnuje y mperopopuma 3a nmoTnucuBame 14 mel)yHapoaHHUX criopazyma
OO TOTMHCHUK BUIIIE criopasyma koje je P. CpOuja mornucana ca Mel)yHapoaJHUM TeIMMa U CTPaHUM
Ip>kaBama y o0JIacTH 3aIITUTE TajHUX nmojaTaka. Takohe, ca Mucujom OEBC-a y beorpany y4uectBoBao
j€ y BHIIIE TTpOjeKaTa OKO 3allTUTE TajHUX MojlaTaka, cajoep 6e30eTHOCTH U 00pajie U 3aIITUTE JTUIYHUX
rojiaTaka y ceKTopy 06e30eIHOCTH U o0paHe.

On 2012. rogune yuecTtByje y paay @opyma nupekropa HallMOHATHUX 0e30€THOCHUX OpraHa 3a
3aIITHTY TajHUX TNojaraka 3emasba Jyrouctoune EBpome (SEENSA), kao u y okBupy MHunmjaruse
,0S’’ K0ja OKyIlUba TUPEKTOPE HAIMOHATHUX 0€30€THOCHUX OpraHa 3eMajba peruoHa.

AyTop je BulIe 00jaBJbeHUX HAYYHUX W CTPYYHHX paJoBa W YYECHUK BHIIEC HAYYHHX
KoH(epeHuja, kao u HaydyHe MoHorpaduje ,,[IoIuTHUKN AeTUKTH — aTeHTaT U ModyHa' U KOoayTop
KibUre ,,[akTuKa U METOJAMKa JIeJoBama 00aBemTajHO-0e30eqHOCHUX cly:k0u’’ y u3namwy Menuja
uentpa Ondpana y beorpany, u ,,OcHoBu 0e30eaHOCTH’’ Yy M3Aamy PakynTeTa 3a MOCIOBHE CTYAUjE U
npaso y beorpan

IIpenaBau je Ha OCHOBHMM aKaJeMCKUM cTyaujama BojHe akagemuje YHuBep3uTeTa ogopaHe u
Ha dakynreTy 3a MOCIOBHE cTyuje U npaBo YHuBep3utera Hukona Tecna YHuon y beorpany.

I'octyjyhu je mpenaBau Ha @akynrery Oe3zbenHoct M DakynTeTy OpraHM3allMOHMX HayKa
Yuausep3uteta y beorpany, kao u Ha KpuMHUHaTHCTUYKO-TIONHIIN]CKOM YHUBEP3UTETY, AKaIeMUjU 3a
HaIMOHANHy 0e30emHOCT U Ha Bucokum cryamjama 0e30eIHOCTH W OJ0paHe MpU YHHUBEP3UTETY
onopane y beorpanmy. [lopen tora mpenaBad je Ha KpaTKUM CTPYKOBHMM cTyaujama Ha Dakynrery
0e30eqHOCTH: "3amITUTa TajHUX MOJAaTaKa U MOCIOBHE TajHe" u "3amTuTa TMuHuX noaaraka" ox 2022.
roguHe. buo je rocryjyhu npenasau Ha mactep cryaujama YHuBepsuteta y beorpany — Tepopusam,
OpraHu30BaHU KpUMHHAI U 6e30enHo0cT 10 2024. roauHe
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AkpenutoBaHu je mpenaBay HammoHnanHe akajeMuje 3a jaBHY ympaBy. YYecTBYje je y pamy
MOCEOHMX CTPYYHHMX Tella T€ WHCTUTyIHje, U To Kao wiaH CramHe mporpaMcke KoMHCHje 3a

€JIEKTPOHCKY yIpaBy M qurutanuzanujy (2022-2023) u CranHe nmporpaMcke KOMUCH]E 32 jaBHY YIIPaBy
(2023-2024).

Unan je McimTHe KOMHCH]€ 32 ApKaBHH UCIUT (BUCOKO 00pa30Bame) IpyKaBHUX CITYKOCHUKA U
32 KOMYHAJIHE MIJTUIIHOHEPE Y OKBHPY MUHHCTAPCTBA JIP>KaBHE YIIPABE U JIOKAJTHE CaMOYTIpaBe.

IMpencennuk je CaBera ,,CAMKB — Cprcke acomujanuje MeHariepa KOPIIOPAaTHBHE
6e30emnoctn’’ y beorpany; wian ynpyxema ,,UT Bemrak’’ y beorpany u ,,Y npyxema 3a mehyyHapo 110
KpuBHUYHO npaBo’’ y beorpany. ¥V Ilpuspennoj komopu Cpbuje u Ilpuspennoj komopu beorpana Bumie
roJiMHa U3BO/IM €yKalllje Ha TeEMY KOpIopaTuBHe 0e30e1HOCTH 1 00pajie U 3alTUTE [0/1aTaka.

KAHIEJTAPUJA CABETA 3A HAITMOHAJIHY BE3BEJHOCT
N 3AIITUTY TAJHUX ITIOJATAKA

AJpeca eJIeKTPOHCKeE MOLITE 32 3aKa3MBalbe OHJIMHE KOHCYJITaumja:
online.konsultacije@nsa.gov.rs

AZlpeca eJIEKTPOHCKe MOIITe 32 3aKa3HBambe aKTyeJIHUX 00yka: Obuke@nsa.gov.rs

AZlpeca eJIEKTPOHCKe MOIITe 32 3aKa3uBame opuduHra: termini.sertifikati@nsa.qov.rs
Web:

WWW.NSa.gov.rs
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